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Abstract of the contribution: This contribution proposes to add the definitions of identity and identifiable.
1. Introduction 
To solve the editor note for the definition part, this contribution proposes to add the definitions of identity and identifiable. 
The related definitions have been defined by both ITU and IEFT:
· ITU-T Recommended: 

Identity:  A representation of an entity in the form of one or more attributes that allow the entity or entities to be sufficiently distinguished within context. For identity management (IdM) purposes, the term identity is understood as contextual identity (subset of attributes), i.e., the variety of attributes is limited by a framework with defined boundary conditions (the context) in which the entity exists and interacts (ITU-T X.1252 (04-2010)).
Personally identifiable information (PII):  Any information that (a) can be used to identify the PII principal to whom such information relates, or (b) is or might be directly or indirectly linked to a PII principal (ITU-T Y.3502 (08/2014)).
· RFC 6973 (Privacy Considerations for Internet Protocols):

Identity: Any subset of an individual’s attributes, including names, that identifies the individual within a given context. Individuals usually have multiple identities for use in different contexts.
Identifiable: A property in which an individual’s identity is capable of being known to an observer or attacker.
Considering the 3GPP’s feature and also referring the relevant SDO’s work, we propose to define the “identity” and “identifiable” as follows.

· Identity: A subset of a user’s attributes that can distinguish the subscriber from others.  Users may have multiple identities for use in different subscribed services.
· Identifiable: A property in which a use’s identity is capable of being known to an observer or attacker.
We kindly propose SA3 to agree the following pCR.
2. pCR
 ***
BEGIN CHANGES
***
3
Definitions, terminology and abbreviations

3.1
Definitions and Terminology

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. Refer to 3GPP TR 22.949 [4], and also with considering the evolving network. Possible roles involved related to the privacy analysis are listed below:
Attacker: An attacker is an entity with malicious intent that compromises the privacy of a user by obtaining personal data, e.g. user data and traffic data. An attacker does not have a legitimate reason to receive this data. An attacker can be active or passive. A passive attacker is an observer. An active attacker generates traffic to obtain personal data or has the possibility to modify communication.

Authorized: An entity involved in the communication that is acting on behalf of one of the other entities and this other entity has agreed to this e.g. by signing a contract or settings etc.

Communication: Communication takes place between at least two entities and is using at least one protocol. It may consist of a series of messages. A communication may consist out of different communication phases.

Communication Initiator: A communication initiator is the node (e.g. ME) that initiates the start of a communication to one or several recipients.

Communication phase: A communication phase is a group of messages, which are part of a communication.

Data controller: Natural or legal person, public authority, agency or any other body which, alone or jointly with others, determines the purposes and means of the processing of Personal Data.
Data processor: Natural or legal person, public authority, agency or any other body which processes Personal Data on behalf of the Data Controller.
Data subject: An identified or identifiable person to whom specific Personal Data relates. It is someone who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more specific factors (physical, physiological, mental, economic, cultural, social).
Eavesdropper: A passive attacker observing with a malicious intent.

Home operator: The PLMN operator, with whom the user has the subscription.
Intermediary: An intermediary is an entity where the communication or parts of thereof from the communication initiator to the recipient is passing through. The intermediary may be able modify or have visibility of the communication or parts of it. Typical intermediaries are base stations, proxies, caches, relay servers etc. Depending on the protocol used and the layer, the intermediaries for a communication may differ. Also there might be different intermediaries for incoming and outgoing communication messages and in some cases, there may be a series of intermediaries that are traversed. 

Location: Location is the geographical information where the terminal resides. This might be a GPS coordinate or some other local data (e.g. CellID or country).
Observer: An observer is an entity that observes a communication; this can be for a legitimate purpose or illegitimate purpose. An observer may only be an observer for some layers of a communication.
Operating administrator and maintenance personal: The person, who administrates/maintains privacy information during its whole life time or is responsible for administration and/or maintenance, may be also responsible for privacy issues like privacy storage in network element.
Personal data: Personal data shall mean any information relating to an identified or identifiable natural person ('data subject'); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number, name or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity. Personal data can be gathered from user data and traffic data.
Recipient: The secondary end-point of a communication. The recipient might be different for different layers of a communication protocol.

Requested Service: A requested service is a service that the user agreed to potentially use. This might be a radio technology e.g. 5G or telco service e.g. IMS or an application server e.g. visiting a website and signing in to a service.  The user has agreed in some way to potentially use the service, this might be via visiting a web site or signing a contract.

Service provider:
1) A service provider who is a 3GPP operator – home or visited – (e.g. location services) or a third party provider acting on behalf of the operator and offering a service to the user;

2) A third party service provider who use operator’s network to provide service (e.g. MTC service provider) and has a co-operation with the visited or home operator.

3) A third party service provider who just uses the network connectivity to provide service, but has no business relationship with the operator.

User: In general it is assumed, that the user is provided with a 3GPP subscription and extended to service specific entities. The user is the person, to whom the personal data relates to.
Visited operator: An operator of a PLMN, which is not the home operator. A visited operator may e.g. be the operator of a 3GPP network, in which the user currently is roaming.
· 
· 
Identity: Any subset of a user’s attributes that can uniquely distinguish the user from others.  Users may have multiple identities for use in different services.
Identifiable: A property in which a users’ identity is capable of being known to an observer or attacker.
***
END OF CHANGES
***
