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Abstract of the contribution:
The present contribution proposes text for clause B.3.3.4.2 “Authentication and Authorisation - Authentication Attributes” of the new Annex B on requirements, based on existing requirements in TR 33.806 and in DT’s catalogue. 

The structure of the new Annex B is contained in the latest version of TR 33.806. A further grouping of requirements in B.3.3.4 is proposed in the companion contribution in S3-151032.
It is the intention to eventually add test cases to the new requirements text in Annex B. For now, however, ‘TBA’ has been noted in place of test case details as none of the requiremens from DT’s catalogue has test cases yet and some of the existing test case descriptions in the main body of the TR need improvement. 

1 Introduction
This contribution proposes to fill a subclause in the new Annex B. These subclauses are proposed in a companion pCR (S3-151032). The subclause addressed in the present contribution is B.3.3.4.2 - Authentication attributes. The structure of the present contribution is as follows: 

Section 2 lists existing relevant requirements and proposes in Word comments how they should be addressed. Section 3 contains the new requirements text for Annex B. 

In more detail: 
· Section 2 begins with a list of the numbers of all requirements from DT’s catalogue in the new Annex C of TR 33.806.  that were considered relevant for the subclause B.3.3.4.2
Note: No requirements from the main body of TR 33.806 were identified for this sub-clause.

· For section 2 the lists are taken from the Editor’s note in Annex B.3.3.4 of TR 33.806. A list is followed by a pCR that adds Word comments to the full text of the requirements from the list. The Word comments in section 2 explain how the requirements are addressed by new text in Annex B. No existing text copied in section 2 is deleted. This is done to allow for maximum transparency and traceability of decisions.

· The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval, according to the agreements at SA3#77. 

· Section 3 contains a pCR that adds text to subclause B.3.3.4 with Word comments to explain where the text came from. The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval.
2 Relevant existing requirements from DT’s catalogue
DT’s catalogue in the new Annex C contains several requirements (at least partly) on authentication and authorisation specifically addressing authentication attributes. Requirements that were deemed relevant to a new section in Annex B.3.3.4 entitled – “Authentication attributes” were identified. These requirements are (identified by clause number): 

Req.s 3.01-14, 3.01-17.
Note that 3.01-15 was left ffs in the Editor’s Note at the start of B.3.3.4 and is hence not included here yet. 

The full text of the affected clauses is copied here even if only part of the clause is relevant. 

+++START OF CHANGES to Annex C (DT’s catalogue) +++

 Req 3.01-14          Accounts must be protected against unauthorized use by at least one authentication attribute.

The various user and machine accounts on a system must be protected from misuse. To this end, an authentication at­ tribute is typically used, which, when combined with the user name, enables unambiguous authentication and identi­ fication of the authorized user.

Authentication attributes include:

· Cryptographic keys

· Token

· Passwords

· PINs

This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker. Sever­ al of the above options can be combined (dual-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and must be evaluated for individual cases.



Motivation: Accounts that are not protected with a secret authentication attribute can be used by an attacker to gain unauthorized access to a system and the data and applications stored on it.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized use of services or resources

· Denial of executed activities




 Req 3.01-16          Predefined accounts must be deleted or disabled.

Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known pass­ words. These standard users must be deleted or disabled. Should this measure not be possible the accounts must be locked for remote login. In any case disabled or locked accounts must configured with a complex password (12 char­ acter and more, use of upper/lower case, numbers and special characters). This is necessary to prevent unauthorised use of such a account in case of misconfiguration.

Exceptions to this requirement to delete or disable accounts are accounts that are used only internal on the system in­ volved and that are required for one or more applications on the system to function. Also for this accounts remote ac­ cess or local login must be forbidden to prevent a abusive use by users of the system
.

Motivation: Standard users are typically generally known and can be used by an attacker for targeted brute force and dictionary attacks. Standard user accounts represent a special risk if they do not use a password or only use a stand­ ard password that is generally known. Such standard user accounts can easily be exploited by an attacker in order to gain access to the system involved without being authorized to do so
.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized use of services or resources

· Denial of executed activities


 Req 3.01-17          Predefined authentication attributes must be deleted or disabled.

Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor or developer of a system. Such authentication attributes must be changed an own attribute not known by other parties.

Motivation: Authentication attributes like password or cryptographic keys preconfigured from third parties are not trustable. Such authentication attributes can be used to compromise systems or their data.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized use of services or resources

· Denial of executed activities



+++END OF CHANGES to Annex C (DT’s catalogue) +++

3  New text for Annex B.3.3.4 “Authentication and authorization”

+++START OF CHANGES to Annex B+++

B.3.3.4 Authentication and authorization
Editor’s note: relates to clause 6.3, 6.6, 6.7, 6.8, 6.10, Req.s 3.01-12 through 3.01-19, and Req.s 3.01-23 through 3.01-26 from DT’s catalogue.  It is ffs whether and how 3.01-15 and 3.01-19 should be included. They seem to more address policy topics. They could be turned into  "system must support to do this" requirements (3GPP way for handling operator options).

B.3.3.4.2 Authentication attributes
B.3.3.4.2.1 Accounts shall be protected 
by at least one authentication attribute.
Requirement Name: Accounts shall be protected by at least one authentication attribute.


Requirement Reference: to be done later
Requirement Description: The various user and machine accounts on a system shall be protected from misuse. To this end, an authentication attribute is typically used, which, when combined with the user name, enables unambiguous authentication and identification of the authorized user.
Authentication attributes include:

· Cryptographic keys

· Token

· Passwords

· 
This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker. Several of the above options can be combined (dual-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and must be evaluated for individual cases
.

Threat References: TBA
Security Objective references: tba.
Test case:TBA
B.3.3.4.2.2 Predefined accounts shall be deleted or disabled.

Requirement Name: Predefined accounts shall be deleted or disabled
.

Requirement Reference: to be done later
Requirement Description: All predefined or default accounts shall be deleted or disabled. Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known passwords. These standard users shall be deleted or disabled. Should this measure not be possible the accounts shall be locked for remote login. In any case disabled or locked accounts shall be configured with a complex password (12 character and more, use of upper/lower case, numbers and special characters). This is necessary to prevent unauthorised use of such an account in case of misconfiguration.

Exceptions to this requirement to delete or disable accounts are accounts that are used only internally on the system in­ volved and that are required for one or more applications on the system to function. Also for these accounts remote ac­ cess or local login shall be forbidden to prevent  abusive use by users of the system
.
Threat References: TBA
Security Objective references: TBA.
Test case: TBA
B.3.3.4.2.3 Predefined or default authentication attributes shall be deleted or disabled.

Requirement Name: Predefined or default authentication attributes shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: Predefined or default authentication attributes shall be deleted or disabled.

Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor or developer of a system. Such authentication attributes shall be changed by automatically forcing a user to change it on 1st time login to the system or the vendor provides instructions on how to manually  change it.

Threat References: TBA
Security Objective references: TBA.
Test case: TBA
+++END OF CHANGES to Annex B +++

�Text copied to Annex B.3.3.4.2.1


�No text from the motivation paragraph has been moved to Annex B.


�To be replaced by threat reference according to template so its not moved to Annex B.


�Text copied to Annex B.3.3.4.2.2


�No text from the motivation paragraph has been moved to Annex B.


�To be replaced by threat reference according to template so its not moved to Annex B


�Text copied to Annex B 3.3.4.2.3


�Text copied to Annex B 3.3.4.2.3


�No text from the motivation paragraph has been moved to Annex B.


�To be replaced by threat reference according to template so its not moved to Annex B


�Removed the words “against unauthorized use” from title.


�Text from DT catalog Annex C 3.01-14.


�Removed during SA78 review.


�Text copied from DT catalog Annex C 3.01-14


�Text copied from DT catalog, Annex C 3.01-16


�Text copied from DT catalog, Annex C 3.01-16 with spelling errors corrected. 


�Text copied from DT catalog, Annex C 3.01-17. Added the words “or default” to the title.


�Text copied from DT catalog, Annex C 3.01-17. Added the words “or default” to the title.


�Text copied from DT catalog, Annex C 3.01-17 with following modification. The text “Such authentication attributes must be changed an own attribute not known by other parties” is replace with “Such authentication attributes must be changed by automatically forcing a user to change it on 1st time login to the system or the vendor provides instructions on how to manually  change it.�





