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0 DT Comments
While DT supports this document in general, there are some change proposals and comments inserted below. 
1 Discussion
This contribution proposes to collect all test cases in one single dedicated Annex (i.e. Annex D) of TR 33.806 adopting the template described in TD S3-151025. 
This approach avoids test cases being distributed along the whole TR 33.806 with various formats. The advantages of this proposed approach are a consistent format used for all test cases, an improved readability of the Annex B and that testers might simply refer to the new Annex D to find all the test cases (to be performed and to be filled in with the achieved test results).
While writing the Annex D, all test cases are consistently removed from the existing requirements in the Annex B, to avoid duplications. 
This contribution is focused on existing test cases of requirements already listed in Annex B.
2 Concrete proposal 
++++ Beginning of first change ++++
[bookmark: _Toc404965987]Annex B:	Re-structured requirements
[bookmark: _Toc404333572][bookmark: _Toc404333817][bookmark: _Toc404714125][bookmark: _Toc404965988]B.1	Introduction
Editor’s note: more tba, some text explaining the structure and how to use it in relation to the requirements in the main body is needed. It is clear that there is a lot of overlap among existing requirements in the main body of the TR and with DT requirements, look e.g. at B.3.3.4 Authentication and authorization; these overlaps need to be addressed before moving text to Annex B. 
[bookmark: _Toc404333573][bookmark: _Toc404333818][bookmark: _Toc404714126][bookmark: _Toc404965989]B.2	Objectives
Editor’s note: Objectives could be used to give a concise overview of the requirements. This subclause can remain empty until the requirements in the present Annex are stable.
[bookmark: _Toc404333574][bookmark: _Toc404333819][bookmark: _Toc404714127][bookmark: _Toc404965990]B.3	Security Functional Requirements (SFRs)
[bookmark: _Toc404333575][bookmark: _Toc404333820][bookmark: _Toc404714128][bookmark: _Toc404965991]B.3.1	Introduction
Editor’s note: tba
[bookmark: _Toc404333576][bookmark: _Toc404333821][bookmark: _Toc404714129][bookmark: _Toc404965992]B.3.2	SFRs deriving from 3GPP specifications
Editor’s note: relates to clause 6.2, no equivalent in DT’s catalogue. Overlap with section B.3.3 should be avoided. 
[bookmark: _Toc404333577][bookmark: _Toc404333822][bookmark: _Toc404714130][bookmark: _Toc404965993]B.3.3	Technical Baseline 
[bookmark: _Toc404333578][bookmark: _Toc404333823][bookmark: _Toc404714131][bookmark: _Toc404965994]B.3.3.1	Introduction
[bookmark: _Toc404333579][bookmark: _Toc404333824][bookmark: _Toc404714132][bookmark: _Toc404965995]B.3.3.2	Protecting data and information

Editor’s note: The inclusion of 6.9 RX-2, 7.6, 3.01-8 is ffs.   

[bookmark: _Toc404333580][bookmark: _Toc404333825][bookmark: _Toc404714133][bookmark: _Toc404965996]B.3.3.2.1	Protecting data and information – general
The present clause B.3.3.2.1 contains requirements that apply to both,  only data and information in storage and in transfer. The following clauses B.3.3.2.2 and B.3.3.2.3 provide more detailed requirements that apply only to data and information in storage and data and information in transfer respectively. 
Requirement Name: Protecting data and information – General	Comment by gh141106: does it make sense to always repeat the title of the subclause in the name of the requirement?
Requirement Reference: to be done later
Requirement Description:
 Adequate security measures for transmission and storage must be implemented of data with a need for protection that are classified as internal, confidential or strictly confidential. The chosen measure depends on the classification for the data and other factors such as the type of network used during transmission, the storage location for data, etc. Furthermore, it must be guaranteed that confidential and strictly confidential data will not be unprotected during temporary storage (e.g. in web cache, temporary folders).	Comment by gh141106: taken from Req 3.01-7, 1st para, unchanged.             
Data with a need for protection include data that may be used for authentication or may help to identify the user, such as user names, passwords, PINs, cryptographic keys, IMSIs, IMEIs, MSISDNs, or IP addresses of the UE.  Files of a system that are needed for the functionality must also be protected against manipulation.	Comment by gh141106: merger of 3.01-7, 2nd para, 1st half of 1st sentence with 6.9, RX-1, 1st sentence.	Comment by gh141106: copy from 3.01-7, 5th para. 
This data must be protected against unauthorized viewing and manipulation.  This implies that read access rights shall be restricted and data shall not be revealed as clear text.  This applies equally to permanent storage and transmission. 	Comment by gh141106: copy from 3.01-7, 2nd para, 2nd half of 1st sentence. 	Comment by gh141106: taken from 6.4, R2-1 and R2-2; is it really needed, or is it implied by the preceding sentence?

[TI]:It is correct to underline the implications, but this two examples address just the unauthorized view. There is also the maniupalation to face. So we propose o reword the sentence in this way:
This implies that access rights (rread/write) shall be restricted and data shall not be revealed as clear text or manipulated/tampered for missing integrity mechanism	Comment by gh141106: copy from 3.01-7, 2nd para, 2nd half of 1st sentence snf 2nd sentence. 
Security Objective references: tba.
Test case: Review the documentation provided by the vendor describing how sensitive information is stored and transferred. 
[bookmark: _Toc404333581][bookmark: _Toc404333826]Editor’s note: more tba to test cases. In particular, the dependency of test cases in B.3.3.2.1, B.3.3.2.2 and B.3.3.2.3 needs to be considered. 
[bookmark: _Toc404714134][bookmark: _Toc404965997]B.3.3.2.2	Protecting data and information in storage
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:
The following rules apply for: 
· Client systems: encryption or obfuscation of authentication data, no persistent storage, limitation of access rights.	Comment by gh141106: copied from 3.01-7, 3rd para, unchanged. This covers 6.4, R2-3 and 6.8, R7-2d) as well. 
· Server systems: hashing of authentication data with PBKDF (Password-based Key Derivation Function) like scrypt or bcrypt or when this is not possible hashes with salt.
Editor’s note: The required level of detail is ffs.  
· Stored files: An example is the use of checksum or cryptographic methods to validate if e.g. firmware images, patches, drivers or kernel modules are free of manipulations.	Comment by gh141106: taken from 3.01-7, 5th para. 	Comment by D'Alessandro Rosalia: I propose to reword the sentence in the following way taken from t3.01-7, Motivation:
•	Stored data/files: Files of a system that are needed for the functionality as well as sensitive data (e.g. user data)  must be adequately protected against manipulation and unauthorized view. An example….
Security Objective references: tba.
Test case: tba
[bookmark: _Toc404333582][bookmark: _Toc404333827][bookmark: _Toc404714135][bookmark: _Toc404965998]B.3.3.2.3	Protecting data and information in transfer
Requirement Name: tba
Requirement Reference: to be done later
Requirement Description:
· Usage of cryptographically protected network protocols.  In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured. 	Comment by gh141106: taken from 3.01-7, 4th para	Comment by gh141106: taken from 6.7, RX-1
· For transmission of data with a need of protection it is necessary to use network protocols with sufficient security measures. In particular, a protocol version without known vulnerabilities or a secure alternative must be used.	Comment by gh141106: slightly modified from 3.01-7, 6th para
· Challenge response method (Disadvantage of this solution is that passwords needed in clear-text on server. If this solution is feasible depends on the individual threat scenario)	Comment by gh141106: taken from 3.01-7, 4th para. 
Editor’s note: The required level of detail is ffs.  
Security Objective references: tba.
Test case: 	Comment by D'Alessandro Rosalia: Addressed within Annex D by TC_PROTECT_DATA_INFO_TRANFER_1	Comment by gh141106: taken from 6.7, RX-1
· Pre-conditions: The MME is powered on and the tester is able to capture traffic on MME management and maintenance interface and the tester can trigger communication between MME and OAM network. The tester has the ability to read the language of the traffic data.
· Steps taken to perform the test: 
a.The tester starts capturing traffic on MME management and maintenance interface.
b.The tester triggers communication between MME and OAM network.
c. The tester injects the traffic data. 
d. The tester checks the captured traffic data.
· Expected results: The tester cannot get information through the raw traffic data or modify the raw traffic data.
[bookmark: _Toc404333583][bookmark: _Toc404333828][bookmark: _Toc404714136][bookmark: _Toc404965999]B.3.3.3	Protecting availability and integrity
Editor’s note: relates to clause 6.5, 6.11, 6.13 and Req.s 3.01-9 through 3.01-11 from DT’s catalogue.  
[bookmark: _Toc404333584][bookmark: _Toc404333829][bookmark: _Toc404714137][bookmark: _Toc404966000]B.3.3.3.1	Resource exhaustion attacks prevention 
-	Requirement Name: Resource exhaustion attacks prevention
-	Requirement Reference: to be done later
-	Requirement Description: 
1) The system must provide security measures to deal with overload situations which may occur as a result of a denial of service attack or during periods of increased traffic. In particular, partial or complete impairment of system availability must be avoided. Potential protective measures include:	Comment by johnhick: Text copied from 3.01-9	Comment by johnhick: Text added to describe how overload conditions may occur.
• Restricting of available RAM per application
• Restricting of maximum sessions for a Web application
• Defining the maximum size of a dataset
• Restricting CPU resources per process
• Prioritizing processes
• Limiting of amount or size of transactions of an user or from an IP address in a specific time range

2)	A method for prevention of signalling congestion method shall be supported by MME	Comment by johnhick: Minor editorial changes to improve readability	Comment by johnhick: Text copied from 6.5
3)	The network, e.g. the MME, shall support functionality to detect signalling congestion or a misbehaving UE.	Comment by johnhick: Added the word ‘congestion’ to improve readability.
-	Threat Reference: T3
-	Test Case: 	Comment by johnhick: Text copied from 6.5
1)	Check if MME has supported the NAS signalling congestion prevention.	Comment by Francesco: Addressed within Annex D by Test ID: TC_RES_EXH_ATTACK_2
2)	Check if the network can provide the method to detect the signalling or misbehaving UE. 
Editor's Note: some overload control of MME has been defined in 23.401, yet it needs FFS to see if it cater for this requirements of SAS. 
Editor’s note: it is FFS as to what additional test cases are required for these requirements.
[bookmark: _Toc404333585][bookmark: _Toc404333830][bookmark: _Toc404714138][bookmark: _Toc404966001]B.3.3.3.2	Boot from intended memory devices only 	Comment by johnhick: Modified title to improve readability to make it consistent with other requirements. Removed word ‘Secure’ from title as a result of discussion on contribution.
-	Requirement name: Boot from intended memory devices only	Comment by johnhick: Modified name to align with title.
-	Requirement reference: to be done later
-	Requirement Description: 
1) The MME can boot only from the memory devices intended for this purpose.	Comment by johnhick: Copied from 6.11

-	Threat References: other threat: threat on booting from external device
-	Test Case: 
1)	check if MME can boot only from the internal memory;	Comment by johnhick: Copied from 6.11.
[bookmark: _Toc404333586][bookmark: _Toc404333831][bookmark: _Toc404714139][bookmark: _Toc404966002]B.3.3.3.3	System handling during overload situations	Comment by johnhick: Title is shortened from 3.01-10 and slightly altered.
Requirement Name: System handling during overload situations
Requirement Reference: TBA
Requirement Description: The system must act in a predictable way if an overload situation cannot be prevented. A system must be built in this way that it can react on a overload situation in a controlled way. However it is possible that a situation happens where the security measures are no longer sufficient.	Comment by johnhick: Taken from 3.01-10  requirement heading and 1st two paragraphs.

In such case it must be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security func­ tions and thus loss of system protection.

Editor’s note: The required level of detail is ffs.  

Threat References: TBA
Security Objective references: tba.
Test case:TBA	Comment by johnhick: Test case details to be added later
[bookmark: _Toc404333587][bookmark: _Toc404333832][bookmark: _Toc404714140][bookmark: _Toc404966003]B3.3.3.4	System robustness against unexpected input.	Comment by johnhick: Title taken from3.01-11 and slightly modified.
Requirement Name: System robustness against unexpected input.
Requirement Reference: TBA
Requirement Description: During transmission of data to a system it is necessary to validate input to the MME before processing. This includes all data which is sent to the system. Examples of this are user input, values in arrays and content in protocols. The following typical implementation error must be avoided:	Comment by johnhick: Text copied from 3.01-11. Minor editorial changes made.	Comment by johnhick: Replaced the word ‘this’ with ‘input to the MME’.
• No validation on the lengths of transferred data
• Incorrect assumptions about data formats
• No validation that received data complies with the specification
• Insufficient handling of protocol errors in received data
• Insufficient restriction on recursion when parsing complex data formats
• White listing or escaping for inputs outside the values margin

Editor’s note: The required level of detail is ffs.  
Threat References: TBA
Security Objective references: tba.
Test case:TBA
[bookmark: _Toc404333588][bookmark: _Toc404333833][bookmark: _Toc404714141][bookmark: _Toc404966004]B.3.3.3.5	MME software package integrity 
-	Requirement name: MME Software integrity validation	Comment by johnhick: Text copied from TR –  6.13. Minor editoral changes to improve readability.
-	Requirement reference: to be done later
-	Requirement Description: 
1)	Software package integrity shall be validated in the installation/upgrade stage.
2)	MME shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)	Tampered software shall not be executed if integrity check fails.
4)	A security mechanism is required to guarantee that only authorized individuals can initiate and deploy a software update and that the software update is originated from verified sources.
 Threat References: TBA	Comment by johnhick: Add “Threat References: TBA” to align with template.

-	Security Objective references: SOFTWARE INTEGRITY	Comment by johnhick: Text copied from TR –  6.13. Minor editoral changes to improve readability.
· Test case:
1) Test case 2: This test case fulfils requirement 1, partially requirement 2 for software integrity validation and requirement 3. 
· Pre-conditions: The MME is powered on and the tester has privileges to install/upgrade MME with a software package. One legal software package A and one illegal software package B( which has been tampered with) are available.
· Steps taken to perform the test:	Comment by D'Alessandro Rosalia: Address within Annex D by Test ID: TC_SW_PKG_INTEGRITY_1
a) The tester logs into MME.
b) The tester uses software package B to perform installation/upgrade.
c) The tester uses software package A to perform installation/upgrade.
· Expected results:
a) The installation/upgrade operation fails when using software package B.
b) The installation/upgrade operation is successful when using software package A.
Editor’s Note: It is FFS test case of requirement 4 and validation of cryptographic means in requirement 2.

[bookmark: _Toc404333589][bookmark: _Toc404333834][bookmark: _Toc404714142][bookmark: _Toc404966005]B.3.3.4	Authentication and authorization
Editor’s note: relates to clause 6.3, 6.6, 6.7, 6.8, 6.10, Req.s 3.01-12 through 3.01-19, and Req.s 3.01-23 through 3.01-26 from DT’s catalogue.  It is ffs whether and how 3.01-15 and 3.01-19 should be included. They seem to more address policy topics. They could be turned into  "system must support to do this" requirements (3GPP way for handling operator options).
[bookmark: _Toc404333590][bookmark: _Toc404333835][bookmark: _Toc404714143][bookmark: _Toc404966006]B.3.3.5	Protecting sessions
Editor’s note: relates to clause 6.7 and Req.s 3.01-20 through 3.01-22 from DT’s catalogue.  
[bookmark: _Toc404333591][bookmark: _Toc404333836][bookmark: _Toc404714144][bookmark: _Toc404966007]B.3.3.6	Logging
Editor’s note: relates to clause 6.3, 6.6, 6.12 and Req.s 3.01-27 through 3.01-28 from DT’s catalogue.  
[bookmark: _Toc404333592][bookmark: _Toc404333837][bookmark: _Toc404714145][bookmark: _Toc404966008]B.3.3.7	Personal privacy related features and functions
Editor’s note: relates to clause 6.14, no equivalent in DT’s catalogue.  
[bookmark: _Toc404333593][bookmark: _Toc404333838][bookmark: _Toc404714146][bookmark: _Toc404966009]B.3.4	Operating Systems
[bookmark: _Toc404333594][bookmark: _Toc404333839][bookmark: _Toc404714147][bookmark: _Toc404966010]B.3.4.1	Availability and Integrity
Editor’s note: relates to clause 7.5 and Req.s 3.37-9 through 3.37-12 in DT’s catalogue.  
[bookmark: _Toc404333595][bookmark: _Toc404333840][bookmark: _Toc404714148][bookmark: _Toc404966011]B.3.4.2	Authentication and Authorization
Editor’s note: relates to Req 3.37-14 in DT’s catalogue, no equivalent in main body of TR. It is ffs whether and how 3.37-14 should be included. It seems to more address policy topics. It could be turned into a "system must support to do this" requirement (3GPP way for handling operator options). 
[bookmark: _Toc404333596][bookmark: _Toc404333841][bookmark: _Toc404714149][bookmark: _Toc404966012]B.3.5	UNIX
Editor’s note: It was questioned whether this level of requirements should be contained here at all, ffs.  
[bookmark: _Toc404333597][bookmark: _Toc404333842][bookmark: _Toc404714150][bookmark: _Toc404966013]B.3.5.1 Authentication and Authorization
Editor’s note: relates to Req 3.21-16 in DT’s catalogue, no equivalent in main body of TR.  
[bookmark: _Toc404333598][bookmark: _Toc404333843][bookmark: _Toc404714151][bookmark: _Toc404966014]B.3.6	Web Servers
. 
[bookmark: _Toc404333599][bookmark: _Toc404333844][bookmark: _Toc404714152][bookmark: _Toc404966015]B.3.6.1	HTTPS
Editor’s note: relates to Req 3.03-21, 22, 24 in DT’s catalogue, no equivalent in main body of TR.  
[bookmark: _Toc404333600][bookmark: _Toc404333845][bookmark: _Toc404714153][bookmark: _Toc404966016]B.3.6.2	Logging
Editor’s note: relates to Req 3.03-25 in DT’s catalogue, no equivalent in main body of TR.  
[bookmark: _Toc404333601][bookmark: _Toc404333846][bookmark: _Toc404714154][bookmark: _Toc404966017]B.3.7 	Network Devices
[bookmark: _Toc404333602][bookmark: _Toc404333847][bookmark: _Toc404714155][bookmark: _Toc404966018]B.3.7.1 	Protection of Data and Information
Editor’s note: relates to clause 6.7 and Req 3.42-7 from DT’s catalogue.  
[bookmark: _Toc404333603][bookmark: _Toc404333848][bookmark: _Toc404714156][bookmark: _Toc404966019]B.3.7.2 	Protecting availability and integrity
Editor’s note: relates to Req 3.42-15 in DT’s catalogue, no equivalent in main body of TR.  
[bookmark: _Toc404333604][bookmark: _Toc404333849][bookmark: _Toc404714157][bookmark: _Toc404966020]B.3.7.3 	Logging
Editor’s note: relates to clause 6.3/R1-2, R1-3, R1-5, clause 6.6/R-3 and clause 6.12 and Req 3.42-17 in DT’s catalogue.  
[bookmark: _Toc404333605][bookmark: _Toc404333850][bookmark: _Toc404714158][bookmark: _Toc404966021]B.4 	Security Requirements related to Hardening
[bookmark: _Toc404333606][bookmark: _Toc404333851][bookmark: _Toc404714159][bookmark: _Toc404966022]B.4.1 	Introduction
Editor’s note: tba
[bookmark: _Toc404333607][bookmark: _Toc404333852][bookmark: _Toc404714160][bookmark: _Toc404966023]B.4.2 	Technical Baseline 
Editor’s note: relates to clause 6.7/RX-2, 7.3, 7.4, 7.5 and Req.s 3.01-1 through 3.01-5 from DT’s catalogue.  
[bookmark: _Toc404333608][bookmark: _Toc404333853][bookmark: _Toc404714161][bookmark: _Toc404966024]B.4.3 	Operating Systems
Editor’s note: relates to clause 6.7/RX-2, 7.3, 7.4, 7.5 and Req.s 3.37-3,4, 6,7 from DT’s catalogue.  6.7/RX-2, 7.3, 7.4, 7.5 are present in both B.4.2 and B.4.3. This overlap needs to be addressed.
[bookmark: _Toc404333609][bookmark: _Toc404333854][bookmark: _Toc404714162][bookmark: _Toc404966025]B.4.4	UNIX
Editor’s note: It was questioned whether this level of requirements should be contained here at all, ffs.  
Editor’s note: relates to clause 7.1, 7.2, 7.5 and Req.s 3.21-1, 3, 4, 5, 7, 8, 9,11,13 from DT’s catalogue.  
[bookmark: _Toc404333610][bookmark: _Toc404333855][bookmark: _Toc404714163][bookmark: _Toc404966026]B.4.5	Web Servers
Editor’s note: relates to Req 3.03-3, 4, 5, 7, 8, 9, 12,13, 15, 16, 17, 18,20  in DT’s catalogue, no equivalent in main body of TR.  
[bookmark: _Toc404333611][bookmark: _Toc404333856][bookmark: _Toc404714164][bookmark: _Toc404966027]B.4.6	Network Devices
Editor’s note: relates to clause 7.3, 7.4, 7.5 and Req.s 3.42-1,3,4,5,6 from DT’s catalogue.  
[bookmark: _Toc404333612][bookmark: _Toc404333857][bookmark: _Toc404714165][bookmark: _Toc404966028]B.5	Basic Vulnerability Testing (BVT) requirements
Editor’s note: Relates to clause 9. Test cases for hardening requirements may give additional requirement-specific guidelines for configuration of BVT tools. 
[bookmark: _Toc404333613][bookmark: _Toc404333858][bookmark: _Toc404714166][bookmark: _Toc404966029]B.5.1	Introduction
Editor’s note: tba
[bookmark: _Toc404333614][bookmark: _Toc404333859][bookmark: _Toc404714167][bookmark: _Toc404966030]B.5.2	Port Scanning
Editor’s note: relates to clause 9.2.  
[bookmark: _Toc404333615][bookmark: _Toc404333860][bookmark: _Toc404714168][bookmark: _Toc404966031]B.5.3	Vulnerability Scanning
Editor’s note: relates to clause 9.3 and Req 3.01-6 from DT’s catalogue.  
[bookmark: _Toc404333616][bookmark: _Toc404333861][bookmark: _Toc404714169][bookmark: _Toc404966032]B.5.4	Robustness and fuzz testing
Editor’s note: relates to clause 9.4.  and Req.s 3.01-11 and 3.42-15 from DT’s catalogue, which are also present in B.3.3.3 and B.3.7.2; the impact of these MME requirements on the testing requirements should be taken into account.

++++ End of first change ++++
++++ Beginning of second change ++++
Annex D:	Requirements Test Cases



	Test ID: TC_RES_EXH_ATTACK_1	Comment by Francesco: This test case addresses the bullet 3) of the Resource exhaustion attacks prevention requirement and replaces the old bullet 2) of the test cases section.

	Test Name:  
Resource exhaustion detection mechanisms

	Requirements: 
 Requirements Reference- Resource exhaustion attacks prevention

	Purpose:
Verify that the system provides functionalities to detect signalling congestion or a misbehaving UE.

	Procedure and execution steps:
Pre-Conditions:
· The manufacturer must have supplied information regarding the supported mechanisms to detect  signalling congestions
· The manufacturer must supply the information about the throughput (traffic volume and messages per second) that the MME is able to handle before becoming congestioned
· 	Comment by DTAG3: Propose to keep all "power on" statements out for the sake of brevity, where it is obvious.
· A network traffic generator able to send huge amount of signalling messages simulating
a. Normal network interactions (i.e. interactions following the typical subscriber activity)
b. Abnormal network interactions (e.g. a huge amount of Attach Requests and PDN Connectivity Requests), simulating a misbehaving UE or roaming partner 
Execution Steps
1. 
2. Configure the network traffic generator to generate and send to the MME a huge amount of normal signalling messages. This amount shall be greater than the overload detection threshold value declared by the vendor.

3. Verify that the MME is able to detect the congestion.

4. Restart the MME

5. Configure the network traffic generator to generate and send to the MME a huge amount of mixed normal and abnormal signalling messages. 	Comment by DTAG3: The MME should already be able to deal with malicious traffic patterns before it comes to overload.

6. Verify that the MME is able to detect the abnormal traffic caused by one or more misbehaving UEs or roaming partners.

	Expected Results:
The evidence declared by the vendor that demonstrates that the MME is detecting the congestion (e.g. an alert, an graph and so on) and the abnormal traffic.

	Expected format of evidence:
NA	Comment by D'Alessandro Rosalia: The output depends on the specif vendor implementation mechanism to detect the congestion and the abnormal traffic




	Test ID: TC_RES_EXH_ATTACK_2	Comment by Francesco: This test case addresses the bullet 2) of the Resource exhaustion attacks prevention requirement and replaces the text of bullet 1)  in the old test case section.


	Test Name:  
Resource exhaustion prevention mechanisms

	Requirements: 
 Requirements Reference- Resource exhaustion attacks prevention

	Purpose:
Verify that the system provides  mechanism to prevent NAS signalling congestions.

	Procedure and execution steps:
Pre-Conditions:
· The manufacturer must have supplied information regarding supported mechanisms to prevent signalling congestions
· The manufacturer must supply information about the throughput (traffic volume and messages per second) that the MME is able to handle before detecting a congestion, and how the MME will react in case of overload (e.g. keep existing sessions, reject new sessions) 	Comment by DTAG3: Do you mean before it actually becomes congested? That would be at 100% load. But detection of an imminent congestion should happen earlier, at a configurable threshold (e.g. 85% load); see also text in section above
· 	Comment by DTAG3: Propose to keep all "power on" statements out for the sake of brevity, where it is obvious.
· A network traffic generator able to send huge amount of signalling messages simulating
a. Normal network interactions (i.e. interactions following typical subscriber activity)	Comment by DTAG3: All messages we deal with in this test comply with the specs.
b. Abnormal network interactions (e.g. a huge amount of Attach Requests and PDN Connectivity Requests) 
Execution Steps
1. 
2. Configure the network traffic generator to generate and send to the MME a huge amount of normal signalling messages. This amount shall be greater than the maximum load declared by the vendor.

3. Verify that the MME reacts in the predicted way when in overload. 

4. Restart the MME


5. Configure the network traffic generator to generate and send to the MME a huge amount of mixed normal and abnormal signalling messages. This amount shall be greater than the maximum load declared by the vendor.

6. Verify that the MME correctly discards the received abnormal traffic without interrupting its normal operation.

	Expected Results:
The MME shall continue to work normally.

	

	Expected format of evidence: NA



	Test ID: TC_PROTECT_DATA_INFO_TRANFER_1

	

	Test Name: Traffic protection mechanisms on OAM interface

	Requirements: 
 Requirements Reference - Protecting data and information in transfer

	Purpose:

	Verify the mechanisms implemented to protect  data and information in transfer to and from the MME OAM interface. In particular for the testing a SSHv2 connection is used and test shall verify that the traffic is correctly encrypted and that cannot be tampered.

	Procedure and execution steps:
Pre-Conditions:

	The MME must be configured for secure OAM communications according to vendor documentation.
SSH client system as OAM peer must be available.
Execution Steps 
1. Turn on a network analyzer  (e.g. tcpdump, wireshark) on MME OAM interface 
2. Configure the ssh client to use at least AES128 for cipher and SHA1 for message authentication code algorithms, and verbose logging.

3. Start a communication between MME and OAM network via SSHv2 connection 
4. Analyze the client logs and the traffic in transit between and verify that the generated traffic is encrypted via SSHv2, and insecure options are not accepted by the MME (e.g. SSHv1).

	Expected Results:
The traffic is ecncrypted, and insecure options are not accepted by the MME.

	Expected format of evidence:
Save the logs and the communication flow in a .pcap file to verify the presence of encryption in the flow.




	Test ID: TC_BOOT_INT_MEM_1

	Test Name:  
Boot from Intended memory

	Requirements: 
 Requirements Reference- Boot from intended memory devices only 

	Purpose:
Verify that the system can boot exclusevely from the intented memory (e.g. not from external  memory like USB key).

	Procedure and execution steps:
Pre-Conditions:
· The manufacturer must supply information regarding the BIOS access mechanism supported by the MME
· The manufacturer must supply information about the memory devices from which the MME can boot.
· 
Execution Steps
1. The tester shall access to the MME BIOS.
2. The tester shall verify that the MME BOOT is configured only with the memory devices declared by the vendor.
3. The tester shall verify that there is no possibility to change the BOOT order of the MME without proper authentication.


	Expected Results:
The MME cannot boot from a memory not configured in its BIOS, and BIOS acces is only possible with authentication.

	Expected format of evidence: NA



	Test ID: TC_SW_PKG_INTEGRITY_1

	Test Name:  
Software package integrity

	Requirements: 
 Requirements Reference- MME software package integrity

	Purpose:
Verify that:
1.	MME validates the software package integrity during the installation/upgrade stage.
2.	The software package integrity validation is performed via cryptographic mechanisms, e.g. digital signature. In particular verify that the system supplies utilities (e.g. gpg, openssl, sha256) to check the integrity of the files
Editor’s Note:  This test case fulfils bullet 1 of the requirement , partially bullet  2 and bullet 3 for software integrity validation. bullet 4 is not covered.

	Procedure and execution steps:
Pre-Conditions:
· 
· The manufacturer must supply information regarding package integrity checks, and where the key(s) to verify package integrity is stored on the MME.
· The tester has privileges to install/upgrade MME with a software package. 
· One legal software package named A and one illegal/tampered version of A (named B)  must be available.
· The MME shall support utilites to verify the file integrity  (e.g gpg, openssl, sha256).
Execution Steps
1. The tester logs into MME.
2. The tester checks permissions required to access the package integrity key(s) via tools (e.g. for managing a certificate store) and file system.
3. The tester uses software package B to perform installation/upgrade.
4. The tester uses software package A to perform installation/upgrade.

	Expected Results:
1. Package integrity key(s) can not be tampered with. In case they can be tampered with, system administrator permissions are required. 
2. The installation/upgrade operation fails when using software package B.
3. The installation/upgrade operation is successful when using software package A.

	Expected format of evidence:
Snapshots containg the result of the installation of  package A and B.



++++ End of second change ++++
