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 Abstract of the contribution: 

This contribution states that the match report in ProSe Open Direct Discovery (Model A) should be mandatory from a security point of view. However, SA2’s TS 23.303 declares the match report as optional. It is proposed to discuss this issue in a joint meeting.

1 Introduction 
The security solution for ProSe Open Direct Discovery in TS 33.303 (section 6.1.3.3) assumes that a match report should be sent from the monitoring UE to the ProSe Function after receiving a ProSe Code from the announcing UE only “if required based on the procedures specified in TS 23.303”. 
TS 23.303 procedures specify that the match report should be sent “if the UE finds ProSe Application Code(s) that matches the Discovery Filters and does not have ProSe Application ID(s) already locally stored that correspond to this ProSe Application Code(s)”. Thus, the match report seems to be optional from SA2’s perspective. 
This optionality of the match report raises two main issues from a security point of view:

1. If the match report is not send by the monitoring UE when receiving a ProSe Application Code for the first time, then replay of ProSe Application Codes becomes possible, since authentication of the announcing UE is lacking. 
This would hurt the security requirement, specified in 6.1.2, that “the system shall support a method to mitigate the replay and impersonation attacks for ProSe open discovery”.
2. After receiving a ProSe Application Code for the first time, it is questionable how the monitoring UE should react on receiving subsequent ProSe Application Codes. 
If the monitoring UE sends another match report only when its validity timer expires, then this might not be sufficiently secure as this validity timer could be really high, e.g. 3 days. This would mean, that after the first match report procedure, any arbitrary UE could replay ProSe Application codes as long as the validity timer is valid. 
If the match report would be mandated for every received ProSe Application Code, then this could cause network overload problems, since the announcing UEs might send ProSe Application Codes at a very high frequency (e.g. multiple times a second). 
Hence, it seems reasonable to introduce a mechanism, which allows setting the frequency of sending match reports implementation/application specific. For example, there might be different requirements for discovering a coffee shop or a mall security guard.
2 Proposal
It is proposed to clarify remaining questions in a joint-meeting with SA2 before thinking of possible solutions to deal with issue 2 (see Introduction) in SA3. 
Question 1: In which cases is the match report mandated? Thus, how can it appear that “the UE finds ProSe Application Code(s) that matches the Discovery Filters and does not have ProSe Application ID(s) already locally stored that correspond to this ProSe Application Code(s)”?
Question 1.a: Is there any possibility that a monitoring UE does not send a match report for the first newly received ProSe Application Code, since it already has the corresponding ProSe Application ID stored locally, without ever sending a Match Report for this ProSe Application Code before? (E.g. the UE could have stored the ProSe Application ID it requested in the Discovery Request, and mapped it to the ProSe Code it received in the Discovery Filter)
Question 2: Is the validity timer received by the announcing UE in the Announce Request Procedure the same value as the validity timer received by the monitoring UE in the Match Report Procedure? Does this value determine how often the match report is sent from the monitoring UE?
