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Attachments: Living document on security enhancements for Cellular Internet of Things
1. Overall Description:

GERAN sent an LS to SA3 that was received at SA3#77 held 17-21 Nov, 2014. 

GERAN stated in this LS: 

“GERAN WG2 kindly requests SA3 to develop the security framework and provide guidance to GERAN WG2 based on the above considerations. Considering that the completion time for the GERAN Cellular IoT study is August 2015, GERAN WG2 would appreciate a draft conclusion from SA3  by the GERAN WG1&2 adhoc meeting (02-05 February 2015).”

In order to meet the deadline mentioned in GERAN’s LS, SA3 decided to send a reply LS from SA3#78, held 26-30 Jan, 2015, reporting the state of agreements and open questions at this time. 

These agreements and open questions are captured in the “Living document on security enhancements for Cellular Internet of Things” where detailed arguments can be found. A summary is provided here:
SA3 could reach agreement on the following recommendations:

· Cellular IoT UEs are to be configured with strong security requirements and shall then enforce these requirements by rejecting communication with networks that do not meet them. In this way, a high level of security in CIoT can be ensured. 
· These strong security requirements shall include the use of UMTS AKA for authentication and GEA3 or GEA4 for encryption.

· Starting with GEA3 seems justified as a secure and automated means of instructing Cellular IoT UEs to use GEA4 from a certain point onwards can be made available.

· Impact on base stations by the envisaged enhancements should be avoided. 

SA3 could not agree on the following enhancements at this point in time:

· Integrity protection of the signalling plane

· Integrity protection of the user plane 

· GGSN as a termination point for security associations extending from the UE 
2. Actions:

To TSG GERAN:
ACTION: 
SA3 kindly requests GERAN to take the above into account and base its further security-related work on Cellular IoT, for the time being, only on the agreements reached by SA3 as mentioned above. 
3. Date of Next SA WG3 Meetings:

TSG-SA WG3 Meeting #79
20-24 April, 2015

Nanjing, China
TSG-SA WG3 Meeting #80
24-28 August, 2015
Tallinn, Estonia
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