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Abstract of the contribution: This contribution provides a proposed response to the GERAN CIoT LS.
Introduction
This contribution proposes a response to LS (S3-142412/GP-140717).

General Discussion

Before tackling analysis of the security, there are several observations that should be made. Firstly that the choice is really between an optimised Gb-like architecture and an optimised S1-like architecture, as CIoT does not require all the features  provided by the S1 and Gb architecture (e.g. no active mode mobility, no inter-RAT support). This means that any complete analysis of the security impact is really dependent on having an overall agreed architecture (e.g. the routing of user plane traffic has quite a significant effect on needed security architecture). This means that any conclusion that SA3 draws at this stage can not deemed to be final at this stage and possible need to be provided with assumptions that were made. The analysis for the Gb interface in this document applies to both cases 2 and 3 of the LS.  
Proposed security requirements

The following are a preliminary list of requirements for the CIoT system (some of them may have been agreed previously but we mention them here for completeness):
REQ 1: Mutual authentication of UE and network during key establishment
REQ 2: Secure negotiation of security context(s): This is essential to ensure that if one of the chosen security algorithms is later found to have a weakness, then a different security algorithm can be chosen to protect the traffic between the UE and networks.  This particularly relevant to CIoT as the CIoT devices are intended to be deployed for several years and it is possible that they will not be easy to upgrade. It also enable the use of null encryption algorithms for either deployment in either country that do not allow encryption or to save processing in the cases where over the top security is used and the operator is willing to use no security.

REQ 3: Protection of traffic between the UE and network from eaves-dropping
REQ 4: Protection of signalling traffic from tampering and replay: This is required to ensure the secure negotiation of security context and also allows an authentication of the UE and network that is distinct from the key establishment, e.g. prevents an attacker making a UE unreachable by performing attaches or idle mobility procedures and effectively moving the UE without running a fresh key establishment. 
REQ 5: Authentication of the UE at a data sending connection before traffic is allowed through network: Both UMTS and LTE require UE authentication at idle to active transitions before the data is passed through the network. Clearly this requirement could be achieved by running a new key establishment and set-up of security, but that is clearly costly if done too frequently. Other methods of achieving this should be considered.

Gb security 
This section considers the current Gb security and how it matches up to the above requirements and the additions to Gb security that are needed to achieve this requirements. 
Gb currently supports the signalling for mutual authentication (via the UMTS AKA procedure) although it is not mandatory to use. As previously, it seems straightforward to mandate its use at the UE as the UE is aware that it is a new CIoT device. At the SGSN, there would need to be some method of knowing that mutual authentication is required with this UE. These points are true of all the mandatory new security features.

In terms of protecting the traffic on the Gb, several algorithms are currently supported by the standard. GEA0 (null ciphering), GEA1, GEA2, GEA3 and GEA4. Of these only GEA4 has a key length above 64 bits and hence is the only confidentiality algorithm that should be supported in the CIoT system (note: GEA2 is not supported from Release 11).  The UE and SGSN shall also support a second algorithms to allow for weaknesses being discovered in GEA4. This other algorithm should be based on different cryptographic principles than GEA4.  
Gb currently does not support the secure negotiation of security contexts. In order to securely negotiate the establishment of a security context, it is necessary to enhance the signalling in order to carry the choice of integrity algorithms and any bidding down protection signalling to the UE as well as support integrity protection. The exact signalling changes will depend on exactly how and when the integrity protection is turned on as it is necessary to integrity protect part of the secure negotiation signalling. 

Adding integrity protection requires several changes to the procedures between the UE and SGSN. Firstly both the UE and SGSN need to support two algorithms in case one of them becomes broken (as discussed above). They should provide MAC of at least 32 bits (32 bits is the same as UMTS and LTE and still short by modern cryptographic standards) and as above rely on different cryptographic primitives. The signalling needs to be enhanced to carry the MAC and co-ordinate the switching on of integrity protection and sending of messages. This is not necessarily straight forward as unlike S1 where the security and signalling are at the same layer, the ciphering in Gb is in the LLC layer below the GMM signalling. It is also necessary to add a method to ensure that the counters, that provide fresh input and hence protection against replay attacks, are never re-used. Currently the SGSN just sends the counter value in an unciphered message to the UE. 
There will also need to be some additional key derivations added to derive ciphering and integrity keys and ideally keys dependent on the algorithm choice. 
S1 security
S1 security supports the above requirements
Using S1 security architecture (where the user plane is protected between the UE and RAN node) compared to the using Gb-like security architecture would require the CIoT RAN to support security functionality to securely signal the choice of algorithm and protect the data. It would require an additional roundtrip from the UE to the MME (Service Request message or equivalent) and MME to UE (initial context setup and security set-up message on radio) before user data could be sent (note: any additional delays of LTE compared to GERAN are caused by radio procedures). 

Several options for improving this delay were considered during the MTC small data work. These came at various costs of additional complexity compared to the regular LTE. One major change to this issue with CIoT is the removal of the LTE air interface, which removes the need for making RAN part of the optimisations compatible with the LTE procedures and removes constraints like the size of the SRB1 bearer for carrying user data. 

One useful comparison to make is if the S1-architecture was modified to carry the user data directly to the MME, then from a security perspective the only missing piece would be using the existing security to protect the user data. Providing a complete analysis of the complexity of solutions based on S1-architicture should involve SA2.

Conclusion 

In this contribution we have considered the security requirements for a CIoT and analysed the additional functionality that would need to be added to the Gb procedures to meet these requirement. Supporting CIoT with an S1-like architecture was also considered. This analysis would benefit from the inclusion of SA2 in the work. 

Proposal

It is proposed that SA3 send the result of the above analysis in the reply LS proposed below.
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1. Overall Description:

SA3 thank GERAN2 for their LS.

SA3 have come to some preliminary conclusions on the security of CIoT. In particular SA3 concluded that a Gb architecture would require at least the following security improvements:
UE mandated to not fall back to legacy procedures when using CIoT interface

The SGSN being aware that it is serving a UE over CIoT and not falling back to the legacy procedures

UE and SGSN to support GEA4 and another at least 128 bit ciphering algorithm

UE and SGSN to support two 128 bit integrity algorithms
Enhancement of the procedures between the UE and SGSN to enable integrity protection of traffic between them – this includes carrying a 32-bit MAC

Enhancement of the signalling between the UE and SGSN to enable secure negotiation of a security context 

Method of ensuring that the counters used as inputs to the integrity and ciphering algorithm are always unique per key

Deriving integrity keys

SA3 has no firm conclusion on the complexity of achieving the above, but does note that inclusion of integrity protection may well involve the interaction of the GMM and LLC layers.

On using an S1-architecture, SA3 that it satisfies all the security requirements that SA3 have identified. Using S1 architecture as is seems to require the addition of security to the air interface and an additional round trip from the UE to MME to establish the air interface security over the use of Gb. Several optimisation of the S1 architecture that remove that roundtrip are documented in TR 33.XXX. In particular if the user data is sent direct to the MME, then the only missing security function is how to use the established NAS security to protect the user data. Further analysis of S1-archtiecture optimisation would benefit from the involvement of SA2
2. Actions:

To GERAN2.

ACTION: 
SA3 asks GERAN2 to take the above information into account

3. Date of Next SA3 Meetings:

SA3#79
20-24 April 2015
Nanjing (China)

SA3#80
24-28 August 2015
Tallinn (Estonia)
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