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Abstract of the contribution:
This contribution proposes a pCR update to TR 33.872 with assessment for the solutions of TURN credential provisioning and authentication
1. Introduction
In the last new meeting, Huawei and Alcatel-Lucent have proposed two candidate solutions for TURN authentication and credential provisioning, but the assessment of the candidate solutions has not been analysed yet. This contribution proposes the analysis that each solution may impact on the WebRTC_IMS from the aspect of network architecture ,session procedure ,the existing protocols and the user experience.
2. Analysis 
For the solution of authentication using OAuth token, its advantage is that it not impact on the signalling of the W2, but it also has some problems, one of the main problems is that it is difficult to use this solution for the registration scenario 1, since the WWSF/WAF will not authenticate the user in this use case, it will bring the security problem if the WWSF/WAF is responsible for issuing the TURN access token, another problem is that it will increase the call setup time  because it changes the call flow and needs to send the HTTPS to WWSF/WAF for token retrieve before sending call request message.
For the Approach 1 of authentication solution via eP-CSCF providing credentials, its advantages includes that it can be used for all the use cases and not impacts on the current architecture and call procedure, though it has a little impact that  a new header is needed for WebRTC signalling to request and return TURN credential.
For the Approach 2of authentication solution via eP-CSCF providing credentials, the advantage is that the solution is simple, but it requires defining a new interface between eP-CSCF and TURN server and impacts on the current architecture unless the TURN server is integrated with eIMS-AGW.
So from the above analysis, it is recommended that the eP-CSCF based solution should be selected with high priority or the eP-CSCF based solution and OAuth-Token based solution can be combined to provide a more generic approach that takes advantages of  both solutions
2. Pseudo CR
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[bookmark: _Toc370997206][bookmark: _Toc397059207]6	Solutions
Editor’s Note: This clause will define potential security solutions.
6.x Candidate solutions for TURN credential provisioning and authentication
6.x.4 Assessment of candidate solutions
Editor's notes: This clause analyses for each solution approach the potential impacts to the IMS_WebRTC architecture, session procedure, WIC and the existing protocols.
	Solution
	Impact on network architecture 
	Impact on session procedure 
	Impact on existing protocol 
	Impact on the network management and deployment 

	Authentication and credential provisioning by using OAuth access token.
	
1) Need architecture change for the registration scenario 1 since currently no network element is involved in token issue. 
2) To support this solution for the scenario 1, a new network function needs to be defined to verify the user and issue the token for the TURN authentication, or the eP-CSCF needs to be enhanced to support this function.


 
	Call flow is changed and new messages are added for WIC to retrieve Token from WAF using HTTPS before sending session request to eP-CSCF, which might increase network traffic and session setup time.
	1) The TURN protocol needs to be enhanced to support the token authentication mechanism.
2) No change to the W2 signalling.
	

If WAF is located in third party domain and the TURN server is located in IMS provider domain, the configuration between the TURN server and the WAF may lead to networks management burden (e.g., IMS provider needs to configure the long term pre-share secret keys to every WAF if deploying a new TURN) and the TURN server deploy）


	Approach 1 of authentication via eP-CSCF providing credentials
	No impact on the network architecture  for all use cases
	No change to call procedures
	1)a new header is needed for WebRTC signalling to request and return TURN credential,
2) No change to ICE/TURN protocol, 
	No impact on the network management since the eP-CSCF is located in the IMS provider domain.

	Approach 2 of authentication via eP-CSCF providing credential 
	A new interface between eP-CSCF and TURN server needs to be defined for transferring TURN credential information. 
	No change to call procedures 
	1)a new header is needed for WebRTC signalling to request and return TURN credential,
2) No change to ICE/TURN protocol
	No impact on the network management since the eP-CSCF is located in the IMS provider domain. 



6.x.5 Conclusions and the recommendations 
The TURN authentication can be realized by using token based method or using dynamical credential provided by eP-CSCF, but as analysis in the section 6.x.4,the eP-CSCF based solution is the most generic solution that works for all scenarios.  It also has the least impact on architectures, protocols, and performance.  It is therefore recommended that the solution of credential provisioning via eP-CSCF is prioritized for specification.
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