3GPP TSG SA WG3 (Security) Meeting #78
S3-151018
Sorrento, Italy, 26 – 30 January 2015

revision of S3-15abcd
Source:
Ericsson
Title:
SCAS: Clarification/Improvements of logging requirements
Document for:
Discussion/approval
Agenda Item:
7.11 Security Assurance Specification for 3GPP Network Products
Work Item / Release:
SCAS / Rel-13 
Abstract of the contribution: This contribution proposes to improve and merge the existing logging requirements and move the improved requirements to annex B.
1 Introduction 
This contribution proposes new requirement text (and test cases) for annex B for the relevant logging requirements. All logging related requirements in section 6 and the DT list (annex C) have been considered and merged if needed. Word comments are used to indicate how the requirements have been considered in annex B.
2 Discussion
The review/merge of existing requirements resulted in 5 proposed requirements for annex B
· Security event logging
· Log transfer to centralized storage
· Protection of security event log files
· Webserver logging
· Network device security event logging
These 5 requirements cover all logging requirements from clause 6 and annex C.

The existing test cases have not been reviewed and moved to annex B, but can be done when there is an agreement on the requirements.

3 Proposals
As discussed in clause 2.
4 pCR 

***
BEGIN CHANGES
***
6.3 
R1 security requirement for T1: Internal attacks prevention 
-
Requirement Name: internal attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R1-1:  Each User shall be strongly authenticated and uniquely identifiable.
2)
R1-2: The log and audit function shall be supported and be turned on to record the operations on MME.
Editor note: it is FFS whether we need to list what actions should be logged and this may be in another document later.
3)
R1-3: The logs to be maintained shall include security logs and should include operation logs.

4)
R1-4: The operation authorization of MME users should be defined.
5) 
R1-5: The parameters captured in the logs should include at least user name, start time, stop time, access type, event level, result, etc. 

-
Threat Reference: T1
-
Test Case: 
1)
Whether it is possible for two different, separated individuals to easily get access to the same user account, at:

a)
OS level

b)
MME Application level

2)
Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at MME Application level):

a)
login and logout；User id and time stamp
b)
interface: MME interface type based on which the system queries the security logs 
c)
event level: severity based on which the system queries the security logs (e.g. CRITICAL, MAJOR, MINOR) as defined by the operators and/or vendors for the logs

d) 
results: result type (e.g. SUCCESS, FAILURE) based on which the system queries the security logs 
3)
Whether it is possible for MME users to get undefined/unauthorized operation permission.
***
NEXT CHANGE
***
6.6

Security requirements on MME console interface
-
Requirement Name: Security requirement on MME console interface.


-
Requirement reference: to be done later. 
-
Requirement Description: 
1)
R-1: MME accepts only strong password (i.e. passwords shall consist of uppercase, lowercase, numeric and special characters. The number of characters in the password shall be 8 or greater) to authenticate the access to MME console interface.
2)
R-2: MME supports Role Based Access Control (RBAC) to authorize the operation for configuration data and software via MME console interface.
3)
R-3: MME shall be able to generate log for the console interface to record all of the security relevant user activities on MME, i.e. the accessing user name, the time of login and logout and all of the security relevant user operations.

Editor's note: it is ffs whether or not we need to make only one requirement or several alternative requirements here to satisfy the security objectives.
-
Threat References: Unauthorised access via the MME console interface; other threats: security threats on MME's console interface
-
Test Case: 

1)
Check if the authentication method (strong password authentication) has been used.

2)
Check if the authorization method (RABC) for tampering configuration data and software has been used.
3)
Check if the access to console interface on MME has been recorded by log and if the recorded contents are include all of the security relevant user activities on MME. 
***
NEXT CHANGE
***
6.12
Rx Requirements of Logs Protection and Management

-
Requirement name: Logs Protection and Management
-
Requirement reference: to be done later
-
Requirement Description:
1)
Rx-x Secure uploading of log files to a central location or system external for MME log functions should be supported. 

2) Ry-y The log file shall only be accessible by privileged users.

-
Security Objective references: SYSTEM MONITORING
-
Test case: 
1) Test case 1 for Rx-x:
       Editor’s Note: It is FFS how test case 1 should be.
2) Test case 2 for Ry-y:

· Pre-conditions: The MME is powered on. The central location or system is powered on. And user account A has privilege to access log files, user account B has no privilege to access log files on MME. And user account C has privilege to access log files, user account D has no privilege to access log files on central location or system.

· Steps taken to perform the test:

a) The tester uses account A logs in MME and tries to access log files.

b) The tester uses account B logs in MME and tries to access log files.
c) The tester uses account C logs in central location or system to access log files.

d) The tester uses account D logs in central location or system to access log files.
· Expected results:

a) Using account A, the tester can access log files.

b) Using account B, the tester fails to access log files.
c) Using account C, the tester can access log files.
d) Using account D, the tester fails to access log files.
NOTE: This is a detailed requirement.
***
NEXT CHANGE
***
6.16 
Security requirements on Packet filtering
-
Requirement Name: Packet filtering of incoming and outgoing packets on any MME interface. See RFC 3871 [9] for further information.
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall provide a means to filter IP packets on any interface implementing IP. The MME shall provide a mechanism to allow specified action to be taken when a filter rule matches.
2) RX-2: The filtering mechanism shall support filtering based on the value(s) of any portion of the protocol header.
3) RX-3: It shall be possible to filter both incoming and outgoing traffic on any IP interface.
Editor’s note: ffs if outgoing traffic shall be filtered

4) RX-4: It shall be possible to log all filter actions. The logging capability must be able to capture at least the following data: permit/reject/drop status, source and destination ports, source and destination IP address, which network element forwarded the packet (interface, MAC address or other layer 2 information that identifies the previous hop source of the packet), and time-stamp to millisecond accuracy.

Editor’s note: ffs if this requirement may have heavy performance impact on the MME

-
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING
-
Threat References: T9 Denial of Service
-
Test Case: 
1) Test Case:

· Pre-conditions: The MME is powered on and have packet filtering enabled. Two other hosts on the network needed for testing
· Steps taken to perform the test: 

a) The tester configures MME to only allow ICMP traffic from host 1.
b) The tester initiates ping traffic from host 1

c) The tester initiate2 ping traffic from host 2
· Expected results:

Only host 1 will get ping answers.
2) Test Case :

· Pre-conditions: The MME is powered on and have packet filtering enabled. The MME must have 2 different physical Ethernet ports connected to a network with a second host connected
· Steps taken to perform the test: 

a) The tester configures MME Ethernet port one with IP-address 1, and Ethernet port two with IP-address 2.

b) The tester configured packet filtering so only traffic is allowed from IP-address 2
c) The tester initiates ping traffic to IP-address 1 from second host

d) The tester initiates ping traffic to IP-address 2 from second host

· Expected results:

Ping answers are only sent from IP-address 1.
3) Test Case :

· Pre-conditions: Test case one and 2 have been executed
· Steps taken to perform the test: 

a) The tester reads the log including log entries from packet filtering.

· Expected results:

The log shall include log entries from test case 1, where ping from host 2 shall have been logged. The log shall include log entries for test case 2, where ping traffic coming to Ethernet 2 shall have been logged.

***
NEXT CHANGE
***
B.3.3.6
Logging


B.3.3.6.1
Security event logging
Requirement Name: Security event logging
Requirement Reference: TBA

Requirement Description: Security relevant events must be logged with a precise timestamp and a unique system reference. Security events must be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the incident occurred. For each security event, the log entry shall include user name, timestamp, performed action and result.

RFC 3871 [9] section 2.11.10 specifies the minimum set of security events. Each vendor must document what security events that the product logs so it can be verified by testing.
Typical event that reasonably should be logged in many cases are:

	Event
	Event data to be logged

	Incorrect login attempts
	• Account,

• No. of failed attempts

• Source (IP address) of remote access

	System access with accounts with administrator rights
	• Account,

• Access timestamp,

• Length of session,

• Source (IP address) of remote access

	Account administration
	• Administrator account,

• Administered account,

• Activity performed (configure, delete, enable and

disable)

	Change of group membership for accounts
	• Administrator account,

• Administered account,

• Activity performed (group added or removed)

	Critical rise in system values such as disk space, CPU load over a longer period 
	• Value exceeded,

• Value reached

(Here suitable threshold values must be defined depending on the individual system.)



Threat References: TBA
Security Objective references: tba.
Test case:TBA
B.3.3.6.2
Log transfer to centralized storage

Requirement Name: Log transfer to centralized storage
Requirement Reference: TBA

Requirement Description: The System must support forward of security event logging data to an external system. Standard protocols like Syslog must be preferred.
Threat References: TBA
Security Objective references: tba.
Test case:TBA
B.3.3.6.3
Protection of security event log files

Requirement Name: Protection of security event log files
Requirement Reference: TBA

Requirement Description: The security event log shall be access controlled (file access rights) so only privilege users have access to the log files.

Threat References: TBA
Security Objective references: tba.
Test case:TBA

***
NEXT CHANGE
***

B.3.6.2
Logging


B.3.6.2.1
Webserver logging

Requirement Name: Webserver logging
Requirement Reference: TBA

Requirement Description: Access to the webserver must be logged. The web server log must contain the following information:

-
Access timestamp

-
Source (IP address)

-
Account (if known)

-
URL

-
Status code of web server response
Threat References: TBA
Security Objective references: tba.
Test case:TBA

***
NEXT CHANGE
***

B.3.7.3 
Logging


B.3.7.3.1
Network device security event logging

Requirement Name: Network device security event logging
Requirement Reference: TBA

Requirement Description: Security-relevant events must be logged with a precise time stamp and a unique system reference. Network devices must log the occurrence of security-relevant events. So that these events can be evaluated and classified, they must be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the event occurred.
The following security-relevant events must be logged by a network device:
	Event
	Event data to be logged

	Failed login attempts
	• Account,

• No. of failed attempts,

• Source (IP address) of remote access

	Changes to configuration
	• Change made,

• User

	Reboot/shutdown/crash
	• Action performed (reboot, shutdown, etc.),

• User (for intentional actions)

	Change to the status of interfaces (e.g., shutdown)
	• Interface name and type,

• Status (shutdown, missing link, etc.)

	Critical rise in system values of memory or CPU load over a longer period
	• Value exceeded,
• Value reached
(Here suitable threshold values must be defined depending on the individual system.)


Threat References: TBA
Security Objective references: tba.
Test case:TBA

***
NEXT CHANGE
***
***
NEXT CHANGE
***
***
NEXT CHANGE
***
C.2.9.
Logging

 Req 3.01-27
Security relevant events must be logged with a precise timestamp and a unique system reference. 

Systems must log the occurrence of security-relevant incidents. So that these events can be evaluated and classified,
they must be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the incident occurred. Furthermore, legal and data privacy regulations (e.g. time of storage of logging data) must be proved and followed. The following table lists events that are relevant to security and the corresponding data that typ­ ically has to be logged by a system. Exceptions are systems for which no or only restricted logging applies. Examples of such systems are customer devices such as Smartphone’s or IADs/Homegateways (e.g. Speedport).

Logging must be done considering the currently valid legal, wage and company regulations. This regulations state among others that logging of events can be done only earmarked. Logging of events for doing a work control of em­ ployees is not allowed.

Typical event that reasonable should be logged in many cases are:

	Event
	Event data to be logged

	Incorrect login attempts
	• Account,

• No. of failed attempts
• Source (IP address) of remote access

	System access with accounts with administrator rights
	• Account,

• Access timestamp,

• Length of session,

• Source (IP address) of remote access

	Account administration
	• Administrator account,
• Administered account,
• Activity performed (configure, delete, enable and

disable)

	Change of group membership for accounts
	• Administrator account,
• Administered account,
• Activity performed (group added or removed)

	Critical rise in system values such as disk space, CPU load over a longer period 
	• Value exceeded,
• Value reached
(Here suitable threshold values must be defined depending on the individual system.)


Logging of additional security-relevant events may be meaningful. This must be verified in individual cases and implemented accordingly where required.
Motivation: Logging security-relevant events is a basic requirement for detecting ongoing attacks as well as attacks that have already occurred. This is the only way in which suitable measures can be taken to maintain or restore system security. Furthermore, the logging data is used as evidence so that legal steps can be taken against attackers.

For this requirement the following threats are relevant:

· Denial of executed activities

· Attacks can go unnoticed


 Req 3.01-28          Security relevant logging data must be send to an external system direct after their creation.

Logging data must be forwarded to an external system in appropriate logging files as well as being stored locally. Standard protocols like Syslog, SNMPv3 must be preferred.

Motivation: If logging data is only stored locally it can be manipulated by an attacker who succeeds in compromising the system in order to conceal his attack and any manipulation he has performed on the system. This is the reason why the forwarding must be done immediately after the event occurred.

For this requirement the following threats are relevant:

· Denial of executed activities

· Attacks can go unnoticed

***
NEXT CHANGE
***
C.5.6.
Logging

 Req 3.03-25
Access to the webserver must be logged. The web server log must contain the following information:

· Access timestamp

· Source (IP address)

· Account (if known)

· URL

· Status code of web server response

Logging must be done considering the currently valid legal, wage and company regulations. This regulations state among others that logging of events can be done only earmarked. Logging of events for doing a work control of em­ ployees is not allowed.

Motivation: For the analysis of security incidents it is very important to have basic information on how the attack has been carried out. Since a webserver represents an external interface certain information about an attack is only avail­ able on the webserver, even if the attack is aimed at a downstream system. Thus logging on a web server is mandat­ ory.

For this requirement the following threats are relevant:

· Denial of executed activities

· Attacks can go unnoticed

***
NEXT CHANGE
***
C.6.9.
Logging

 Req 3.42-17
Security-relevant events must be logged with a precise time stamp and a unique system reference. Network devices must log the occurrence of security-relevant events. So that these events can be evaluated and classified, they must be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the event occurred.

When logging, the applicable statutory, collective agreement and operating provisions must be taken into account; these include the statement that the logging of events may only take place for the intended purpose. Logging events in order to exploit these for the control of employees' work is not permitted.

The following security-relevant events must be logged by a network device:

	Event
	Event data to be logged

	Failed login attempts
	• Account,

• No. of failed attempts,

• Source (IP address) of remote access

	Changes to configuration
	• Change made,

• User

	Reboot/shutdown/crash
	• Action performed (reboot, shutdown, etc.),

• User (for intentional actions)

	Change to the status of interfaces (e.g., shutdown)
	• Interface name and type,

• Status (shutdown, missing link, etc.)

	Critical rise in system values of memory or CPU load over a longer period
	• Value exceeded,
• Value reached
(Here suitable threshold values must be defined depending on the individual system.)


Suitable thresholds must be defined depending on the system type and hardware used. Logging of additional secur­ ity-relevant events may be appropriate. This is to be verified in individual cases and implemented accordingly where required.

Motivation: Logging security-relevant events is a basic requirement for detecting ongoing attacks as well as attacks that have already occurred. This is the only way in which suitable measures can be taken to maintain or restore system security. Furthermore, the logging data is used as evidence so that legal action can be taken against attackers.

For this requirement the following threats are relevant:

• Denial of executed activities

• Attacks can go unnoticed
***
NEXT CHANGE
***
***
NEXT CHANGE
***
***
NEXT CHANGE
***
***
NEXT CHANGE
***
***
NEXT CHANGE
***
***
END OF CHANGES
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