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************************************First change*****************************************

Introduction

Caller identity spoofing or malicious modification of caller information such as Calling Line Identification and Caller Name (Caller ID) has become a significant problem in many countries. The complaints regarding these calls range from nuisance calls, violations of various phone solicitation rules (such as the US Federal Trade Commission’s Telemarketing Sales Rules) to being used as a platform for significant fraud, identity theft and social engineering. Various malicious uses of caller information spoofing include these categories: swatting, vishing, and TDOS.

While IMS allows the originating network to verify the identity of the call origination through p-asserted-identity, the scope of assertion is typically limited to the originating network and is not delivered to the terminating network through any number of transit networks.  The terminating network therefor is typically unable to present to the called party any level of trust in the claimed originating caller identity.  There is a need to deliver the results of the originator identity verification in the originating network to the terminating network for presentation to the called party or provide for other call treatment options based on regional regulations, operator policy and user preferences.

Both IETF and 3GPP SA 3 have dealt with aspects of this issue a number of times in the past.  3GPP SA 3 has completed the study of spoofed call detection in TR 33.831, addressing spoofed calls in a CS environment, without recommending any specific approach. However the problem of spoofed calls is continuing to increase and growing attention is coming from consumers, journalists, and regulatory/legislative bodies demanding a solution.

The latest IETF effort supporting the detection of spoofed calls  is taking place in the IETF STIR working group, and has progressed to a a point where evaluation of  the use of STIR’s active drafts to address the spoofed call problem can take place.
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