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1. Overall Description:

The Rel-13 WID on enhancements to WebRTC-IMS interoperability states as one of the objectives for SA3 to study end-to-end (e2e) security for WebRTC. Before starting to deeply investigate this topic, it should be clarified whether such an e2e encryption interferes with possible Legal Interception (LI) requirements. 

SA3 seeks clarification due to our observation that LI would not be feasible when e2e WIC communication is used with common browsers (e.g. Chrome). This is because the use of a cipher suite with perfect forward secrecy (i.e. Diffie-Hellman) is mandated by the WebRTC standard (https://tools.ietf.org/html/draft-ietf-rtcweb-security-arch-10) which implies that the DTLS-SRTP key material is only known to the WebRTC endpoints. In this case it would not be possible to insert an undetected LI node to the media path.

The WebRTC IMS Client (WIC) is running an application provided by a WebRTC Web Server Function (WWSF). WWSF can be owned either by the operator or a third party. 
2. Actions:

To SA3-LI:
ACTION: 
SA3 kindly asks SA3-LI to 

· Answer the question, whether operator policy control over if a specific target should use e2e or e2ae session establishment would be sufficient to meet LI requirements?

· If the answer to the previous question is no, please give feedback on what kind of LI requirements apply to the case of using e2e encryption. 
· Answer the question, whether there are any differences in LI requirements for the e2e solution depending on whether the WWSF is operator or third party owned or depending on what kinds of services are used on top of WebRTC? 
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