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Abstract of the contribution:
The present contribution proposes text for clause B.3.3.2 “Protecting data and information” of the new Annex B on requirements, based on existing requirements in TR 33.806 and in DT’s catalogue. 

The structure of the new Annex B has been presented in an SCAS conference call and is contained in the companion contribution in S3-142445 entitled “Proposed structure for requirements in TR 33.806”.

It is the intention to eventually add test cases to the new requirements text in Annex B. However, as you can see, for many test cases we just stated a ‘tba’. In some cases, we added Editor’s Notes to test cases expressing a specific need for clarification. 
1 Introduction
This contribution is to serve as an example how one could proceed to fill a subsection in the new Annex B. The subclause addressed in the present contribution is B.3.3.2 “Protecting data and information”. The approach is, of course, for further discussion during the meeting. The structure of the present contribution is as follows: 

Sections 2 and 3 list existing relevant requirements and propose in NOTEs and Word comments how they should be addressed. Section 4 contains the new requirements text for Annex B. 
In more detail: 
· Section 2 begins with a list of the numbers of all requirements from TR 33.806 that are relevant for subclause B.3.3.2 handled here. 
· Similarly, section 3 begins with a list of the numbers of all requirements from DT’s catalogue in the new Annex X (cf. companion contribution in S3-142425) that are relevant for the subclause B.3.3.2 handled here.
· For both, sections 2 and 3, the lists are taken from the structure document in S3-142445. A list is followed by a pCR that adds Word comments and NOTEs to the full text of the requirements from the list. The Word comments and NOTEs in sections 2 and 3 explain how the requirements are addressed by new text in Annex B. Contrary to what was discussed in an SCAS conference call, no existing text copied in sections 2 and 3 is deleted. This is done to allow for maximum transparencey and traceability of decisions.

· The NOTEs will remain visible in subsequent versions of TR 33.806 while the Word comments will remain visible only in an ‘rm’-version of an update of TR 33.806, but not any more in the ‘cl’-version. The Word comments contain more detail than what was felt appropriate for a NOTE remaining in the TR.
· Section 4 contains a pCR that adds text to subclause B.3.3.2 with Word comments to explain where the text came from. The Word comments will remain visible only in an ‘rm’-version of an update of TR 33.806, but not any more in the ‘cl’-version. In this way, we will always have a clean version of the accepted requirements.
2 Relevant existing requirements from TR 33.806

The current version v0.5.0 of TR 33.806 contains several requirements on protecting data and information, at least partly. According to S3-142445, these requirements are (identified by clause number): 

6.4, 6.7/RX-1, 6.8/R 7-2d), 6.9, 7.6

The full text of the affected clauses is copied here even if only part of the clause is relevant. 

+++START OF CHANGES to main body of TR 33.806+++

6.4 

R2 security requirement for T2: Sensitive information storage security 
NOTE: This requirement is covered by B.3.3.2

-
Requirement Name: Sensitive information security
-
Requirement Reference: to be done later
-
Requirement Description: 

1)
R2-1: The sensitive information read access rights shall be restricted.
2)
R2-2: The sensitive information shall not be revealed as clear text.


Editor note: it is FFS on how to merge this with password protection. 
3)
R2-3: The keys shall be stored securely. 

-
Security Objective references: SECURE STORAGE

-
Threat Reference: T2
-
Test Case: 
1)
Review the documentation provided by the vendor describing how to store the sensitive information.

2)
Check if the sensitive information can be read as clear text.
Editor’s note: is this a good test as even the weakest cipher will prevent an attacker from reading the information as clear text? 
3) 
Check if the sensitive information storage area is accessible.
Editor’s note: how does the tester find this area? Would it really be a good idea to list in the documentation where in the system sensitive information is stored? 
6.7 

Security requirements on MME Management and Maintenance interfaces

NOTE: RX-1 of this requirement is covered by B.3.3.2

-
Requirement Name: MME Management and Maintenance interfaces 
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network
. 
2)  RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.
Editor’s Note: Physically removing test/debug ports is not practical. RX-2 should be reworked.
3)
RX-3: The MME shall support mutual authentication between MME and specific management entities

Editor's Note: These management entities need to be further defined.
4)
RX-4: The secure communication mechanisms between the MME and it management entities shall use industry standard -
Security Objective references: SECURE MME ADMINISTRATION
-
Threat References:  to be done later
-
Test Case: 
1) Test Case 1 for RX-1:

· Pre-conditions: The MME is powered on and the tester is able to capture traffic on MME management and maintenance interface and the tester can trigger communication between MME and OAM network. The tester has the ability to read the language of the traffic data.
· Steps taken to perform the test: 

a) The tester starts capturing traffic on MME management and maintenance interface.
b) The tester triggers communication between MME and OAM network.
c) The tester injects the traffic data. 
d) The tester checks the captured traffic data.
· Expected results:

The tester cannot get information through the raw traffic data or modify the raw traffic data.
3) Test case for RX-3:

· Pre-conditions: The MME is powered on, and has legal credential. The tester can trigger authentication between MME and specific management entities. Entity A has legal credential and entity B has illegal credential.
· Steps taken to perform the test:

a) The tester check authentication mechanism configuration on MME, set one of options which shall support mutual authentication.

b) The tester triggers communication between MME and entity A.

c) Then, the tester triggers communication between MME and entity B.
· Expected results:

a) Communication between MME and entity A established successfully.

b) Communication between MME and entity B cannot be established.

c) If illegal credential on MME, Communication cannot established either.
NOTE: This is a detailed requirement.
6.8 
Security requirements on MME user account and password management
NOTE: R 7-2 d) of this requirement is covered by B.3.3.2  
-
Requirement name: Security requirements on MME user account and password management 
-
Requirement reference: to be done later
-
Requirement Description: 
1)
R 7-1: Consistent security policy should be adopted for user account and password management on MME. Consistent security policy includes password management policy, user account freeze policy and rejecting repeat login policy.
2)
R 7-2: Password management policy:
a)
Password modification shall be performed by force after initial login.
b)
Password strength shall be configurable. 
Passwords shall consist of uppercase, lowercase, numeric and special characters. 
The number of characters in the passwords shall be configurable. 

c)
Password shall be modified based on password management policy. 
Historical passwords shall not be allowed up to a certain number. 
The number of disallowed historical passwords shall be configurable.
d)
Password storage shall support one-way hash algorithm with salt value.

3)
R 7-3: User account lock-out policy:
a)
The maximum number of user account login attempts should be configurable.
b)
There shall be a delay in allowing a user attempt to login again when login attempt numbers exceeds the maximum number. This delay should be configurable.

4)
R7-4: 
The system shall enforce password expiry.
-
Security Objective references: SECURE STORAGE.
-
Test case: 
1) Test case 1 for R7-2 a):

· Pre-conditions: The MME is powered on and the tester has privileges to create new user account.
· Steps taken to perform the test:

a) The tester performs login action on MME.
b) The tester creates a new user account A, which should change the password at the initial login.
c) The tester performs logout action, and then performs login action with user account A.
d) The tester gets prompt that user shall change password at initial login, otherwise the login action will be terminated.
· Expected results:

a) If password change is canceled / failed, the tester cannot login.

b) If password change is successes, the test can login.
2) Test case 2 for R7-2 b):

· Pre-conditions: The MME is powered on and the tester has privileges to modify password management policy.
· Steps taken to perform the test:

a)       The tester uses user account A logins, and modifies password management policy on MME.

b)       The user account A can modify configuration for password strength, including password consistent and character numbers.

c)     The tester logins as user account B.
d)       The tester uses user account B changes current user account password according to policy.

e)      The tester uses user account B changes current user account password to not match password policy.
· Expected results:

a) If the tester modify password comply with password management policy, the modification will successes.

b) If the tester modify password not comply with password management policy, the modification will fail.
3) Test case 3 for R7-2 c):

· Pre-conditions: The MME is powered on and the tester has privileges to modify password management policy.
· Steps taken to perform the test:

a) The tester logins with original user account password A on MME.
b) The tester modifies the number of disallowed historical passwords to N.
c) The tester modifies user account password with different passwords for N-1 times.
d) The tester modifies user account password with A.
· Expected results:

The tester fails in modifying password with A at N, and gets prompt that historical password shall not be used.
5) Test case 5 for R7-3 a) & b):

· Pre-conditions: The MME is powered on and the tester has privileges to modify account lock-out policy.
· Steps taken to perform the test:

a) The tester logs in MME.
b) The tester modified user account lock-out policy with attempt numbers to N and delay time to T.
c) The tester logs out.
d) The tester performs login action with wrong password for N times.

· Expected results:

a) After the tester attempts N times with wrong password, the user account will be lock out, and can be attempted after T delay time.
b) After T delay time, the tester can login with proper password.
6) Test case 6 for R7-3 c):

· Pre-conditions: The MME is powered on and the tester has privilege to config user account password expiry time.
· Steps taken to perform the test:

a) The tester logs in MME.

b) The tester modifies the user account password expiry time to T.

c) After expiry time T, the tester logs in MME, and shall be forced to modify password.
· Expected results:

a) The tester can login after modify password successfully.

b) The tester cannot login if fail to modify password.
6.9 
Rx Requirements of user identities
NOTE: RX-1 of this requirement is covered by B.3.3.2

-
Requirement name: Protection of User Identities 
-
Requirement reference: Mobility Management Data
-
Requirement Description: 
1)
RX-1: The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. 
These user identities shall be protected when they are stored, transferred and processed in the MME.

2)
RX-2: When mobility Management data containing user identities are for operating/maintenance analysis, the included user identities shall be anonymized to the vendor maintenance personnel.
Editor’s Note: RX-2 may need further clarification as there are cases where the knowledge of a specific user identity is needed, e.g. in tests following a user complaint that they are not getting service. How to differentiate analysis with anonymised data from such other tests?
-
Security Objective references: PRIVACY.
-
Test case: 
1) Test case 1 for RX-2:

· Pre-conditions: The MME is powered on and user operations are on-going. The tester has privileges to gather data contain anonymized user identities like trace data with user identities anonymized.
· Steps taken to perform the test:

a) The tester logs in MME.
b) The tester starts gathering data, and check user identities parts.
· Expected results:

The user identities parts in gathered data are anonymized and the tester cannot get the original user identity. To the same user identities, anonymized results shall not be same in different trace data.
Note:  these are detailed requirements. 
7.6
Requirement topic 
Editor’s Note: this seems like a functional requirement and should not be subsumed under hardening. 
-
Requirement Name: User location leakage/tracking over S1-MME interface
-
Requirement Reference: TBD 

-
Requirement Description: The following requirements address the risks to privacy violation which may occur if the temporary and permanent subscription identifications aren’t properly used.
RX-1: It shall be possible to monitor performance counters to ensure that the Network Operator understands the usage of temporary and permanent (IMSI) identities
Editor’s Note: RX-1needs re-formulation before being considered in Annex B. Why would an operator want to merely monitor the system? Perhaps the intention is to say that the MME shall be configurable such that it can be flexibly adapted to an operator’s policy regarding the frequency of TMSI re-allocation ?  
-
Threat References: T7
-
Test Case:
Test case for RX-1


Editor’s note: FFS

Expected Result for RX-1


Editor’s note: FFS

+++END OF CHANGES to main body of TR 33.806+++

3 Relevant existing requirements from DT’s catalogue
DT’s catalogue in the new Annex X (cf. companion contribution in S3-142425) contains several requirements on protecting data and information, at least partly. According to S3-142445, these requirements are (identified by clause number): 

Req.s 3.01-7, 3.01-8
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

+++START OF CHANGES to Annex X (DT’s catalogue in S3-142425) +++
Req 3.01-7            Data with need of protection must be secured against unauthorized viewing and manipulation during transmission and storage. 
NOTE: This requirement is covered by B.3.3.2
Adequate security measures for transmission and storage must be implemented of data with a need for protection that are classified as internal, confidential or strictly confidential. The chosen measure depends on the classification for the data and other factors such as the type of network used during transmission, the storage location for data, etc. Furthermore, it must be guaranteed that confidential and strictly confidential data will not be unprotected during temporary storage (e.g. in web cache, temporary folders).

All authentication data such as user names, passwords, PINs, etc. must be protected against unauthorized viewing and manipulation. This applies equally to permanent storage and transmission
. Typical measures taken to protect authentication data or combinations of these are:

For storage:
• Client systems: encryption or obfuscation of authentication data, no persistent storage, limitation of access rights.

• Server systems: hashing of authentication data with PBKDF like scrypt or bcrypt or when this is not possible hashes with salt
.

For transmission:
• Usage of cryptographically protected network protocols.

• Challenge response method (Disadvantage of this solution is that passwords needed in clear-text on server. If this solution is feasible depends on the individual threat scenario
)

Files of a system that are needed for the functionality must also be protected against manipulation
. This is necessary because system’s integrity can be damaged when the system access this kind of files. An example is the use of check­ sum or cryptographic methods to validate if e.g. firmware images, patches, drivers or kernel modules are free of ma­ nipulations
.

For transmission of data with a need of protection it is necessary to use network protocols with insufficient security measures
. Examples for these insecure protocols that should not be longer used are: SSLv3, SSHv1, FTP, Telnet, SNMPv1 and 2c
. In case of these protocols a newer version without vulnerabilities or a secure alternative must be used
.

Motivation: If data with a need of protection will not be secured an attacker could record or manipulate the data during transmission over a network. An example is the recording of user names and passwords during system administration with the telnet clear-text protocol. Storing data on a system without adequate protection may mean that unauthorized users can copy or modify it. One example is when passwords can be read out when they stored in an inadequate se­ cured way (e.g. usage of unsecure hashing algorithms like MD5 or SHA-1) or even without encryption on a system or manipulation of firmware to affected the system integrity.

For this requirement the following threats are relevant:

• Unauthorized access or tapping of data

• Unauthorized modification of data



Req 3.01-8            Information with need of protection must not be contained in files, outputs or messages that are accessible by unauthorized users. 
Editor’s Note: There is a need for further clarification before this requirement can be included in Annex B. It should be clarified e.g. how an unauthorised user could get access to comments in downloadable files. Furthermore, error messages in well-designed protocols would not reveal any sensitive information anyhow, but the use of such protocols is required in B.3.3.3 already. Perhaps the need for this requirement becomes clearer once the test cases have been written. So, it is proposed to revisit this requirement once the test cases are available.
Information with need of protection must not be accessible in files, outputs or messages of the system by unauthorized users. This includes information relating to the operating system, used middleware or applications such as vendor, product name, product identifier, installed software versions, installed service packs, patches, hot fixes and serial num­ bers. Examples for system messages which must be free of sensitive data are:

• Comments in downloadable files

• Error and system messages

• Stack traces

• Network protocols

• Login windows and dialogs

Furthermore, details of implementation and information relating, e.g., to backend software/systems, function calls, SQL instructions or structure of database, must not be contained in error messages.

Excluded from this are displays and outputs that can be viewed and retrieved by authorized users who are logged in. In addition, an internal transfer of system internal information for error analysis is allowed in an adequate dimension. In this case the continuative regulations or guidelines (e.g. of data privacy) must be noticed.
Motivation: The information named above can be used by an attacker to prepare specific attacks on a system. In this way an attacker could, for example, use the precise software version to identify vulnerabilities in the product and, in a second step, exploit them.

For this requirement the following threats are relevant:

• Unauthorized access or tapping of data

• Attacks motivated and facilitated by information disclosure or visible security weaknesses



+++END OF CHANGES to Annex X (DT’s catalogue) +++
4 New text for Annex B.3.3.2 “Protecting data and information”

+++START OF CHANGES to new Annex B 
(as proposed in S3-142448)+++

B.3.3.2 Protecting data and information
Editor’s note: The inclusion of 6.9 RX-2, 7.6, 3.01-8 is ffs. 

B.3.3.2.1 Protecting data and information – general
The present clause B.3.3.2.1 contains requirements that apply to both,  only data and information in storage and in transfer. The following clauses B.3.3.2.2 and B.3.3.2.3 provide more detailed requirements that apply only to data and information in storage and data and information in transfer respectively. 
Requirement Name: Protecting data and information – General

Requirement Reference: to be done later

Requirement Description:

 Adequate security measures for transmission and storage must be implemented of data with a need for protection that are classified as internal, confidential or strictly confidential. The chosen measure depends on the classification for the data and other factors such as the type of network used during transmission, the storage location for data, etc. Furthermore, it must be guaranteed that confidential and strictly confidential data will not be unprotected during temporary storage (e.g. in web cache, temporary folders).

Data with a need for protection include data that may be used for authentication or may help to identify the user, such as user names, passwords, PINs, cryptographic keys, IMSIs, IMEIs, MSISDNs, or IP addresses of the UE. 
 Files of a system that are needed for the functionality must also be protected against manipulation
.
This data must be protected against unauthorized viewing and manipulation
.  This implies that read access rights shall be restricted and data shall not be revealed as clear text.  
This applies equally to permanent storage and transmission. 

Security Objective references: tba.
Test case: Review the documentation provided by the vendor describing how sensitive information is stored and transferred. 
Editor’s note: more tba to test cases. In particular, the dependency of test cases in B.3.3.2.1, B.3.3.2.2 and B.3.3.2.3 needs to be considered. 
B.3.3.2.2 Protecting data and information in storage

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:
The following rules apply for: 

· Client systems: encryption or obfuscation of authentication data, no persistent storage, limitation of access rights.

· Server systems: hashing of authentication data with PBKDF (Password-based Key Derivation Function) like scrypt or bcrypt or when this is not possible hashes with salt
.
Editor’s note: The required level of detail is ffs.  
· Stored files: An example is the use of checksum or cryptographic methods to validate if e.g. firmware images, patches, drivers or kernel modules are free of manipulations
.
Security Objective references: tba.
Test case: tba
B.3.3.2.3 Protecting data and information in transfer

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:

· Usage of cryptographically protected network protocols. 
 In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured
. 
· For transmission of data with a need of protection it is necessary to use network protocols with sufficient security measures. In particular, a protocol version without known vulnerabilities or a secure alternative must be used
.
· Challenge response method (Disadvantage of this solution is that passwords needed in clear-text on server. If this solution is feasible depends on the individual threat scenario
)
Editor’s note: The required level of detail is ffs.  

Security Objective references: tba.
Test case: 

· Pre-conditions: The MME is powered on and the tester is able to capture traffic on MME management and maintenance interface and the tester can trigger communication between MME and OAM network. The tester has the ability to read the language of the traffic data.
· Steps taken to perform the test: 

a.The tester starts capturing traffic on MME management and maintenance interface.
b.The tester triggers communication between MME and OAM network.
c. The tester injects the traffic data. 
d. The tester checks the captured traffic data.
· Expected results:

The tester cannot get information through the raw traffic data or modify the raw traffic data.
+++END OF CHANGES to new Annex B +++

�taken care of by B.3.3.2.1, 2nd para, 2nd sentence. 


�taken care of by B.3.3.2.1, 2nd para, 1st sentence.


�covered by B.3.3.1


�taken care of by B.3.3.2.3


�taken care of by B.3.3.2.2


�taken care of by B.3.3.2.1, 2nd para. 


�moved to B.3.3.2.1 unchanged


�taken care of by B.3.3.2.1, 2nd para. 


�covered by B.3.3.2.2


�covered by B.3.3.2.3


�B.3.3.2.1


�covered by B.3.3.2.2


�covered by B.3.3.2.3


�list left out due to decision at SA3#76 to not include a similar list. 


�covered by B.3.3.2.3


�no motivation text from DT taken into account when moving reqs to Annex B


�to be replaced by threat reference according to template


�no motivation text from DT taken into account when moving reqs to Annex B


�to be replaced by threat reference according to template


�does it make sense to always repeat the title of the subclause in the name of the requirement?


�taken from Req 3.01-7, 1st para, unchanged.             


�merger of 3.01-7, 2nd para, 1st half of 1st sentence with 6.9, RX-1, 1st sentence.


�copy from 3.01-7, 5th para. 


�copy from 3.01-7, 2nd para, 2nd half of 1st sentence. 


�taken from 6.4, R2-1 and R2-2; is it really needed, or is it implied by the preceding sentence?


�copy from 3.01-7, 2nd para, 2nd half of 1st sentence snf 2nd sentence. 


�copied from 3.01-7, 3rd para, unchanged. This covers 6.4, R2-3 and 6.8, R7-2d) as well. 


�taken from 3.01-7, 5th para. 


�taken from 3.01-7, 4th para


�taken from 6.7, RX-1


�slightly modified from 3.01-7, 6th para


�taken from 3.01-7, 4th para. 


�taken from 6.7, RX-1





