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Abstract of the contribution:

The present contribution proposes the general approach to follow when moving the existing threats (in  restructured form, when needed) to the new Annex A and proposes a concrete example for the Spoofing Identity threat category with a pCR to TR 33.806, under the assumption that TDs S3-142448 and S3-142449 are agreed during SA3#77.

1 Discussion: Guidelines for threats cleanup work

In order to clean the section 5.4.2 of the TR33.806 v0.5.0, according to the proposal described in contributions S3-142448 and S3-142449, it is proposed to adopt the approach described hereafter while moving the existing threats (in  restructured form, when needed) to Annex A. 

· It has been noted that some overlapping exists within the current threats listed in section 5.4.2. For example the threat T1 Threat from the Internal attacks overlaps T5 Security threats on MME management and maintenance interfaces and, in addition, T1 can fit more than one of the categories proposed in S3-142448 (e.g. Spoofing of Identity, Information Disclousure, Tampering of data). Based on this, during the cleanup work, prior moving the threats in the Annex A,  it is proposed to review each existing threat, including check and resolution of possible overlapping.

In particular,when an existing threat would fit to one or more of the new threats categories listed in S3-142448, then it is proposed to split it in atomic threats each of them fitting one of the new categories.

· Among the existing threats there are cases (e.g. 5.4.2.25
 Threat from misuse of too liberal file permissions) where the previous bullet cannot be applied since the threats are already atomic even they match more than one of the new proposed categories (e.g. Tampering of data, Elevation of Privileges, DoS for . 5.4.2.25
 Threat from misuse of too liberal file permissions). In these cases, in order to identify the category it is proposed to consider only the first action that  is supposed to be used by an attacker to exploit the threat in subject. 

· For the T11 Malware and 5.4.2.40
 Threat of man-in-the-middle attack on MME management and maintenance interface  none of the previous bullets can be applied because they cannot be splitted in  atomic threats and several different first action can occur to exploit each of them. Consequenlty it is proposed to assign these specific threats to more than one category (e.g. Tampering of Data, Spoofing Identity),  but with a description that clearly justify this assignment.
It is also proposed to adopt the approach above to possible new threats agreed from SA3#77 onwards.

Note: The concrete proposal hereafter assumes that S3-142448 and S3-142449 are agreed during SA3#77.

2 Concrete Proposal: pCR to TR33.806 (Main body and Annex A, clause A.3)

+++ first change +++
5.4.2.1
T1 Threat from the Internal attacks 

· Threat Name: Unauthorised access by internal user

· Threat Reference: to be done later 

-
Threat Category: DoS, Unauthorized access, Disclousure of information.

-
Threat Description: A malicious employee or his/her co-worker misuses the network access and management authorization to attack MME.

-
Threatened Asset: all critical assets of MME as listed in 5.2, including hardware assets.

-
Threat Relevance: Mitigate.

+++ next change +++
5.4.2.5 
T5 Security threats on MME management and maintenance interfaces
-
Threat name: Unauthorised access on MME management and maintenance interfaces

-
Threat Reference: to be done later
-
Threat Category:  to be done later

-
Threatened Asset:  all assets in MME are impacted
-
Threat Description: 
An attacker may gain unauthorized access through one of the management or maintenance interfaces to access MME, thereby an attacker may, for example, 
·  gain control of the MME and potentially the control of the system, resulting potentially in compromize of sensitive user data, system data, and management data.
·  gain access to also other Network Elements (NEs) such as HSS, S-GW and eNB (through S6a, S11 and S1 interfaces respectively), e.g. to further compromise the telecommunication system. The result can be devastating.  

· disrupt and disable normal system operations.  

Attackers may use test/debug ports to compromise MME.

.

NOTE: This is a detailed threat and maps to the security objective SECURE MME ADMINISTRATION

+++ next change +++
5.4.2.11
T11 Malware

· Threat Name : Malware


· Threat Reference: to be done later 

-
Threat Category: Malware 

-
Threat Description: A malware can perform malicious acts and cause disruption to the operating system or to the applications/services available on the MME. 

· Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

· Threat Relevance: Mitigate

+++ next change +++
5.4.2.6 
T6 Security threats on MME user account and password management
-
Threat name: Security threats on MME user account and password management
-
Threat Reference: to be done later 
-
Threat Category: Unauthorized access
-
Threat Description: 
One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. With the default password, the attacker can access MME, modify configuration and interference the LTE network.
User password may have low level strength, with not enough character numbers, or composed of simple characters. The attacker can get such kind of passwords with fewer attempts by brute force.
The attacker may get a user password, and not be detected by a legal user. In the situation, security threats can be eliminated by modifying passwords. For convenience, the user may perform modification with historical password, known by the attacker, which would bring a security threat.
This means that user password storage is important. The storage should use encryption techniques to avoid information leaking.
The attacker may use brute force to get passwords, which is simply a matter of time.
-
Threatened Asset: User account data and credentials 

-
Threat relevance: mitigate
NOTE: This is a detailed threat and maps the security objective: SECURE STORAGE

+++ next change +++

5.4.2.22
Threat from root able to log on from the network
-
Threat name: threat from root able to log on from the network
-
Threat Reference: to be done later
-
Threat Category: Unauthorized access
-
Threat Description: An attacker fraudulently logs on to the system via the network, e.g. via a brute-force attack. An attacker could directly log on to the MME as root via the network.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate
NOTE: This is a detail-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.

+++ next change +++

5.4.2.26
Unauthorised access via the MME console interface 
-
Threat Name: Unauthorised access via the MME console interface
-
Threat Reference: to be done later
-
Threat Category: unauthorised access
-
Threatened Asset: configuration data, user account data and credentials, OS, application, mobility management data, processing capacity
-
Threat Description: An attacker can gain unauthorised  access to MME sy stem files/data/information  via the console interface (i.e. via a physical connection to the console interface). The unauthorized access can be obtained by: 
-
brute forcing credentials i.e. the attacker doesn't know in advance the right credentials. 
-
by using credentials that easily discovered or derived (ref: access credentials in section 5.3.5.2)
-
Threat relevance: yes
Note: this is a detailed threat, and it is a new threat which is not included in the existing threats. And also it can be mapped to the security objective: SECURE MME ADMINISTRATION, system monitoring, logging. 

+++ next change +++

5.4.2.42
TX IP Spoofing threat
-
Threat Name: IP Spoofing attack
-
Threat Reference: to be done later 

-
Threat Category: IP-LEVEL ATTACKS.


Editor's Note: threat category should be later consolidated

-
Threat Description: IP spoofing is a method adopted by attackers to send forged source address in their attack traffic. All the interfaces from and to the MME and which are IP based are exposed to such a threat.

-
Threatened Asset: MME.

-
Threat Relevance: Mitigate

+++ next change +++

Annex A: Re-structured threats
A.3 Spoofing identity
Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
5.4.2.43

TX Access-control threat due to complex administration and human error  
A.3.1 Default Accounts

· Threat name: Default Accounts
· Threat Reference: to be done later 
· Threat Category: Spoofing Identity
· Threat Description: A default account with a default password or just a user account with a default password may be provided on MME and this password may not be modified in time. An attacker can get this password, for example,for low clearance level user, even high clearance level user from document or r by bruteforcing. With the default password an attacker can access to the MME, via console (e.g. via direct connection to the MME via  serial and/or usb ports) or via network interfaces (e.g. management and maintainance), and modify, for example, the configuration and/or  interference the normal network operation.
· Threatened Asset: User account data and credentials 
· Attacker: Insider User | External User

· Target: MME Interfaces (i.e. console (e.g. serial and/or usb ports) and network interfaces)
· Threat relevance: Mitigate

A.3.2 Weak Password Policies

· Threat name: Weak Password Policies

· Threat Reference: to be done later 

· Threat Category: Spoofing Identity

· Threat Description: Weak password policies (e.g. short password length, blank passwords, password age, historical passwords and password dictionary) can make a password cracking very simple (e.g. in a short time the password can be guessed by brute forcing). With these passwords an attacker can access to the MME, via console (e.g. via direct connection to the MME via  serial and/or usb ports) or via network interfaces (e.g. management and maintainance), and modify, for example, the configuration and/or  interference the normal network operation.

· Threatened Asset: User account data and credentials 

· Attacker: Insider User | External User

· Target: MME Interfaces (i.e. console (e.g. serial and/or usb ports) and network interfaces)
· Threat relevance: Mitigate

A.3.3 Password peek
· Threat name: Password peek
· Threat Reference: to be done later 

· Threat Category: Spoofing Identity

· Threat Description: When password in plain text has been displayed on screen, it can be seen easily by another local observer besides operator. With these passwords an attacker can access to the MME, via console (e.g. via direct connection to the MME via  serial and/or usb ports) or via network interfaces (e.g. management and maintainance), and modify, for example, the configuration and/or  interference the normal network operation.

· Threatened Asset: User account data and credentials 

· Attacker: Insider User
· Target: MME User Interface
· Threat relevance: Mitigate

A.3.4 Direct Root Access

-
Threat name: Direct Root Access
-
Threat Reference: to be done later
-
Threat Category: Spoofing Identity
· Threat Description: An attacker fraudulently access directly to the root account via the network/remote connection, for example by brute forcing attack.
· Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
· -
Attacker: Insider User | External User
· Target: MME Interfaces (i.e. console and  network interfaces)
-
Threat relevance: Mitigate

A.3.5 IP Spoofing 

-
Threat Name: IP Spoofing
-
Threat Reference: to be done later 

-
Threat Category: Spoofing Identity.
-
Threat Description: IP spoofing is used to gain unauthorized access to a computer. An attacker forwards packets to a computer with a source address indicating that the packet is coming from a trusted port or system.

-
Threatened Asset: MME.
· Attacker: External User
· Target: MME
-
Threat Relevance: Mitigate
A.3.6 Malware
-
Threat Name:  Malware
-
Threat Reference: to be done later
-
Threat Category: Spoofing Identity

-
Threat Description: A malware can act as a legitimate user and perform malicious activities.
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
· Attacker: External User
· Target: MME
· Threat relevance: Mitigate
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