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1. Overall Description:

SA3 thanks ITU-T SG17 for their LS COM 17 LS 156 E on mobile network intrusion detection systems   contained in S3-14210

http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_77_SanFrancisco/Docs/S3-142410.zip
We have noted the proposed section on “Vulnerability in Mobile Networks and Attack Analysis” specifically “7.3.3 Attacks using compromised H(e)NB” 
Aspects of Prevention, Detection and Response need to be considered together, with the emphasis on prevention, as the first priority.      

3GPP SA3 would refer ITU SG17 to their recent Security Assurance Methodology for 3GPP network products (SECAM) and the pilot “Security Assurance Specification for the MME Network Product class”
TR 33.805  
Study on security assurance methodology for 3GPP network products
http://www.3gpp.org/ftp/Specs/archive/33_series/33.805/33805-c00.zip
TR 33.806
Pilot development of Security Assurance Specification for MME Network Product class for 3GPP network product classes
http://www.3gpp.org/ftp/Specs/archive/33_series/33.806/33806-050.zip
TS 33.116 
Security Assurance Specification for 3GPP network product classes
http://www.3gpp.org/DynaReport/33116.htm
Also clause 5.3 of TS 33.401 and annex I of TS 33.102 has recommendations for deploying eNBs and RNCs exposed locations. 

TS 33.401 3GPP System Architecture Evolution (SAE); Security architecture
http://www.3gpp.org/ftp/Specs/archive/33_series/33.401/33401-cc0.zip
TS 33.102 3G security; Security architecture
http://www.3gpp.org/ftp/Specs/archive/33_series/33.102/33102-c10.zip
The use by operators of IPsec/TLS has become more critical in LTE networks and IPSec is now mandated between the MME and eNB’s in TS33.401 and  the MME and H(e)NB) in TS33.320. 
http://www.3gpp.org/DynaReport/33320.htm
In addition there are requirements from the GSMA such as GSMA IR77

http://www.gsma.com/technicalprojects/ir77-inter-operator-ip-backbone-security-requirements-for-service-providers-and-inter-operator-ip-backbone-providers
for inter- operator connections.  
SA3 would also point out that data capture and processing needed for Mobile Intrusion Detection Systems should take full account of any national requirements on privacy and use of Personally Identifiable Information.      
2. Actions:

None
3. Date of Next SA3 Meetings:

SA3#78
26-30 January 2015
Sorrento, Italy

SA3#79
20-24 April 2015
TBD (China)
