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Abstract of the contribution:

This paper discusses the co-located BSF solution proposed in S3-142546.
___________________________________________________________________________
It is correct observation that the alternate solution to PC3 security described in S3-142479 “is *very* close to using GBA and PSK-TLS “. It may be technically feasible to merge the two solutions and treat it as deployment option, as it is suggested. 

But co-locating scaled down  GBA functions BSF and NAF with PRoSe Function and maintaining GBA interfaces Ub, Ua and Zn and Zh (or Zh’ without GUSS) have far reaching implications.  For reference the co-located architecture figure is copied below, from S3-142546.
Let us give first some higher-level comments that do not go into the details of ALU’s commenting contribution 2556: 

2556 does not distinguish between 

a) GBA interface specifications

b) GBA deployment issues. 

Re a): 

In ALU’s proposal, there are seemingly arbitrary deviations from the specifications of Ua and Ub that do not find the least bit of justification in ALU’s commenting contribution 2556. In short, they are: 

•         Digest AKAv2 instead of Digest AKA for Ub;

•         Derivation of pskTLS slightly different from derivation of Ks_NAF;

•         No sending of B-TID, key lifetime in 200 OK of Ub (although this is very useful for synchronising psk change) 

•         No sending of B-TID in pskTLS handshake.

We find these arbitrary deviations a very serious issue that may bode ill for future decision processes in 3GPP: if people are allowed to take a (piece from an) existing specification and modify it a bit here and there until it looks sufficiently different for their taste (for whatever reasons) then we will soon end up with a multitude of everybody’s preferred versions instead of one set of standards. This should be prevented. 

Re b):

There may be a number of misconceptions of GBA that led to some of the comments in 2556. In particular, it is not clear from 2556, which of the following two alternatives 2556 talks about:

•         Alt1: a self-contained, dedicated security solution for PC3 that is separate from any possible GBA infrastructure the operator may have deployed or want to deploy later or

•         Alt 2: a GBA implementation in the ProSe function that is extensible to a full-blown GBA infrastructure later.   

Re Alt1: one could re-use messages and functions from Ub and Ua as defined for GBA, cf. bullet a) above, but use the ProSe function DNS name instead of the BSF name in all communications and computations. (We can see that BSF discovery and B-TID computation would be affected; anything else?). A standalone BSF with the canonical BSF name from 23.003 could co-exist with this dedicated security solution for PC3 without conflicts. 

Re Alt 2: the operator could start with a co-located BSF/NAF as part of the ProSe function realisation, but decide, at some point, to move the BSF function out of the ProSe function realisation and make it a stand-alone BSF function. The NAF in the ProSe function would then have to have a Zn interface with the stand-alone BSF. When the stand-alone BSF is deployed the DNS server would have to resolve the BSF name no longer to the IP address of the ProSe function, but to that of the stand-alone BSF. With a stand-alone BSF, there is no worry any more that third party NAFs would access parts of the public safety network. 

We see the discussion between Cx and Zh as a very minor issue for Alt1: one needs the functionality of MAR-MAA exchange, everything else can be decided by CT4. For Alt2, it would have to be Zh from the start. But Zh support in the HSS is not a big deal. 

//There seems to be a fundamental misunderstanding of what "collocation deployment option" means, and this misunderstanding is confusing the current discussion about the two solutions.
Collocation of two (3GPP) functional entities does not mean that the two functional entities become one functional entity as is claimed in the argumentation of this paper, especially in bullet 6.

As has been said in Ericsson comment contribution S3-142543, collocation is deployment option and it does not impact the 3GPP specified functionality. It means that two functional entities are deployed side-by-side but they remain as separate functional entities (3GPP functions), and especially their interfaces towards other functional entities remain untouched.   A possible optimization achieved on collocation may be that the interface between the collocated functional entities can become an implementation interface.
Especially in the current discussion this means that BSF and Prose Function are separate functional entities with their specified interfaces. The deployed BSF, collocated or standalone, is the BSF in the network. Other functions than ProSe Function can attach to it using Zn interface, so there is network evolution path. 
Since the original figure in S3-142546 probably was not clear for all parties, we have added below a new figure of the collocation which we hope will clarify this. 

In light of this explanation, many of the issues raised in the current paper go away. 

[image: image1.emf] 

   

UE B  

ProSe   

application  

LTE  -  Uu  

E  -  UTRAN  

UE A  

S  1  

ProSe Function     = NAF  

PC  4  a  

PC  5  

LTE  -  Uu  

PC  3  

Ub  

MME  

S  /  PGW  

HSS  

ProSe   

a pplication  

S  6  a  

HSS  

SLP  

PC  4  b  

PC  1  

ProSe   

A  pplication  

Server  

PC  2  

HSS  

BSF  

= Ua  

Zh  

PC1  



[image: image2.emf] 

   

UE B  

ProSe   

application  

LTE  -  Uu  

E  -  UTRAN  

UE A  

S  1  

ProSe Function     = NAF  

PC  4  a  

PC  5  

LTE  -  Uu  

PC  3  

Ub  

MME  

S  /  PGW  

HSS  

ProSe   

a pplication  

S  6  a  

HSS  

SLP  

PC  4  b  

PC  1  

ProSe   

A  pplication  

Server  

PC  2  

HSS  

BSF  

=Ua  

Zh  

PC1  


Figure to clarify what collocation deployment option means. 
Some of the concerns are discussed below,

1) General Concern on GBA: In general the major concern is the reliance on the GBA architecture in the network. It has the obvious advantage that the HSS is not generating authentication vectors for every application. That means BSF is a highly available and redundant sever as robust as HSS itself available to serve all the applications. This brings in the debate that the network should have a centralized architecture with single point of failure affecting whole network or a distributed architecture with application servers one independent of the other.
//BSF sits in the home network next to HSS and needs to have high availability.
2)  Concerns on co-located BSF architecture: There can be only one logical BSF in the network, meaning if there is a co-located BSF, there cannot be another co-located BSF for another application nor a regular stand alone BSF. Hence the co-located BSF option doesn't offer any network evolution path for other applications in future. Hence the co-located BSF closes the option for any stand alone BSF for ever in the network, which is really bad for an operator. 
//See the comment on co-location misunderstanding. The deployed BSF, collocated or standalone, is the BSF in the network. Other functions than ProSe Function can attach to it using Zn interface, so there is clear network evolution path.
The impact of 1) and 2) above on the network in terms of CAPEX, OPEX and future network deployments are very significant.
//We do not agree. See our comments above.  
//When more applications start using GBA, they do not need to implement HTTP digest AKA as this is done by BSF.  If an operator has deployed ANDSF,  BSF is already available.
3)   For Public Safety, co-located BSF or standalone BSF has the same issues, reliance on network entities outside of their jurisdiction. 
//The situation is the same for GBA or non-GBA solution as the PS organization need to rely on operator HSS eventually anyway.
4) Compared to the issues above, the alternate solution presented in S3-142479 has no dependence on GBA. GBA is an enhancement of a simple HTTP Digest generalized for multiple coordinated application servers. The alternate solution is a subset of GBA where there are no coordinated application servers in the operator’s network. And when this coordination is not required, the simplest approach is preferred. Alternate solution avoids complications of coordinating the BSF Identity, supporting the Zn, Zh interfaces etc. 
//Here seems to be a misunderstanding, GBA does not require any "coordination of application servers". Each application server (NAF) is connected to BSF with its own Zn interface. In the non-GBA solution, each application server will be connected all the way to the HSS.  
5) Regarding complexity, performance, security the alternative solution in S3-142479 is in par with GBA solution without costly GBA nodes. Simplicity and similarity to GBA solution is a benefit rather than a disadvantage. 
//We do not understand the claim about "costly GBA nodes" as in the same sentence it is said the solutions are "in par regarding complexity, performance, security ".  

//In fact, the alternative seems not to be in par with GBA, especially considering AV consumption (performance), number of interfaces exposed from HSS (security), SQN synch issues (complexity) etc., i.e. issues which were analyzed and agreed in SA3 back in 2003. The benefits of GBA become even more evident when more applications start using GBA.  

//Also, the non-GBA solution will add cost to HSS and application servers as there needs to be  a new interface for HSS for each new application, and each application will need to implement HTTP Digest AKA. 

6) Impact on HSS: With co-located BSF and NAF in the PRoSe Fn, a separate  Zh’ interface is shown in addition to PC4a to HSS. This means HSS would need to distinguish the PC4a and Zh terminations differently even though coming from the same functional entity. This means an HSS which do not have any idea about GBA need to recognize Zh’ interface. (This may cause problems if the HSS need to terminate another Zh or Zh’ in future).
//See the comment on co-location misunderstanding.  
 

7) Impact on UE: On the Ub, Ua interfaces the UE need to differentiate between a actual standalone GBA-BSF vs PRoSe Fn with co-located BSF. Between the GBA–BSF and the PRoSe Fn, the FQDN would be different, but in the co-located case it is the same. When running the bootstrapping procedure UE need to format the FQDN differently in the two cases. 
//The FQDN of BSF and ProSe Fn are different. See the comment on co-location misunderstanding. 
  

8) In future, if GCSE or other applications need to use PRoSe or interface with PRoSe Function, how would HSS or other nodes see the MAR or other request coming from? 
//This is not an issue. See the comment on co-location misunderstanding.
9) The HTTP Digest solution we proposed is generic and automatically addresses these issues without the complications and without using GBA-BSF/NAF, whereas the co-located option just solves the PRoSe PC3 security and becomes a very specific solution using a scaled down GBA functions.
//This is not an issue. See the comment on co-location misunderstanding. 
10) The alternate solution is also in alignment with BT proposal (S3-142352) agreed as a way forward for two solutions for PC3.
Proposal: We kindly ask SA3 to accept the solution using HTTPDigestAKAv2  presented in S3-142479 along with GBA based solution presented in S3-142422, as agreed in the last SA3 meeting. Co-located BSF proposal is not an acceptable solution.
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