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1 Introduction
Note: updated after alignment with S3-142445.
This contribution compares existing security requirements in TR 33.806 with selected Deutsche Telekom security requirements, as presented in the companion contribution S3-142425. SA3 agreed in SA3#76 to use the DT requirements as potential input and as reference to check TR 33.806 for possible gaps. The comparison below addresses this task and serves multiple purposes. It can help to
· check if the requirements in the TR are complete
· complete or refine existing requirements in the TR
· point out missing requirements in the TR
· serve as reference for the work proposed in S3-142445 and S3-142446

3 DT's requirements compared to current MME SCAS requirements
The following table compares DT requirements to TR requirements on the same topic. It should be noted that the table lists just the short form of the DT  requirement. The whole requirement additionally comprises the text below this short form (excluding the motivation and threat paragraphs), as listed in S3-142425.
The assessment and recommendation is indicated by colors:
green:	There is an almost identical requirement in the TR already. Sometimes, existing text in the TR might be improved.
yellow: 	There is a similar requirement in the TR, but it should be extended, clarified or made more explicit.
red: 	 The requirement is missing in the TR and should be included. Some of these requirements (keyword "Agreeable?") probably need further discussion in SA3.

	DT requirement short form
	Related TR 33.806 v. 0.5.0 section and/or requirement
	Comment

	Req 3.01-1 Unused services and protocols must be deactivated.
	7.3	No unnecessary or insecure ports/ services
	Almost Equivalent, but TR should include protocols in addition to ports and services

	Req 3.01-2 The reachability of services must be restricted.
	7.4	Services-Interfaces Binding
	Equivalent, but TR lacks explanation

	Req 3.01-3 Unused software must not be installed or must be uninstalled.
	-
	Missing

	Req 3.01-4 Unused functions of the operated software and hardware must be deactivated.
	-
	Missing

	Req 3.01-5 Software and hardware components that are no longer supported by vendor, producer or developer must not be used.
	9.3 	Vulnerability Scanning
	Missing (covered by BVT). Add explicit requirement; test case = BVT, setting local tests enabled

	Req 3.01-6 Known vulnerabilities in software and hardware of the system must be fixed or protected.
	9.3 	Vulnerability Scanning
	Missing (covered by BVT). Add explicit requirement; test case = BVT; DT HW aspect not relevant for MME

	Req 3.01-7 Data with need of protection must be secured against unauthorized viewing and manipulation during transmission and storage.
	5.5.2.1 	PROTECTED COMMUNICATIONS
5.5.2.2 	SECURE STORAGE
6.2	SFRs deriving from 3GPP specifications
6.4 		R2 security requirement for T2: Sensitive information storage security
6.7 		Security requirements on MME Management and Maintenance interfaces - RX-1
6.8 	Security requirements on MME user account and password management -> R7-2 d)
6.9 	Rx Requirements of user identities

	TR OBJECTIVES similar


Transmission: CP/UP will be covered by 3GPP SFR



TR objectives abd requirements in total are almost equivalent. Generic baseline requirement missing, probably ok.

	Req 3.01-8 Information with need of protection must not be contained in files, outputs or messages that are accessible by unauthorized users.
	6.4 		R2 security requirement for T2: Sensitive information storage security
6.7 User location leakage/tracking over S1-MME interface
	Similar: R2-2 Editor's Note suggests that protection is limited to passwords, while DT requirement also refers to output in general. DT requirement is also about avoiding fingerprinting.

	Req 3.01-9 The system must be robust against overload situations.
	5.5.2.7 	PROTECTION FROM RESOURCE EXHAUSTION
6.5 	R3 security requirement for T3: Resource exhaustion attacks prevention
	Similar, but TR limited to signalling. Must be extended (OAM, IP, SCTP for MME - in general also for UP)

	Req 3.01-10 If an overload situation cannot be prevented, the system must act in a predictable way.
	-
	Missing

	Req 3.01-11 The system must be robust against unexpected input.
	9.4 	Robustness and fuzz testing
	Similar: explicit requirement mMissing, but (covered by BVTtesting). Add explicit requirement; test case = fuzz testing

	Req 3.01-12 System functions with a need of protection must not be used or accessed without successful authentication and authorization.
	5.5.2.3 	SECURE MME ADMINISTRATION
6.2	SFRs deriving from 3GPP specifications
6.3 	R1 security requirement for T1: Internal attacks prevention - R1-1, R1-4
6.6		Security requirements on MME console interface - R-2
6.7 		Security requirements on MME Management and Maintenance interfaces - RX-3
6.10	OAM privilege management requirements on MME Management and Maintenance
	Equivalent. RBAC aspects in 6.6 and 6.10 overlap.
TR requirements are limited to OAM, but CP/UP aspects are addressed in 3GPP SFRs.

	Req 3.01-13 Accounts must be used that allow unambiguous identification of the user.
	6.3 	R1 security requirement for T1: Internal attacks prevention - R1-1
	Almost equivalent. Scope should be enhanced beyond internal attacks.

	Req 3.01-14 Accounts must be protected against unauthorized use by at least one authentication attribute.
	5.5.2.3 	SECURE MME ADMINISTRATION
6.3 	R1 security requirement for T1: Internal attacks prevention - R1-1
6.6		Security requirements on MME console interface - R-1


	Similar - but TR allows only password as authentication attribute. Should be generalised, with spacific requirements when passwords are used.

	Req 3.01-15 Accounts with extensive rights must be protected with two authentication attributes.
	-
	Missing. Agreeable?

	Req 3.01-16 Predefined accounts must be deleted or disabled.
	-
	Missing. Add explicit requirement; some tests are done by BVT tools; to be completed by vendor documentation check

	Req 3.01-17 Predefined authentication attributes must be deleted or disabled.
	<5.4.2.6 	T6 Security threats on MME user account and password management> mentioned but not covered by requirement.
	Missing. Add explicit requirement; some tests are done by BVT tools; to be completed by vendor documentation check and test case change of all auth. attributes 

	Req 3.01-18 The authorizations for accounts and applications must be reduced to the minimum required for the tasks they have to perform.
	<5.4.2.13	T13 Over-privileged processes/services> mentioned but not covered by requirement.
6.3 	R1 security requirement for T1: Internal attacks prevention - R1-4
6.6		Security requirements on MME console interface - R-2
	Similar, but least privilege must be made explicit.

	Req 3.01-19 The system must be connected to a central system for user administration.
	<5.4.2.43	Access-control threat due to complex administration and human error> mentioned but not covered by requirement.
	Missing. Agreeable?

	Req 3.01-20 Sessions must be protected against highjacking.
	6.7 Security requirements on MME Management and Maintenance interfaces
	Similar (authentication, integrity, encryption), but session binding aspect missing.

	Req 3.01-21 It must be possible that users can logoff their session.
	-
	Missing.

	Req 3.01-22 Session must be terminated after an adjusted period of inactivity for the purpose of use.
	-
	Missing.

	Req 3.01-23 If a password is used as an authentication attribute, it must have at least 8 characters and contain three of the following categories: upper cases, lower case, numbers and special characters.
	6.6		Security requirements on MME console interface - R-1
6.8 	Security requirements on MME user account and password management - R7-2 b)
	Equivalent, requirements in TR overlap.

	Req 3.01-24 If a password is used as an authentication attribute, users must be enabled to independently change the password anytime.
	6.8 	Security requirements on MME user account and password management - R7-2 a) and c)
	Explicit requirement missing, only requirement to enforce change at first login and regular intervals.

	Req 3.01-25 If a password is used as an authentication attribute, a protection against brute force and dictionary attacks that hinder password guessing must be implemented.
	6.2	SFRs deriving from 3GPP specifications
6.8 	Security requirements on MME user account and password management - R7-3
	Almost equivalent, but limited to OAM accounts. Explicit requirement missing for CP/UP. Might need to be addressed in 3GPP specifications first.

	Req 3.01-26 If a password is used as an authentication attribute, they must be hidden when displayed on screen.
	6.4 R2 security requirement for T2: Sensitive information storage security - R2-2
	Missing. R2-2 similar, but related to storage.

	Req 3.01-27 Security relevant events must be logged with a precise timestamp and a unique system reference.
	6.3 Internal attacks prevention - R1-2, R1-3, R1-5
6.6		Security requirements on MME console interface - R-3

	Similar, but requirement is limited to console interface. Almost equivalent, should be combined.

	Req 3.01-28 Security relevant logging data must be sendt to an external system direct after their creation.
	6.12	Rx Requirements of Logs Protection and Management 
	Similar, but only requires "uploading". It should be clarified that log events mut be sent immediately.

	Req 3.37-3 Services for administration must be bound to exactly one interface.
	7.4	Services-Interfaces Binding
	Equivalent, but TR lacks explanation

	Req 3.37-4	Network based access used for operating system administration must have integrity, be encrypted and securely authenticated.
	6.7 	Security requirements on MME Management and Maintenance interfaces - RX-1

	Similar, but: Is "shall support" sufficient without "only"? Link between security and authentication needs clarification.

	Req 3.37-6	Kernel based network functions not needed for the operation as a server must be deactivated.
	-
	Missing.

	Req 3.37-7 The automatic launch of applications on removable media must be deactivated.
	-
	Missing.

	Req 3.37-9	Growing (dynamic) content must not influence system functions.
	-
	Missing.

	Req 3.37-10 Systems must not process IP packets which source address is not reachable via the incoming interface.
	7.5	IP-Source address spoofing mitigation
	Equivalent.

	Req 3.37-11 The processing of ICMPv4 and ICMPv6 packets which are not required for operation must be disabled.
	-
	Missing.

	Req 3.37-12 IP packets with unnecessary options or extension headers must not be processed.
	-
	Missing.

	Req 3.37-14	There must not be a privilege escalation method which allow gaining administrator/root privileges from an user account without anew authentication with two authentication attributes.
	-
	Missing. Agreeable? Derived from 3.01-15.

	Req 3.21-1 Functions not needed for the operation of a server system must be deactivated.
	-
	Missing

	Req 3.21-3 If available, the function for “rp_filter” (reverse path filter) or the corresponding function of the utilized distribution must be enabled. Likewise, “strict destination multihoming” must be enabled.
	7.5	IP-Source address spoofing mitigation
	Equivalent.

	Req 3.21-4 Support for Trusted Hosts must be disabled.
	-
	Missing

	Req 3.21-5 Protection from buffer overflows must be enabled.
	-
	Missing

	Req 3.21-7	Passwords that are stored on the system must be stored in such a way that unauthorized persons cannot access them.
	6.4 R2 security requirement for T2: Sensitive information storage security - R2-1, R2-3 
6.8 	Security requirements on MME user account and password management - R7-2 d)
	Similar, but only "shall support". Furthermore, salted hash as the only option (maybe restrictive but ok)

	Req 3.21-8 The path variable of all accounts must not contain the current directory “.”.
	7.1	Root level access settings - RX-2
	Similar, but only for root. Should apply for all accounts.

	Req 3.21-9	Configuration files read by processes with root permissions, executable files executed with root permissions (e.g. via cron, "init"-scripts etc.) and directories containing these files must be protected in such a way, that only root users can change these files.
	7.1	Root level access settings - RX-3
7.2	File system rights - RX-2
	Almost Equivalent, but TR could include configuration files read by processes with root permissions

	Req 3.21-11 All processes must be started with the minimal necessary permissions.
	<5.4.2.13	T13 Over-privileged processes/services> mentioned but not covered by requirement.
6.3 	R1 security requirement for T1: Internal attacks prevention - R1-4
6.6		Security requirements on MME console interface - R-2
	Similar, but least privilege must be made explicit. Unix-specific derivation of 3.01-18 

	Req 3.21-13 The mount points for external data storage media which can be mounted by users without root permissions must be assigned the options “nodev” and “nosuid”.
	-
	Missing

	Req 3.21-16 Each system account must have a unique UID.
	-
	Missing

	Req 3.03-3 All web server processes must not run with system privileges.
	-
	Missing

	Req 3.03-4 HTTP methods that are not required must be deactivated.
	-
	Missing

	Req 3.03-5 Any add-ons and components that are not required must be deactivated.
	-
	Missing

	Req 3.03-7	If CGI is used, the CGI directory must not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
	-
	Missing

	Req 3.03-8 If CGI is used, the CGI directory must not be used for uploads.
	-
	Missing

	Req 3.03-9 If Server Side Includes (SSI) are active, the execution of system commands must be deactivated.
	-
	Missing

	Req 3.03-12 Access rights for web server configuration files must only be granted to the owner of the web server processs or a user with system privileges.
	-
	Missing

	Req 3.03-13 Default content must be removed.
	-
	Missing

	Req 3.03-15 Directory listings (indexing) must be deactivated.
	-
	Missing

	Req 3.03-16 Information about the web server in HTTP headers must be minimized.
	-
	Missing

	Req 3.03-17	Web server information in error pages must be deleted.
	-
	Missing

	Req 3.03-18 File type / script mappings that are not required must be deleted.
	-
	Missing

	Req 3.03-20 The web server may only deliver files which are meant to be delivered.
	-
	Missing

	Req 3.03-21 For encryption with HTTPS the TLS protocol must be used.
	-
	Missing

	Req 3.03-22 The web server must be configured in such a way that the use of the latest version of the TLS protocol is enabled.
	-
	Missing

	Req 3.03-24	The TLS configuration must provide that the cipher suite considered most secure is being chosen with highest priority.
	-
	Missing

	Req 3.03-25	Access to the webserver must be logged.
	-
	Missing

	Req 3.42-1 Any services and protocols that are not secure and not used must be disabled.
	7.3	No unnecessary or insecure ports/ services
	Almost Equivalent, but TR should include protocols in addition to ports and services. Element-specific derivation of 3.01-1

	Req 3.42-3 Management traffic must be separated from signalling and commercial traffic.
	7.4	Services-Interfaces Binding
	Similar, but TR does not explicitly require a dedicated management interface.

	Req 3.42-4 The accessibility of management services must be restricted to legitimate systems.
	-
	Missing

	Req 3.42-5 Management services must be permanently connected to an address.
	- 
	Missing, but may not strictly be needed for devices integrated in MME.

	Req 3.42-6 Unused interfaces must be disabled.
	5.5.2.8 	HARDENING
6.7 	Security requirements on MME Management and Maintenance interfaces - RX-2
	Objective similar.
Similar, but should not be limited to OAM and test/debug ports.

	Req 3.42-7 Encrypted protocols must be used for management.
	6.7 	Security requirements on MME Management and Maintenance interfaces - RX-1
	Similar, but: Is "shall support" sufficient without "only"? Link between security and authentication needs clarification. Derived from 3.37-4 and 3.01-7.

	Req 3.42-15 Manipulated packets, that are sent to an address of the network device, must not lead to an impairment of availability.
	9.4 	Robustness and fuzz testing
	Similar: explicit requirement missing, but covered by testing.Missing (covered by BVT). Add explicit requirement; test case = fuzz testing. Derived from 3.01-11

	Req 3.42-17	Security-relevant events must be logged with a precise time stamp and a unique system reference.
	6.3 Internal attacks prevention - R1-2, R1-3, R1-5
6.6		Security requirements on MME console interface - R-3

	Similar, but requirement is limited to console interface. Almost equivalent, should be combined. Derived from 3.01-27



3 Summary
These are, in short, findings of the comparison:
· Good coverage of generic baseline requirements in the TR
· DT and TR Unix requirements are similar
· If SA3 decides that Unix requirements are too solution-specific, they could be generalized, similar to the DT OS requirements.
· Web server security missing from TR
· Many justified requirements in the TR can still benefit from adding clarifications or extending their scope
· Current TR requirements focus on OAM and platform security. It is FFS how to fill the TR section on <SFRs deriving from 3GPP specifications>. There are no explicit requirements to guide overall SA3 work on 3GPP systems and services regarding UP and CP.

3 Proposal
It is proposed to use this comparison table as reference for the work proposed in S3-142445 and S3-142446.
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