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Abstract of the contribution:

This paper discusses the co-located BSF solution proposed in S3-142546.
___________________________________________________________________________
It is correct observation that the alternate solution to PC3 security described in S3-142479 “is *very* close to using GBA and PSK-TLS “. It may be technically feasible to merge the two solutions and treat it as deployment option, as it is suggested. 

But co-locating scaled down  GBA functions BSF and NAF with PRoSe Function and maintaining GBA interfaces Ub, Ua and Zn and Zh (or Zh’ without GUSS) have far reaching implications.  For reference the co-located architecture figure is copied below, from S3-142546.
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Some of the concerns are discussed below,

1) General Concern on GBA: In general the major concern is the reliance on the GBA architecture in the network. It has the obvious advantage that the HSS is not generating authentication vectors for every application. That means BSF is a highly available and redundant sever as robust as HSS itself available to serve all the applications. This brings in the debate that the network should have a centralized architecture with single point of failure affecting whole network or a distributed architecture with application servers one independent of the other.
2)  Concerns on co-located BSF architecture: There can be only one logical BSF in the network, meaning if there is a co-located BSF, there cannot be another co-located BSF for another application nor a regular stand alone BSF. Hence the co-located BSF option doesn't offer any network evolution path for other applications in future. Hence the co-located BSF closes the option for any stand alone BSF for ever in the network, which is really bad for an operator. 
The impact of 1) and 2) above on the network in terms of CAPEX, OPEX and future network deployments are very significant.

3)   For Public Safety, co-located BSF or standalone BSF has the same issues, reliance on network entities outside of their jurisdiction. 
4) Compared to the issues above, the alternate solution presented in S3-142479 has no dependence on GBA. GBA is an enhancement of a simple HTTP Digest generalized for multiple coordinated application servers. The alternate solution is a subset of GBA where there are no coordinated application servers in the operator’s network. And when this coordination is not required, the simplest approach is preferred. Alternate solution avoids complications of coordinating the BSF Identity, supporting the Zn, Zh interfaces etc. 
5) Regarding complexity, performance, security the alternative solution in S3-142479 is in par with GBA solution without costly GBA nodes. Simplicity and similarity to GBA solution is a benefit rather than a disadvantage. 
6) Impact on HSS: With co-located BSF and NAF in the PRoSe Fn, a separate  Zh’ interface is shown in addition to PC4a to HSS. This means HSS would need to distinguish the PC4a and Zh terminations differently even though coming from the same functional entity. This means an HSS which do not have any idea about GBA need to recognize Zh’ interface. (This may cause problems if the HSS need to terminate another Zh or Zh’ in future).
 

7) Impact on UE: On the Ub, Ua interfaces the UE need to differentiate between a actual standalone GBA-BSF vs PRoSe Fn with co-located BSF. Between the GBA–BSF and the PRoSe Fn, the FQDN would be different, but in the co-located case it is the same. When running the bootstrapping procedure UE need to format the FQDN differently in the two cases. 
  

8) In future, if GCSE or other applications need to use PRoSe or interface with PRoSe Function, how would HSS or other nodes see the MAR or other request coming from? 
9) The HTTP Digest solution we proposed is generic and automatically addresses these issues without the complications and without using GBA-BSF/NAF, whereas the co-located option just solves the PRoSe PC3 security and becomes a very specific solution using a scaled down GBA functions.
10) The alternate solution is also in alignment with BT proposal (S3-142352) agreed as a way forward for two solutions for PC3.
Proposal: We kindly ask SA3 to accept the solution using HTTPDigestAKAv2  presented in S3-142479 along with GBA based solution presented in S3-142422, as agreed in the last SA3 meeting. Co-located BSF proposal is not an acceptable solution.
_1477137957.doc
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