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Abstract of the contribution:

This section adds a solution to provide security for ProSe one-to-one communications; use a security solution at the media plane. A media-plane solution for public-safety users is able to consistently meet user's security needs regardless of the transmission path of the user's data.

Reflecting the debate in SA3 at the end of Release-12, an editor's note has been added noting that media-plane security solutions for ProSe one-to-one communications could be defined in this document, as an IMS end-to-end media-plane security solution (for public safety users) or as part of a public-safety application.

8
Solutions for Rel-13

8.X
Solutions for one-to-one communications

8.X.Y
Solution #8.Y: Media-plane security

8.X.Y.1
General

This solution addresses the requirements in key issue 7.A.1, 7.A.2, and 7.A.3 in a way that may be applied to both the ProSe use-case and other use-cases.

8.X.Y.2
Overview of solution

End-to-end media-plane encryption (e.g. SRTP) is applied to the communication data to provide confidentiality. Key management and authentication is provided via the signalling layer of the communication (e.g. IMS/SIP).

Editor's Note: It is FFS whether any work to define an appropriate media-layer security solution should be specified as part of ProSe (this document), as part of the ProSe one-to-one signalling layer (e.g. IMS media security) or as part of an application which uses a ProSe one-to-one communication.

Examples of media-plane security solutions are provided as end-to-end solutions in TS 33.328 [16], media security solutions in TS 33.303 [20] and in Annex B.3.3 of this document.

Editor's Note: The technical details of the media-layer security solution(s) are FFS.

