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Abstract of the contribution: It is proposed, if the network configuration is not to use confidentiality protection, then the UE shall not transfer the security information in the header of the PDCP packet.
1. Introduction
Usage of confidentiality of one-to-many communications is operator controlled and if the operator configuration is not to apply confidentiality then unnecessary security information is transferred in the PDCP header for user data packets, when using the current specified mechanism. In this contribution, we detail the overhead introduced by the security information and propose not to transfer the security information in the PDCP header for the case when security is not applied.
2. Discussion

Support of confidentiality is mandatory and usage is configurable by the operator (Security requirement for One-to-many ProSe direct communication [TS 33.303]).

Confidentiality of one-to-many communications should be supported. Its use would be a configuration option related to network operations and should hence be under control of the network operator.
Currently for one-to-many ProSe direct communication [TS 33.303], when bearer level security mechanism is used, relevant security information (the PGK Identity, PTK Identity and Counter) is included in the header of the PDCP packet for user plane data. The transmitting UE include the security information in the header of the PDCP packet, so that the receiving UE use the information to derive the key used by the transmitting UE. Figure below shows the security information included in the PDCP header. 
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Considering the case, when operator configuration is not to apply confidentiality protection, then transferring of security information is unnecessary and it becomes header overhead in all user data packets. When security is not applied for user plane data, the receiver will anyways ignore the included security information, as it is of no use. The overhead introduced by the security information carried in each PDCP header of user plane data of around 5 bytes (37 bits) to be reduced. Therefore to reduce the PDCP header overhead, the UE shall not transfer the security information (PGK Identity, PTK Identity and Counter) in the PDCP header of the user plane packet, when operator configuration is not to apply confidentiality protection for One-to-many ProSe direct communication.
Proposal: When the network configuration is not to apply confidentiality protection for one-to-many communications, then no security information is included in the PDCP header in order to reduce the header overhead.  
3. Conclusion

SA3 is kindly requested to agree on the above proposal and accompanying CR (S3-142492). Further, SA3 is requested to send LS to RAN2 on the SA3 agreement.
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