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Abstract of the contribution: This contribution provides security requirement on MME traffic isolation.

1 Introduction
This contribution provides security requirement on MME traffic isolation. 
2 Analysis
The contribution S3-14xxxx describes the security threat on MME traffic isolation. To resolve this threat, we shall isolate management traffic and signaling traffic on MME.  The isolation methods can be physical islation (e.g. using the dedicated interface to transfer the different traffic) or logical isolation (e.g. using VLAN or VPN to transfer the different traffic).
3 Proposal
It is proposed to add the above security requirement in TR33.806.
***********************************Start the First Change****************************************
6.x 	Security requirement on MME traffic isolation
-	Requirement name: MME traffic isolation
-	Requirement reference: to be done later
-	Requirement Description: Different traffics (i.e. management traffic and signaling traffic) on MME shall be isolated. The isolation methods can be logical isolation (e.g. using VLAN or VPN to transfer the different traffic) or physical islation (e.g. using the dedicated interface to transfer the different traffic).
-	Security Objective references: to be done later
- 	More general level requirement references: to be done later.
-	Test case:
Alternative 1: Test case for logical isolation
· Pre-conditions: The MME is powered on. And :
1) MME is located in a network and connected with one router.
2) The tester has known that VLAN1 is transferred management traffic and VLAN2 is transferred signaling traffic on MME.
· Steps taken to perform the test:
1) The tester uses a tool to capture package on the router’s port. The captured package id is set VLAN1 in the tool.
2) The tester uses a tool to capture package on the router’s port. The captured package id is set VLAN2 in the tool.
· Expected results:
1) When the captured package id is set VLAN1 in the tool, the tester captures only management package and does not capture signaling package.
2) When the captured package id is set VLAN2 in the tool, the tester captures only signaling package and does not capture management package.
Alternative 2: Test case for physical isolation
· Pre-conditions: The MME is powered on. And :
1) MME is located in a network and connected with two routers (i.e. router1 and router2).
2) The tester has known that management traffics are trasfferred to router1 and signaling traffics are transferred to router2.
· Steps taken to perform the test:
1) The tester uses a tool to capture package on the router1’s port.
2) The tester uses a tool to capture package on the router2’s port.
· Expected results:
1) The tester captures only management package on the router1’s port and does not capture signaling package.
2) The tester captures only signaling package on the router1’s port and does not capture management package.
NOTE: This is a detailed requirement.

*********************************End of the First change****************************************


