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Abstract of the contribution: This contribution proposes to add key issue description for UE-to-Network Relays.
1. Introduction 

The UE-to-Network Relays is in scope of SA3 Rel-13 study. Current TR 33.833 contains two solutions in “B.4 Solutions for Relays”, however the key issue detail with security threats and security requirements are still missing.
We kindly propose SA3 agrees the following change and agrees it to current Rel-13 SA3 TR 33.833.
*************************** Start of CHANGE ***************************
X.x
Key Issues on Relays
X.x.1
Key Issue # x.1: ProSe UE-Network Relays
x.x.1.1
Issue Detail

As described in TR 23.713, UE-toNetwork Relay function supports both unicast relaying and eMBMS relay for Remote UEs that are not served by E-UTRAN. Both Model A and Model B are supported for UE-to-Network Relay discovery.
x.x.1.2
Security Threats

The Remote UE is out of network coverage, if it does not have proper information of the UE-to-Network Relay, the Remote UE may select and connect to a fraudulant UE-to-Network Relay.  In the same way, UE-to-Network Relay may provide relaying function to a Remote UE which is not authorized for it, that may lead attack to the core network.
The Remote UE and UE-to-Network Relay will perform direct discovery and direct communication over the PC5 interface. An attacker may intercept and/or modify the traffic or data packets exchanged between the Remote UE and UE-to-Network Relay. This can cause MitM attack and also the data exposure to the attacker.
A.4.1.3
Security requirements

The system should support mutual authentication between Remote UE and UE-to-Network Relay.
Authorization and verification of both Remote UE and UE-to-Network Relay should be provided. 
The messages for relay discovery request and response should be integrity protected.
The system should provide protection to against replay attack over PC5.

*************************** End of CHANGE ***************************
