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Abstract of the contribution: This contribution proposes clarification for network based solution of group message protection.
1. Introduction 

This contribution is to make clarification on:
1. Group ID: 

Group ID should be distinguished between exernal and local (or internal) one, as required in 4.1.3 of current TR 33.889,

“- Local Group ID should not to be exposed to an entity that is located outside of 3GPP network. This includes the SCS which is outside of 3GPP network as well.”
Therefore, it should be clear which group ID it is referring to in the solution.
2. Group keys:
In the current description, “public key”, “encrypt key”, “keys”, and “group keys” are used. We propose to unite the term to group keys, which includes a key for confidentiality protection and a key for integrity protection.
We kindly propose SA3 agrees the following change and agrees it to TR 33.889.
*************************** Start of CHANGE ***************************
4.1.4.2
Solution 2: Network based protection for cell broadcast

In network based protection, MTC-IWF generates the group keys for group message protection. Group keys contain an encryption key for confidentiality protection and an integrity key for integrity protection. Figure 4.4.2-1 shows the message sequence and describes the mechanism for EPS.

Editor's Note: The below solution is intended for LTE, it is FFS on applicability of this solution in GSM/UMTS. 
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Figure 4.4.2-1: Network based protection for cell broadcast

1) The MTC-IWF creates the group and generates the group keys, including an encryption key for encryption/decryption of the group message, and an integrity key for integrity protection and verification. MTC-IWF may use the PKI infrastructure for signing the group message..

Editor's Note: Need to check with SA2 for the specific node in the 3GPP network responsible for group formation. Based on the SA2 decisions, other suitable network elements for group key generation and key management are FFS.
Editor’s Note: The group keys derivation is FFS.
2)
 The MTC-IWF updates the HSS with the group keys for a particular group associated with a local Group ID..
3) 
During individual authentication, the MME fetches subscription data from the HSS. If the UE is subscribed for group based feature, then the subscription data contains the group based feature information (Local Group ID, group keys,  and the key index). 

4) 
After successful authentication, the MME passes the group keys to the UE. The MME protects the keys using the NAS security context. The local Group ID(s) can be pre-configured or sent to UE in the same message.
Editor's Note: Further study may be required on the possibility of using dedicated NAS message for group key distribution. Also further study is required on whether the NAS message carrying the group key requires partial encryption for protecting the group keys.

5) 
SCS sends the group message to MTC-IWF over Tsp interface, containing External Group ID and SCS ID. .

6) 
The MTC-IWF sends Group Information Request  (External Group ID) message, and HSS resolves the  associated Local Group ID and sends Group Information Response (Local Group ID) to MTC-IWF. HSS may send other group related information if MTC-IWF does not have it. 
7) The MTC-IWF protects the group message by using the group keys. 

8) 
The MTC-IWF sends the protected group messages to the selected CBC. The protected group message may include the local Group ID, the key ID and also algorithm ID used for protection.

Editor's Note：Mechanisms for signature algorithm selection is FFS. 

*************************** End of CHANGE ***************************
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