3GPP TSG SA WG3 (Security) Meeting #77
S3-142504
17-21 November 2014 San Francisco (US)
revision of S3-14abcd
Source:
Nokia Networks, Ericsson
Title:
Discussion of the focus of TR 33.849
Document for:
Discussion and Decision
Agenda Item:
8.3
Work Item / Release:
SPI / Rel-13
Abstract of the contribution: This discussion paper would like to initiate a re-focusing of the TR to allow SA3 to come to tangible results within a reasonable time frame. (According to the WID, the study was due to be approved by SA in June 2014 for Rel-12).
What is the objective of the TR on WID SPI?

This discussion paper would like to remind of the focus of TR 33.849. The Working Item SPI (Subscriber Privacy Impact) was set up with the objective to 

· Identify and understand privacy related key issues impacting 3GPP network
· Identify and potentially harmonize privacy requirements

· Identify existing/ongoing work relevant to 3GPP privacy issues in external standard bodies, for potential reuse in 3GPP 
· Identify privacy risk mitigation approaches and establish privacy handling guidelines/principle and/or best practices for 3GPP for future specifications

It is also explicitly pointed out that it is not an objective of the study to examine all existing 3GPP specifications in retrospect with respect to privacy. Thus, the focus is set on future specifications or studies.

While Tdoc S3-142473 discusses the re-arrangement of key-issues and removal of parts that should be addressed by other SDOs such as GSMA in order to provide a better overview of what is actually covered by the TR, we hope with this discussion paper to initiate a re-focusing of the TR in a next step so as to allow SA3 to come to tangible results within a reasonable time frame. (Please remember that, according to the WID, the study was due to be approved by SA in June 2014.)
The TR should provide guidelines by SA3 – for itself and for other 3GPP working groups

In view of the objectives of the SID, it is our opinion that the intention of SPI is to provide guidelines that aid SA3 and other 3GPP WGs to provide an acceptable level of privacy when designing 3GPP systems. The SA3 terms of reference state: “SA3 has the overall responsibility for security and privacy in 3GPP systems.” So, SA3 is the group that should “perform analysis of potential threats to these systems” and “based on the threats analysis, the WG will determine the security and privacy requirements for 3GPP systems, and specify the security architectures and protocols”.  
Many 3GPP working groups make use of this offer and consult SA3 for matters related to security. With privacy the approach is harder to follow. Thus, the intention of the SPI study is, in our opinion, that the TR should give 3GPP working groups a guidance document by which they can decide whether with respect to privacy there is a need to consult SA3. The TR should as well provide SA3 itself with guidance on how to treat privacy issues so that a common level of privacy can be maintained across the 3GPP systems. For all working groups, this TR should have a checklist of items to look at (in a first round) with respect to privacy and a collection of mitigation techniques (i.e. security related measures), that may be applicable according to the state of the art. As the TR already mentions, privacy may not be a problem, when looking at single data, but looking at the overall system and the possibility of combining data will leave traces that violate privacy in one regulatory domain, but may be still within the boundaries of law for another country. So, SA3 will not be able to set global requirements at such level but rather on a technical level. In any case, the idea should be to raise awareness and allow the writer of a specification to gain a feeling of possible privacy threats to the specified system that may need to be mitigated.

Summary and proposal
Thus, we see this TR as a document helping 3GPP working groups to decide whether  

· additional considerations on privacy are needed in writing their 3GPP specs/studies and 
· SA3 involvement at an early stage is needed to formulate appropriate requirements and solutions for the specs/studies under development and evaluation.
The TR should further provide SA3 with guidelines to ensure a common and acceptable level of privacy for 3GPP systems.
This is what we understand by the SID that says: “The goal of this study is to develop privacy guidelines that help in addressing privacy issue in future 3GPP specifications.”
We propose to finally have a TR which includes

· Threats – A condensed version of  threats currently described under key issues, removing duplications
· Mitigation techniques – A list of security techniques and practices
· Describe a privacy identification process, i.e. find out if a spec/study under development has any privacy concern 
· Give  guidance for analyzing and documenting privacy considerations

All of the above shall be focused on how to write 3GPP TRs and TSs with respect to privacy.                                                                                                                                                                                                       

