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**** START OF CHANGES ****

6.2.3.6.1
Protection of data

ProSe enabled Public Safety UEs shall implement EEA0, 128-EEA1 and 128-EEA2 and may implement 128-EEA3 for ciphering one-to-many traffic.
The LTE ciphering algorithms (see TS 33.401 [21]) are used with the following modifications;

-
Direction is always set to 0;

-
Bearer[0] to Bearer[4] are set to LCID;
-
COUNT[0] to COUNT[15] are set to PTK ID;
-
Counter  is input into COUNT[16] to COUNT[31].

**** END OF CHANGES ****

