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Abstract of the contribution:

This paper analyses the first Editor’s Note in Clause 7.2.3.2 Security for WLAN Control Protocol. 
1. Introduction:
Clause 7.2.3.2 Security for WLAN Control Protocol has two editor’s note to be addressed.  This contribution discusses the first EN.
2. Discussion on 1st EN: 
“Editor's Note: It is ffs how to solve the threat that a malicious application in the ME can release or modify the PDN connections used by the genuine WLCP application, e.g. by sending fake WLCP messages, and if this threat is mitigated by the security solution described in the current clause or if further security measures need to be taken to mitigate the threat.“
In a UE, to establish a new PDN connection or alter an existing PDN connection, applications would have to invoke the services of connection-specific middleware, e.g. connection manager. WLCP key is expected to be managed and protected by the connection manager module within the device to secure the WLCP signalling. 

When applications within a UE request and release PDN connections, the connection resource management at WLCP layer is the responsibility of the connection manager/platform software. It is the responsibility of the connection manager to ensure proper isolation and protection of resources. Resources allocated and used by one process are not expected to be visible to another application process.

In openware systems like android etc, it may be possible to have platform level programs to monitor the usage of connection resources and take supervisory actions, but it is upto the device implementations to decide which programs have pivilege for monitoring and remedial responsibility. A downloaded malware or application is not expected to have this capability without the user being explicitly aware of this and is directly responsible for this.
If a process violation happens within a UE and WLCP keys are misused, TWAG WLCP layer would not be able to judge which process or application from the device is making the PDN Connection request/release and which of these requests are genuine and justified.  It is the responsibility of UE implementations that sanity of process contexts is maintained.
Recommendation: 

1) Delete the EN.

2) Or, if required, add a note that UE is expected to maintain separation of WLAN/WLCP connections between applications.  Only the applications that established the WLAN connections should have permission to release or make changes to their existing WLAN/WLCP connections. But we should keep in mind that this limitation is implementation-specific, cannot be enforced, and is out of scope of 3GPP.
