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Abstract of the contribution:

When support was canvased for the original “Study on Subscriber Privacy Impact in 3GPP” Work Item,BT remained neutral during the discussion. BT considered that 3GPP SA3 had struck an appropriate balance in its specifications on the need to capture store and process data for direct service delivery, meet LI and DR obligations and the user’s expectations for privacy in the use of the service.

The majority of the concerns raised were likely to around applications designed and distributed by 3rd parties who have not seen the need to attend 3GPP SA3 meetings. BT concern was that such concerns would be ruled out of scope of the SA3 TOR or not subject to the usual robust analysis due the limited number of voluntary contributions.

However, the email discussion on the SA3 list agreed that “vendors” should be included as well as operators in the Guidelines clause 8.2 of 3GPP TR 33.849 V0.4.0 2014-09) 

The choice of terms vendor/ operator may not fully reflect the complexities of the current mobile ecosystem and this contribution proposes to add a set of common privacy guidelines to address this and an annex that considers the issues regarding the requirement of informed consent associated with the complexities of the current mobile ecosystem. Aspects currently included are Hardware/Vendor’s software, OS Vendor, Network Operator/Vendor installed apps/software and User installed apps/software.  It also adds a reference to GSMA Privacy Design Guidelines for Mobile Application Development www.gsma.com/publicpolicy/privacy-design-guidelines-for-mobile-application-development
1
Background 
When support was canvased for the original “Study on Subscriber Privacy Impact in 3GPP” Work Item, BT remained neutral during the discussion. BT considered that 3GPP SA3 had struck an appropriate balance in its specifications on the need to capture store and process data for direct service delivery, meet LI and DR obligations and the user’s expectations for privacy in the use of the service.

The majority of the concerns raised were likely to around applications designed and distributed by 3rd parties who have not seen the need to attend 3GPP SA3 meetings. BT concern was that such concerns would be ruled out of scope of the SA3 TOR or not subject to the usual robust analysis due the limited number of voluntary contributions.

However, the email discussion on the SA3 list agreed that “vendors” should be included as well as operators in the Guidelines clause 8.2 of 3GPP TR 33.849 V0.4.0 2014-09) 

The choice of terms vendor/ operator may not fully reflect the complexities of the current mobile ecosystem. when considering requirements for informed consent. 

2

Aspects considered 

1.   Hardware/Vendor’s software: What data can be captured and transmitted by apps, the hardware vendor builds in to the device? 

2.   OS Vendor: They build the core security and architecture (may be combined with 1 in some cases such as Apple) .When the user gets an OS update they are not presented with page of T&C or a list of the changes (definitely does not happen on vanilla Android). In 1-3 there will be software, be their update checkers or tools that the user will never see the specific data capture or terms and conditions at an app level. 

3.    Network Operator/Vendor installed apps/software: The only terms the user sees and accepts (normally after purchase) are the network/Supplier. Yet the hardware manufacturer may also be receiving data (such as Wi-Fi SSID names and GPS coordinates) from apps (such as diagnostics tools) they build into the base device image provided to network operators/vendors.

4.    User installed apps/software: These usually allow the user to see the permissions requested by the application, before installing. However, the permissions prompts are at such a high level that without doing a bit of research on line it is difficult for the user to give informed consent. For example it is obvious why an application for placing and taking voice call over Wi-Fi would require the following permissions such as device ID and call information. 

· Device and App History

· Contacts/Calendar

· SMS

· Phone

· Photo/media files

· Camera/ Microphone 

· W-Fi connection information

· Device ID & call information [Allows the app to determine the phone number and device ID’s whether a call is active and the remote number connected by the call ]

But without the explanation given on the vendor’s website below why would a TV broadcast catch up service require the “same” access to device id and call information. 

· Phone Calls - read phone state and identity. Granting this permission provides app with phone communication status and notifies the application if the phone rings or a phone call is in progress. We use this to ensure that the app pauses if you receive a phone call while watching a programme. The app does not access or store any personal information, phone numbers or IMEI numbers.

· System tools - preventing phone from sleeping, retrieve running applications. Granting this permission provides the app with the ability to prevent the phone going to sleep when you are watching a programme.

If these are displayed during installation, then for some applications, if they disagree, they cannot uninstall the apps. While they can stop/disable the app, any auto update can install additional functionality or re-enable apps. 

3
 Issues identified 
1.   Say the user reviews and agrees to the Network operator’s terms and conditions before purchasing a device. 

a) On starting up the device, the user is presented with a EULA for an app/software package installed on the device (such as a diagnostic package) were they only option is to accept if they want to use the device (such as the way a Windows PC displays the Microsoft EULA) is this imposing additional terms and conditions after purchase? If the user chooses not to accept it (due to say not agreeing to imbedded app vendor being able to sell the users browsing habits that are captured by diagnostic software from the app vendor), can the device be returned for a full return and cancel of any contract? What about if the financing of the device is separate from the network contract? As some companies are looking at as an alternative to subsidising handsets.

b) What happens if the company responsible for the hardware, vendor software or OS, changes their terms and conditions? Does that allow the user to reject them and walk away from a contract with the network/vendor, as the device is no longer working as intended? 

c) What happens if the network/vendor updates their device image as part of a software update that requiring more permissions? Normally phones are set to auto update and the user has to disable it, even when some company’s (Microsoft can override the windows update setting to force an update and they give themselves the right to do so in their Terms and Conditions) can override the users settings. The user does not get a list of changes presented before the install prompt, as they are built in to the image deployed they don’t normally invoke permissions prompt, unlike user downloaded apps and the user cannot normally reverse the device image update without detailed technical knowledge. There have been at least one case, of a network operator pushing their customised version of a hand set OS, were the device was sourced independently from the phone contract to avoid having the network vendors supplied OS image. In this case the user got a notification about an update and assumed (since they were not told it was as from their network operator) it was from the hardware vendor providing a vanilla OS update.

2.   There have been examples of applications being purchased from their original developer, because they are popular and have permissions useful to less scrupulous developers, who then update the application with additional unwanted functionality that relies on the existing permissions for the application, as the permission have not changed there is no warning about the new functionality. Such a change may have impacts on the network, by say including DDoS functionality into a say a web browsing app with would legitimately require network access. It is assumed that such less scrupulous developers would not have an incentive to follow guidelines such as the GSMA Privacy Design Guidelines for Mobile Application Development www.gsma.com/publicpolicy/privacy-design-guidelines-for-mobile-application-development
3.   How the data that is gathered from the device is transferred and protected i.e. a privacy policy that goes in to how they transfer and protect the data, and not just rights the company give themselves to use the data. Posting detailed information about a user, using HTTP and clear text (such as the resent instances of e-reader software and smart TV’s) may well breach in country data protection laws.

4.  If there is new Hardware/OS/network vendor mandated app installed without the user informed consent, 

a) Has there been a breach of the computer misuse act (UK law criminalising accessing an electronic device without the owners authorisation, with some exceptions for law enforcement). Similar laws exist in many countries, as the network vendor has installed software without informed consent from the user.
b) If the app gathers additional data, unless the user has provided informed consent, has there been a breach of data protection laws. 

c) Can the user walk away from the contract, as the terms have changed in a way detrimental to the user?

d) If they purchased the device 18 months ago (as part of a 2 year contract) are they entitled to a refund of the amount they have paid to cover the cost of the device, as it’s no longer meets the original specification they agreed to? In the UK this would be the sale of good act, which requires that the goods are fit for purpose for which they were sold. Adding additional functionally by apps can change the purpose of the device; if this change is classed as negative to the user (such as gathering more data) they have the right to walk away without any penalty fees. 

e) Even if it’s not the network operator who made the change, but a 3rd party with no direct business relationship to the network/Vendor, such as an OS change (the relationship could be Network vendor contracts with the hardware vendor who has a contract with the OS vendor who makes the change). 

f)     What happens if the user declines to allow the vendor to gather data, but later the vendor carries out the update and resets the users opt out and start collecting the data without content Or the vendor’s opt out functionally does not work properly (resent example was smart TV’s gathering data after the user had selected in the menu to turn that functionality off). The vendor is gathering personal data without consent; this would be a breach of the data protection act in the UK.

g) If a 3rd party app installed by the network vendor is find to be lying about data capture, can the network operator/Vendor be held responsible, since they provided the app as part of the device/OS update?

h) Could the user walk away from the contract if the background app doing the spying is not one they have used and accepted the T&C associated with the app? Such as a diagnostic’s app sending every key press to the app vendor who provide anonymised performance data to the network vendor.

4
Proposed Common privacy guidelines 
1.    The Terms and Conditions and Permission prompts need to flow down in to one set of conditions that are presented to the user minimising repetition of information For example as “deltas” to an industry agreed model form of contract for the application type/ permission requirement 

2.    The information shall be provided before purchasing/upgrading so the user can make an informed choice and content is clearly indicated by purchase or accepting the update.

3.     A tool shall be built in that allows the user to see,in a single view for all applications installed on the device, what they do, that data they handle what they share data with and the ability to reject each item on its own. For example a matrix of applications versus permissions 

4.    Updates should be separated in to 3 types, which can be installed independently (with the exception of new features requiring certain levels of functionality, but these should be covered by the functionality minimum requirements)

a. Security updates

b. Functionally fixes

c. New/extended functionality

5.    A clear statement (via standardised definitions) that the data captured is going to be used for, where it will be process and if its shared, and if the use in each case is user identifiable (e.g. linked to an unique identifier) or anonymised before its used for a purpose.

6.    Legal and regulatory requirements by country /region could then be expressed via the same standardised definitions allowing quick an concise review of the apps legal status in the network vendors or hardware vendors target markets 

7.   With any change to data collection (or data use) the user shall be able to either reauthorize the software, chose to roll back to the previous version, or remove the app. 
5 Proposal
It is proposed to add the following PCR into the TR33.806.
*********************************** Start of 1st Change ****************************************

2
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*********************************** End of 1st Change ****************************************

*********************************** Start of 2nd Change ****************************************

8 Privacy Guidelines
Editor's note: This section contains privacy guidelines to assist fulfilling the privacy requirements above.
8.1
Impacts and Consequences

This section describes how to handle the results and knowledge gained by undergoing the process outlined in the Privacy Identification Process in the previous section 6.2 

The first goal is to identify who has access to which personal information in the communication. The following questions may aid the screening:

- What personal information is released by the Communication Initiator?

- Are there intermediaries that can read personal information?

- What personal information is collected and aggregated at the service provider nodes or MNO nodes?

The next step is to investigate the potential data elements in the personal identifiable information:

· Are all those elements required for providing the service offered by the specification to the user?

· Is personal information processed for the purpose of general improvement of the network?

· Does the data have a time to live?

The previous step serves to minimize data and to identify potential data in the personal information which may require user consent.

Personal identifiable information requires adequate protection. Therefore the following points should be investigated:

· What is the personal identifiable information that potentially can be obtained by:

- Eavesdropper 

- Attacker

- Unauthorized personal (e.g. is the personal information accessible only by personal that needs to know or by all)

· What are potential attacks?

· Which protection methods are deployed?

With answers to the questions above, potential solutions can be identified. Solutions might be found in this document, but also 3GPP offers a wide range of security services e.g. NDS/IP [8], TS 33.222 [9] etc. In some cases, the transfer of user consent from one node to another might be necessary and need to be considered in the progress of the technical work.

8.2
Guide line
Operator’s privacy guidelines:

· It should be allowed that operators make its own privacy policies according to national and regional requirements
· Operator should inform the user and collect the personal information fairly and legally. 

Vendor’s privacy guidelines:

· Vendors should provide the privacy policy declaration to operators following operator and/or regional rules.   
· If operators hand over data to third parties (e.g. subcontractor), then data protection and user consent rules have to be observed.

· Vendors should provide security mechanism when personal information is stored in vendor’s system. 

· Vendors should provide mechanism to the operator which can delete the expired personal information in time and the time of keeping personal information can be configured. 

Common privacy guidelines 
1. The Terms and Conditions and Permission prompts need to flow down in to one set of conditions that are presented to the user minimising repetition of information For example as “deltas” to an industry agreed model form of contract for the application type/ permission requirement 

2. The information shall be provided before purchasing/upgrading so the user can make an informed choice and content is clearly indicated by purchase or accepting the update.

3. A tool shall be built in that allows the user to see,in a single view for all applications installed on the device, what they do, that data they handle what they share data with and the ability to reject each item on its own. For example a matrix of applications versus permissions 

4. Updates should be separated in to 3 types, which can be installed independently (with the exception of new features requiring certain levels of functionality, but these should be covered by the functionality minimum requirements)

a. Security updates

b. Functionally fixes

c. New/extended functionality

5. A clear statement (via standardised definitions) that the data captured is going to be used for, where it will be process and if its shared, and if the use in each case is user identifiable (e.g. linked to an unique identifier) or anonymised before its used for a purpose.

6. Legal and regulatory requirements by country /region could then be expressed via the same standardised definitions allowing quick an concise review of the apps legal status in the network vendors or hardware vendors target markets 

7. With any change to data collection (or data use) the user shall be able to either reauthorize the software, chose to roll back to the previous version, or remove the app. 
*********************************End of 2nd Change****************************************

********************************Start of 3rd Change****************************************

Annex X
This annex considers the issues regarding the requirement of informed consent associated with the complexities of the current mobile ecosystem. Aspects currently included are Hardware/Vendor’s software, OS Vendor Network Operator/Vendor installed apps/software and User installed apps/software

X.1

Aspects considered 

1.   Hardware/Vendor’s software: What data can be captured and captured by apps, the hardware vendor builds in to the device? 

2.    OS Vendor: They build the core security and architecture (may be combined with 1 in some cases such as Apple) .When the user gets an OS update they are not presented with page of T&C or a list of the changes (definitely does not happen on vanilla Android). In 1-3 there will be software, be their update checkers or tools that the user will never see the specific data capture or terms and conditions at an app level. 

3.    Network Operator/Vendor installed apps/software: The only terms the user sees and accepts (normally after purchase) are the network/Supplier. Yet the hardware manufacturer may also be receiving data (such as Wi-Fi SSID names and GPS coordinates) from apps (such as diagnostics tools) they build into the base device image provided to network operators/vendors.

4.    User installed apps/software: These usually allow the user to see the permissions requested by the application, before installing. However, the permissions prompts are at such a high level that without doing a bit of research on line it is difficult for the user to give informed consent. For example it is obvious why an application for placing and taking voice call over Wi-Fi would require the following permissions such as device ID and call information 

· Device and App History

· Contacts/Calendar

· SMS

· Phone

· Photo/media files

· Camera/ Microphone 

· W-Fi connection information

· Device ID & call information [Allows the app to determine the phone number and device ID’s whether a call is active and the remote number connected by the call ]
But without the explanation given below on the vendor’s website below why would a TV broadcast catch up service require the “same” access to device id and call information. 

· Phone Calls - read phone state and identity. Granting this permission provides app with phone communication status and notifies the application if the phone rings or a phone call is in progress. We use this to ensure that the app pauses if you receive a phone call while watching a programme. The app does not access or store any personal information, phone numbers or IMEI numbers.

· System tools - preventing phone from sleeping, retrieve running applications. Granting this permission provides the app with the ability to prevent the phone going to sleep when you are watching a programme.

5.    If these are displayed during installation, then for some applications, if they disagree, they cannot uninstall the apps. While they can disable the app, any auto update can install more additional apps or functionality or re-enable apps. 

X.2 Issues identified 
1.    Say the user reviews and agrees to the Network operator’s terms and conditions before purchasing a handset. 

a) On starting up the device, the user is presented with a EULA for an app/software package installed on the device (such as a diagnostic package) with only an accept option (such as the way a Windows PC displays the Microsoft EULA with only an accept option). Is this imposing additional terms and conditions after purchase? If the user chooses not to accept it (due to say not agreeing to them being able to sell the diagnostic capture of the users browsing habits), can the device be returned for a full return and cancel of any contract? What about if the financing of the device is separate from the network contract? As some companies are looking at as an alternative to subsidising handsets.

b) What happens if the company responsible for the hardware, vendor software or OS, changes their terms and conditions? Does that allow the user to reject them and walk away from a contract with the network/Vendor, as the device is no longer working as intended? 

c) What happens if the network/Vendor updates their ROM image as part of a software update requiring more permission? Normally phones are set to auto update and the user has to disable it, even when some company’s (Microsoft can override the windows update setting to force an update and they give themselves the right to do so in their Terms and Conditions) can override the users settings. The user does not get a list of changes presented before the install prompt, as they are built in to the image deployed they don’t normally invoke permissions prompt, unlike user downloaded apps and the user cannot normally reverse the installation without detailed technical knowledge. There have been at least one case, of a network operator pushing their customised version of a hand set OS, were the device was sourced independently from the phone contract to avoid having the network vendors supplied OS image. In this case the user got a notification about an update and assumed (since they were not told it was as from their network operator) it was from the hardware vendor.

2.    There have been examples of applications being purchased from their original developer, because they are popular and have permissions useful to less scrupulous developers, who then update the application with additional unwanted functionality that relies on the existing permissions for the application, as the permission have not changed there is no warning about the new functionality. Such a change may have impacts on the network, by say including DDoS functionality into a say a web browsing app with would legitimately require network access. It is assumed that such less scrupulous developers would not have an incentive to follow guidelines such as the GSMA Privacy Design Guidelines for Mobile Application Development [11] 
3.   How the data that is gathered from the device is transferred and protected i.e. a privacy policy that goes in to how they transfer and protect the data, and not just rights the company give themselves to use the data. Posting detailed information about a user, using HTTP and clear text (such as the Adobe e-reader software) may well breach in country data protection laws.

4. If there is new Hardware/OS/network vendor mandated app installed without the user informed consent, 

a) Has there been a breach of the computer misuse act (UK law criminalising accessing an electronic device without the owners authorisation, with some exceptions for law enforcement), other countries will have a local equivalent? As the network has installed software without informed consent.

b) If the app gathers additional data, unless the user has provided informed consent, has there been a breach of data protection laws. 

c) Can the user walk away from the contract, as the terms have changed way detrimental to the user?

d) If they purchased the device 18 months ago (as part of a 2 year contract) are they entitled to a refund of the amount they have paid to cover the device, as it’s no longer meets the original specification they agreed to? In the UK this would be the sale of good act, which requires that the goods are fit for purpose for which they were sold. Adding additional functionally by apps can change the purpose of the device; if this change is classed as negative to the user (such as gathering more data) they have the right to walk away without any penalty fees. 

e) Even if it’s not the network operator who made the change, but a 3rd party with no direct business relationship to the network/Vendor, such as an OS change (the relationship could be Network vendor contract with the hardware vendor who has a contract with the OS vendor). 

f)     What happens if the user declines to allow the Vendor to gather data, but later the Vendor carries out the update and overwrites the users opt out and start collecting the data without content Or the vendor’s opt out functionally does not work properly. The vendor is gathering personal data without consent; this would be a breach of the data protection act in the UK.

g) If a 3rd party app installed by the network is find to be lying about data capture, can the network operator/Vendor be held responsible, since they provided the app as part of the device/OS update?

h) Could the user walk away from the contract if the background app doing the spying is not one they have used and accepted the T&C associated with the app? Such as a diagnostic’s app sending every key press to the app vendor who provide anonymised performance data to the network vendor.

*******************************End of 3rd Change****************************************

