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Abstract of the contribution:
This contribution proposes the candidate solutions for the ICE/TURN credential provisioning.
1. Introduction
The companion contribution S3-142463, discusses the directions of solving the TURN credential dynamical provisoning problem in the IMS_WebRTC, this contribution proposes the candidate solutions based on the ideas of the discussion document, aim at those candidate solutions could be assessed in the next meetings.
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[bookmark: _Toc370997206][bookmark: _Toc397059207] 6	Solutions
Editor’s Note: This clause will define potential security solutions.
6.x Candidate solutions of TURN credential provisioning 
6.x.1 General
The ICE/TURN/STUN protocol uses the long-term credential mechanism to authenticate and authorize the client, which requires the client and TURN server sharing the pre-provisioned username and password, and TURN server uses this username and password to authenticate client .However, the TURN protocol doesn’t defined a credential provisioning mechanism to deliver this long-term credential to the client and TURN server, furthermore, according to the study of IETF TRAM, using a long-term credential for the TURN authorization  may bring some security problems ,which is described in RFC 7376(reference [4]). So in the WebRTC scenario, it is beneficiary to change TURN credential frequently. 
This section describes the candidate solutions to provision the TURN credential to WebRTC client securely and also dynamically. It is assumed that the TURN server is located in the IMS provider’s domain for the candidate solutions decribed in this section, and the IMS provider can manage the TURN authentication and authorization.

6.x.2  Solution of using ephemeral token to provision the TURN session key
The reference [5] proposes new TURN authorization mechanism different from the current long-term credential solution. In this solution, client uses OAuth to obtain an ephemeral self-contained token and the TURN session key from the authorization server, the TURN protocol should be extended to carry the token and the indication of support token authorization. When the client performs the allocate request, the TURN server verifies the token and extracts the TURN session key from the token,TURN server uses this TURN session key to authenticate the WIC when it receives the subsequent TURN messages.
Figure 6.x.2-1 shows this solution used for the IMS_WebRTC scenario,   the WWSF/WAF as the token authorization server to issue the token, the TURN server as the resource server to verify the token.A symmetric key should be pre-shared between TURN server and WWSF/WAF by using the out of band method, the symmetric key is used for deriving the token encryption key and integrity protection key. For every session, the WIC needs to perform the HTTPS request to WWSF/WAF to obtain a token before performs candidate collection, the WWSF/WAF responses with a self-contained token, a TURN session key and key identifier. When WIC sends the allocate request to the TURN server, the token and the indicator of support token authorization are carried in the new defined TURN attributes ,and the key identifier is carried in the USERNAME attribute. TURN server uses the key identifier to select the appropriate keys for the token integrity validation and decryption. TURN server extracts the TURN session key from this self-contained token after this token is successful integrity validated and decrypted, the subsequent TURN control messages are integrity protection by using this TURN session key, the TURN server authencates the WIC by verifying the message integrity value carried in the MESSAGE-INTEGRITY attribute.


 
Figure 6.x.2-1: using the token based on OAuth to provision the TURN session key.
6.x.3. Solution of credentials provisioned via signalling message
This solution actually reuses the username/password authorization method of the long-term credential, but its credential is dynamicall provisioned by eP-CSCF via the signalling messages, which it dosen’t impact on the current TURN protocol. 
When WIC registers to IMS, its request the IMS networks to provision a credential for TURN access authentication by using a 3GPP extension heard field or a special tag, eP-CSCF generates a TURN credential including user id and password, and sends this credential  to WIC with the successful registratration response message , the credential is carried in a 3GPP extension heard field.Since the signaling messages between WIC and eP-CSCF are required to be protected by the secure protocols, e.g. secure Websocket, the TURN credential can be securely transferred to WIC. The TURN credential may be changed for every registeration or remains the same for a period of time until it expires. Before the re-registration, WIC can also use the other messages such as SIP OPTION with a 3GPP extension heard field or a special tag to request eP-CSCF for changing the credential, if the credential needs to be updated, .e.g. the password expires.
The credential can be delivered to TURN solution by the following two approaches:
Approach 1: as description in figure 6.x.3-1 the  the TURN server and eP-CSCF establish a symmetric key by using out of band method, eP-CSCF uses this symmetric key with user id, realm and timestamp to generate a password for this user id when WIC request for provisioning TURN credential, the timestamp and realm will also be sent  to WIC with the TURN credential,the timestamp is used for TURN server and WIC to set the credential expired time .When WIC performs the allocate request to TURN server, the user id and timestamp will be carried in USERNAME attribute with the specific format and be sent to the TURN server, and as usual, the realm value is carried in REALM attribute in the allocate request message.TURN server will spit the USERNAME attribute into user id value and timestamp value when it receives the allocate request . TURN server uses the same method as eP-CSCF to generate the password, and uses the same calculation method as the current TURN protocol to authorizate and authenticates the WIC.


  Figure 6.x.3-1: Credential provisioned by eP-CSCF (approach 1) 

  Approach 2: as description in figure 6.x.3-1,the credential is directly sent to TURN server by a new defined interface between TURN server and eP-CSCF, compare to current TURN protocol, there is no any change for the TURN exchange messages between WIC and TURN server.
Note: Which protocol is used to transfer the TURN credential from eP-CSCF to TURN server is ffs.


                          Figure 6.x.3-2: Credential provisioned by eP-CSCF (approach 2) 
 
6.x.4  Assessment of candidate solutions 
Editor's notes: This clause outlines for each solution approach the potential impacts to the IMS_WebRTC architecture, session procedure, WIC and the existing protocols.
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