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Abstract of the contribution: The contribution proposes to add a requirement for traffic separation to mitigate threats on management interfaces. Test cases are also proposed.
1 Introduction 
TR 33.806 has threats related to O&M interfaces (5.4.2.39, 5.4.2.40 and 5.4.2.41) and one way to mitigate them is to use traffic separation between O&M network and other networks (signalling and user plane). Requirement is originating from RFC 3871.
2 Discussion
The three threats:

5.4.2.39

Threat of eavesdropping on MME management and maintenance interface data
5.4.2.40

Threat of man-in-the-middle attack on MME management and maintenance interface
5.4.2.41

Threat of modification of information in transit on MME management and maintenance interface
can be mitigated by using traffic separation between O&M network and signalling/user plane (no user plane in MME). By using traffic separation one will mitigate the risk that malicious users on non-O&M network will get access to O&M traffic.

3 Proposals
Ericsson proposes to change TR 33.806 according to clause 4 in this pCR based on discussion above.
4 pCR 
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***
6.x 

Security requirements on MME traffic separation
-
Requirement Name: MME traffic separation of O&M traffic with control plane traffic 
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall support physical or logical separation of O&M and control plane traffic. See RFC 3871 [9] for further information. 
-
Security Objective references: SECURE MME ADMINISTRATION
-
Threat References:  Threat of eavesdropping on MME management and maintenance interface data, Threat of man-in-the-middle attack on MME management and maintenance interface, Threat of modification of information in transit on MME management and maintenance interface 
-
Test Case: 
1) Test Case 1 for RX-1:

· Pre-conditions: The MME is powered on and the tester is able to capture traffic on MME management and maintenance interface and the tester can trigger communication between MME and O&M network. The test should have a tool for capturing traffic on the control plane interface like wireshark.
· Steps taken to perform the test: 

a) The tester starts capturing traffic on MME management and maintenance interface.
b) The tester triggers communication between MME and O&M network.
c) The tester checks the captured traffic data to see if any O&M traffic is sent.
· Expected results:

The tester cannot get any O&M information by eavesdropping the control plane.
***
END OF CHANGES
***
