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1 Introduction
RAN2 has the working assumption that DRB ID is not changed in DRB type change procedure, e.g. SCG DRB changing to MCG DRB, MCG DRB changing to SCG DRB and so on. Under this working assumption, key stream re-using issue may happen in DRB type change procedure.
2 Background
2.1 Key stream re-using
As defined in TS 33.401, the input parameters to the ciphering algorithm are a 128-bit cipher key, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION and the length of the keystream required i.e. LENGTH. 
Each separate MCG/SCG DRB has a common KeNB/S-KeNB and a distinct pair of PDCP COUNTs associated with it. Using the same PDCP COUNTs with the same KeNB/S-KeNB and the same DRB ID will cause key stream re-using.
2.2 PDCP re-establishment for RLC AM and RLC UM
As a conclusion in RAN2, normal PDCP re-establishment will be applicable at an individual bearer level in case of bearer type change:

- MCG bearer -> SCG bearer

- SCG bearer -> MCG bearer

- SCG bearer -> SCG bearer (SCG change)
In PDCP re-establishment for RLC AM, PDCP COUNT continues to accumulate.
In PDCP re-establishment fro RLC UM, PDCP COUNT is reset to 0.
3 Scenario analysis on key stream re-using
3.1 Scenario 1: MCG DRB changes to SCG DRB and then changes back to MCG DRB
For RLC AM:
When a MCG DRB (DRB ID=1, PDCP COUNT=1000) changes to SCG DRB (DRB ID=1, PDCP COUNT=1000), the DRB ID is not changed and PDCP COUNT of the SCG DRB continues to accumulate from 1000. If the PDCP COUNT in SeNB is about to wrap around after DRB type change, the S-KeNB shall be updated. Then the PDCP COUNT of the SCG DRB (DRB ID=1) returns to zero and re-counts again. When the PDCP COUNT value of the SCG DRB (DRB ID=1) reaches 100, the SCG DRB (DRB ID=1, PDCP COUNT=100) changes back to MCG DRB (DRB ID=1, PDCP COUNT=100). If KeNB in MeNB has not been updated since MCG DRB changing to SCG DRB, the same PDCP COUNT with the same KeNB and the same DRB ID will be used in interzone of PDCP COUNT value [101, 102 …1000]. In this scenario, key stream re-using security issue will happen. 
For RLC UM:
When a MCG DRB (DRB ID=1, PDCP COUNT=1000) changes to SCG DRB (DRB ID=1, PDCP COUNT=0), the PDCP COUNT value of the SCG DRB is reset to 0 and the DRB ID is not changed. However, it will not cause key stream re-using issue, since two separate keys are used in MeNB (i.e. KeNB) and SeNB (i.e. S-KeNB). If the SCG DRB (DRB ID=1) changes back to MCG DRB (DRB ID=1, PDCP COUNT=0) after a period of time, the PDCP COUNT value of the MCG DRB is reset to 0 and the DRB ID is not changed.  If KeNB in MeNB has not been updated since MCG DRB changing to SCG DRB, the same PDCP COUNT with the same KeNB and the same DRB ID will be used in interzone of PDCP COUNT value [0, 1, 2 …1000]. In this scenario, key stream re-using security issue will happen. 
3.2 Scenario 2: SCG DRB changes to MCG DRB and then changes back to SCG DRB
For RLC AM:
When a SCG DRB (DRB ID=1, PDCP COUNT=1000) changes to MCG DRB (DRB ID=1, PDCP COUNT=1000), the DRB ID is not changed and PDCP COUNT of the MCG DRB continues to accumulate from 1000.  If the PDCP COUNT in MeNB is about to wrap around after DRB type change, the KeNB shall be updated. KeNB updating will trigger S-KeNB updating. Even if the MCG DRB (DRB ID=1) changes back to SCG DRB (DRB ID=1), it will not cause key stream re-using issue since S-KeNB is updated. In this scenario, key stream re-using security issue will not happen.
For RLC UM:

When a SCG DRB (DRB ID=1, PDCP COUNT=1000) changes to MCG DRB (DRB ID=1, PDCP COUNT=0), the PDCP COUNT value of the MCG DRB is reset to 0 and the DRB ID is not changed. However, it will not cause key stream re-using issue, since two separate keys are used in MeNB (i.e. KeNB) and SeNB (i.e. S-KeNB). If the MCG DRB (DRB ID=1) changes back to SCG DRB (DRB ID=1, PDCP COUNT=0) after a period of time, the PDCP COUNT value of the SCG DRB is reset to 0 and the DRB ID is not changed.  Since S-KeNB is updated in DRB type change (MCG DRB to SCG DRB), key stream re-using security issue will not happen.

3.3 Other scenarios
For DRB type change, including MCG DRB to Split DRB or Split DRB to MCG DRB or Split DRB to Split DRB without MeNB HO, the ciphering anchor is only in MeNB, key stream re-using security issue will not happen.

For DRB type change from SCG DRB to SCG DRB, S-KeNB is updated and key stream re-using security issue will not happen.
4 Security solution
Based above analysis, When a MCG DRB changes to SCG DRB and then changes back to MCG DRB, the key stream re-using issue may happen. MeNB should be enhanced to avoid the key stream re-using issue.

When a MCG DRB (DRB ID=1) changes to SCG DRB (DRB ID=1), the MeNB should record the DRB ID and the current PDCP COUNT value of the DRB in the record list, e.g. DRB ID=1, PDCP COUNT=1000. The record list is used to record the information of all the MCG DRBs wich change to SCG DRBs, i.e. DRB ID and PDCP COUNT. If KeNB in MeNB updates, the record list is deleted. When a SCG DRB changes to MCG DRB, the MeNB checks whether the DRB ID of the changed DRB is in the record list. If it is (DRB ID=1), MeNB should compare the current PDCP CPUNT value (e.g. 100) of the changed DRB when SCG DRB changes back to MCG DRB and the recorded PDCP COUNT value of the changed DRB. For RLC AM, SeNB sends SN Status Transfer message, which includes PDCP COUNTs of the changed DRB, to MeNB. For RLC UM, the PDCP COUNTs of the changed DRB is reset to 0. MeNB should update KeNB if the current PDCP CPUNT value (e.g. 100) is lower than or equal to the recorded PDCP COUNT value (e.g. 1000). After that, MeNB deletes the related record of the DRB (DRB ID=1). 
3 Proposal
It is proposed to agree the following proposals.

Proposal 1: When a MCG DRB changes to SCG DRB and then changes back to MCG DRB, the key stream re-using issue may happen. MeNB should be enhanced to avoid the key stream re-using issue.
Proposal 2: It is proposed to agree the CR S3-142458.
