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Abstract of the contribution:
The present contribution contains a proposal for a new structure for capturing the threats. Guiding principles for the re-structuring are given in section 1, an updated threats template is given in section 2, and a pCR implementing the new structure in a new Annex A to TR 33.806 can be found in section 3.

1 Guiding principles for the re-structuring
It was discussed in the SCAS conference call on 29 October 2014 that a re-structuring of the clauses in TR 33.806 that contain threats would be beneficial. As a result of this discussion, we propose the following: 

· The main purpose of listing threats is using them to justify a proposed requirement and ensuring that no relevant requirements have been forgotten. In order to achieve the latter, the threat analysis needs to be free of gaps, and it needs to be ensured that all relevant threats are covered by a requirement.

· The threats in TR 33.806 are currently subdivided into threats relating to 3GPP-defined interfaces and other threats. There are currently 43 ‘other’ threats. They do not seem to follow any particular order. An appropriate structuring of the threats section may have the following benefits: 

· Threats can be easily referenced from requirements sections. 

· Threats become easily readable. 

· It becomes easier to discover overlaps among existing threats. 

· It becomes easier to discover gaps in the current list of threats. 

· It supports the re-use for future SCASs for other network products.
· The ‘other’ threats should be structured according to the categories provided by STRIDE. 
· Whether we can have any further substructuring within a category, e.g. an ordering by affected assets, or whether we will have just numerical ordering, is ffs.
· The WHAT? WHO? WHERE? HOW? approach from Nokia’s commenting contribution S3-142232 is found useful:
· The WHAT? WHO? WHERE? should become new lines in the threats template, i.e. for each threat it should be stated, to which asset, type of attacker, and part of product model it refers. The HOW would become part of the threat description. 

· In order to ease the re-structuring work from an editorial point of view, it is proposed to include the re-structured threats clauses in a new Annex A to TR 33.806. (A new Annex B is intended for requirements.) This has the advantage that the work on the content can be decoupled from the work on re-structuring. 
· A detailed structure for the new Annex A is contained in section 3 of the present contribution. 
· For each subclause of the new Annex A, we indicate in section 3 of the present contribution which of the threats from the current version of TR 33.806 belong in this subclause. These indications are just placeholders, they imply no decisions. 
2 Updated Threats Template

The new threat template is proposed to be as follows:

· Threat Category: i.e. Denial of service|Tampering with data| Information disclosure…..

· Threat Reference: T.x.y (for x= threat category and y = threat in this category)

· Threat Name: i.e. The name of the threat 

· Threat Description ( HOW) : i.e. description of how the threat can be exploited and eventually the impacts/consequences of its exploitation

· Threatened Asset (WHAT): e.g. all critical assets of MME as listed in 5.2, including hardware assets.

· Attacker (WHO) : i.e. INSIDER USERS|EXTERNAL USER|COMPROMISED DEVICES/UEs

· Target (WHERE) : i.e. interface or component in Network Product Model 

· Threat Relevance: e.g. Mitigate.

3 Proposed Structure
All text in this pCR is new; hence no revision marks are used. 

+++ START OF pCR to TR 33.806, v0.5.0 +++

Annex A: Re-structured threats
A.1 Introduction

Editor’s note: more tba. Some text explaining the structure and how to use it in relation to the threats in the main body is needed. It is clear that there is a lot of overlap among existing threats in the main body of the TR; these overlaps need to be addressed before moving text to Annex A. 
Editor’s note: A problem is that some threats will fall in several categories. Then the threat should be split into components, if possible. If that’s not possible a main category needs to be determined, and the other pertinent categories need to be mentioned in the threat template.
Editor’s note: Whether we can have any further substructuring within a category, e.g. an ordering by affected assets, or whether we will have just numerical ordering, is ffs. 

Editor’s note: One can see from the below that some threats from clause 5.4.2 appear under several categories. This may be an indication that these threats should be split into components. This is ffs. 

Threat analysis is an important step in the SCAS metohodology in order to justify a proposed requirement and ensuring that no relevant requirements have been forgotten. 

In particular, to ensure this latter point, the threat analysis needs to be free of gaps and overlapping, and it needs to be ensured that all relevant threats are covered by a requirement.
To resolve the overlapping, it is suggested to first look at the action used to exploit the threat is considered. For example if passwords are stored locally in the MME (e.g. in a database or filesystem) in an insecure way (e.g. clear text, unsalted hashes), an attacker can retrieve these passwords (e.g.can retrieve the file containing them and can retrieved them by means of brute forcing if an  unsalted hashes is used) and later use them. So the threat related to this scenario is Information Disclosure. 

To achieve this goal, the identified threats shall be grouped into the seven categories, one covering threats relating to 3GPP-defined interfaces and the other six ones corresponding to the categories proposed by STRIDE [http://msdn.microsoft.com/en-us/library/ee823878(v=cs.20).aspx] and reported below:
· Spoofing identity. An example of identity spoofing is illegally accessing and then using another user's authentication information, such as username and password.

· Tampering with data. Data tampering involves the malicious modification of data. Examples include unauthorized changes made to persistent data, such as that held in a database, and the alteration of data as it flows between two computers over an open network, such as the Internet.

· Repudiation. Repudiation threats are associated with users who deny performing an action without other parties having any way to prove otherwise—for example, a user performs an illegal operation in a system that lacks the ability to trace the prohibited operations. Non-repudiation refers to the ability of a system to counter repudiation threats. For example, a user who purchases an item might have to sign for the item upon receipt. The vendor can then use the signed receipt as evidence that the user did receive the package. 

· Information disclosure. Information disclosure threats involve the exposure of information to individuals who are not supposed to have access to it—for example, the ability of users to read a file that they were not granted access to, or the ability of an intruder to read data in transit between two computers.

· Denial of service. Denial of service (DoS) attacks deny service to valid users—for example, by making a Web server temporarily unavailable or unusable. You must protect against certain types of DoS threats simply to improve system availability and reliability.

· Elevation of privilege. In this type of threat, an unprivileged user gains privileged access and thereby has sufficient access to compromise or destroy the entire system. Elevation of privilege threats include those situations in which an attacker has effectively penetrated all system defenses and become part of the trusted system itself, a dangerous situation indeed.

All the reported threats shall follow the following template:

•
Threat Name:  i.e. The name of the threat 

••
Threat Reference: T.x.y (for x= threat category and y = threat in this category)


Threat Category: i.e. of the six STRIDE caterogies

•
Threat Description:  i.e. description of how the threat can be exploited and eventually the impacts/consequences of its exploitation

•
Threatened Asset:  e.g. which asset is affected by the threat

•
Attacker :  i.e. the attacker type INSIDER USERS | EXTERNAL USER | COMPROMISED DEVICES/UEs

•
Target:  i.e. interface or component in a Network Product Model 

•
Threat Relevance: i.e. Mitigate | Accept | Transfer

A.2 Threats relating to 3GPP-defined interfaces 

Editor’s note: The following threats from clause 5.4 are related to this category: 5.4.1.
A.3 Spoofing identity
Editor’s note: The following threats from clause 5.4 are related to this category: 
5.4.2.1 
T1 Threat from the Internal attacks
5.4.2.5 
T5 Security threats on MME management and maintenance interfaces

5.4.2.6 
T6 Security threats on MME user account and password management
5.4.2.11
T11 Malware
5.4.2.22 
Threat from root able to log on from the network
5.4.2.26 
Unauthorised access via the MME console interface
5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
5.4.2.42
TX IP Spoofing threat
5.4.2.43

TX Access-control threat due to complex administration and human error  
A.4 Tampering with data

Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.1 
T1 Threat from the Internal attacks
5.4.2.2 
T2 Security threats on MME software package integrity
5.4.2.8
T8 Tampering

5.4.2.11
T11 Malware
5.4.2.19
Threat from root owned files being altered by other users

5.4.2.23
Threat from a user's files being altered by other users
5.4.2.25
Threat from misuse of too liberal file permissions
5.4.2.34
T34 Security Threats of Logs tampering

5.4.2.36
T36 Threats on O&M privilege management requirements on MME Management and Maintenance
5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
5.4.2.41

Threat of modification of information in transit on MME management and maintenance interface 
A.5 Repudiation
Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.38

Threat from repudiation due to system group account usage
5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
A.6 Information disclosure
Editor’s note: The following threats from clause 5.4 are related to this category: 
5.4.2.1 
T1 Threat from the Internal attacks
5.4.2.6 
T6 Security threats on MME user account and password management
5.4.2.3
T3 Disclosure of sensitive information in the storage
5.4.2.7 
T7 Privacy threats of User identities
5.4.2.11
T11 Malware
5.4.2.12
T12 Footprinting
5.4.2.14
T14 Use of weak cryptographic algorithms
5.4.2.15
T15 Poor key generation
5.4.2.16
T16 Poor key management

5.4.2.17
T17 Default insecure MME configuration 

5.4.2.25
Threat from misuse of too liberal file permissions
5.4.2.29
Disclosure of information of the MME via insecure network services by the ports
5.4.2.32
Disclosure of information of the MME via unnecessary network services by the ports
5.4.2.35
T35 Security Threats of Logs access

5.4.2.37 
T37 Security Threats of features and functions related to personal privacy

5.4.2.39

Threat of eavesdropping on MME management and maintenance interface data 
5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface
A.7 Denial of service
Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.1 
T1 Threat from the Internal attacks
5.4.2.4
T4 Threats from the compromised UE or misbehaving UE
5.4.2.5 
T5 Security threats on MME management and maintenance interfaces
5.4.2.9
T9 Denial of Service

5.4.2.11
T11 Malware
5.4.2.18
T18 Crashing MME via a protocol or application implementation flaw
5.4.2.25
Threat from misuse of too liberal file permissions
5.4.2.28
Denial of service attack to the MME via insecure network services by the ports 

5.4.2.31
Denial of service attack to the MME via unnecessary network services by the ports
5.4.2.33
T33 Threat on booting from external device

5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface

A.8 Elevation of privilege
Editor’s note: The following threats from clause 5.4 are related to this category:
5.4.2.1 
T1 Threat from the Internal attacks
5.4.2.10
T10 Elevation of privilege

5.4.2.11
T11 Malware

5.4.2.13
T13 Over-privileged processes/services
5.4.2.20
Threat from root accidentally executing a planted executable due to bad search path
5.4.2.21
Threat from unknown code to be executed by mistake.
5.4.2.24
Threat from misuse of files with privilege escalation

5.4.2.25
Threat from misuse of too liberal file permissions

5.4.2.27
Unauthorised access to the MME via insecure network services by the ports 

5.4.2.30
Unauthorised access to the MME via unnecessary network services by the ports 
+++END OF pCR+++

3 Proposal 
It is proposed to agree the updated threats template in section 2 and the pCR in section 3. 
�I have tried to give some guidlenes to avoid overlapping. I hoe the example is clear.


�If the new template is agreed, it shall be put in the TR 33.916


�This will become a category


�This will become a category


�This will become a category





