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/*********************Begin Changes**************************************/

6.2.3
Bearer layer security mechanism

6.2.3.1
Security keys and their lifetimes

A UE needs to have an algorithm identity and a PGK (ProSe Group Key) provisioned for each group that they belong to. From this key, a UE that wishes to broadcast some encrypted data shall first generate a PTK (ProSe Traffic Key). The parameters used in this generation ensure that PTKs are unique for each UE and need to be transferred in the header of the user data packet (see below for more information). The PTK is derived when the first PDCP entity for a group is created and then PDCP entities created further for the same group shall use the PTK derived for the group.
From the PTK, a UE derives the needed ProSe Encryption Key (PEK) to be able to encrypt the data. The UE can protect the data to be sent with the relevant keys and algorithms at the bearer level (see clause 6.2.3.3 for more details). 
A receiving UE would need to derive the PTK using the information in the bearer header and then the PEK used to decrypt the data. 

When the PGKs are provided to the UE, they shall be provided with an Expiry Time. The Expiry Time of the PGK needs to be set such that the keys for later periods have a longer expiration period. Each PGK for each group should be associated with a different Expiry Time value.
When protecting data that is to be sent, the UE uses the PGK with the earliest expiration time to derive the PTK etc, for that group. If there are more than one PGK in the group with the same expiration time, the UE randomly chooses a PGK to use. When receiving protected data the UE shall only use the PGK as indicated by the 5 LSBs of the PGK ID in the PDCP header if that PGK has not expired or if that PGK has most recently expired. Otherwise, the UE should silently discard the received protected data. All other expired PGK(s) should be deleted.

When a PGK key is deleted in the sending UE and receiving UE, all related keys as PTK and PEK derived from the expired PGK shall be deleted as well as the related PGK Identity, PTK Identity and Counter. After releasing all the PDCP entities of a group, the PTK and PEK derived for the group is deleted.
/*********************End Changes**************************************/

