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********************************              Begin change               ***********************************
5.3.2
Security requirements

The ProSe UEs shall support GBA as specified in [5] and HTTPDigestAKAv2as specified in [22].

The ProSe function shall support either the GBA-NAF function as specified in [5] or HTTPDigestAKAv2 as defined in [22].
Both the UE and ProSe Fn shall support the TLS-PSK as specified in [23].
Only the ProSe Function may provide configuration data impacting the ProSe-related network operations to the ProSe-enabled UE. 3rd parties shall not be allowed to provide such parameters.

The ProSe-enabled UE and the ProSe Function shall mutually authenticate each other.

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be integrity protected. 

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be confidentiality protected. 

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be protected from replays. 

The configuration data shall be stored in the UE in a protected way to prevent modification.

Some configuration data may require to be stored in the UE in a protected way to prevent eavesdropping.

The transmission of UE identity should be confidentiality protected on PC3 interface.
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