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Security Capability Requirements for Countering Smartphone-based Botnets
Summary
Along with the fast development of mobile Internet and the widespread use of smartphones, surveys show the trend that formerly PC-based botnets are replicating to smartphones very quickly. Compared with PCs and servers, smartphones have less processing power, storage space and battery life, however, the adversarial influence of smartphone-based botnet might be more impactful to users, as (1) many important PIIs are stored on the smartphones; (2) user experience may degrade significantly due to the prevalence and user dependence on smartphones if attacks to them or to the operator’s infrastructure occur. 
The new work item will mainly analyse the background and security threats of smartphone-based botnet, and provide security capability requirements.
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Security Capability Requirements for Countering Smartphone-based Botnets
1	Scope
This work item is to provide security capability requirements for countering smartphone-based botnets. The intent of the work item is to study the challenges brought forward by smartphone-based botnets, and hence their specific threats to and requirements on the operator’s network as well as smartphone themselves. The scope of study will focus on threat analysis and requirement enumeration. The purpose is to safeguard operator’s infrastructures and smartphones, ensure operator’s services and service qualities, and enhance user experience. Detailed technical solutions, other intelligent terminals such as tablet devices are beyond the scope of this work item. 
[bookmark: _Toc378162133][bookmark: _Toc378162490]2	References
[ITU-T X.1205]			Recommendation ITU-T X.1205 (04/2008), Overview of cybersecurity
[ITU-T X.Supl.8]		Recommendation ITU-T X.Supplement 8, Supplement on best practices against botnet threats
[ITU-T X.1546]			Recommendation ITU-T X.1546, Malware attribute enumeration and characterization
[bookmark: _Toc378162134][bookmark: _Toc378162491]3	Definitions
3.1	Terms defined elsewhere
This clause is intentionally left blank.
[bookmark: _Toc378162138][bookmark: _Toc378162492]4	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
TBD.
[bookmark: _Toc378162139][bookmark: _Toc378162493]5	Conventions
None.
[bookmark: _Toc378162494]6	Background
Along with the fast development of mobile Internet, mobile terminals are becoming more intelligent and high-performance. In this document the term smartphone refers to the types of mobile phones with the following characteristics,
· has independent operating system;
· users may install third-party applications including software and games, through which the functions and capabilities of the phone can be continuously expanded;
· has wireless network access capability and can access mobile Internet through mobile operators’ communication networks.
In recent years, the smartphone user population continues to grow rapidly. While providing convenience to people’s lives, smartphones are also bringing in more and more security threats.
6.1	Overview of security consideration
[bookmark: _Toc378162141][bookmark: _Toc378162495]Considering the rapidly growing population of smartphone users, the smart-phone based botnets must be effectively suppressed and controlled to prevent them from becoming a significant factor that influences the stability of society and threats the public security in the future.
For mobile operators, large-scale botnets will severely impair the effective utilization of operators’ network and lower the quality of service to users, leading to user dissatisfaction and loss of subscribers. For users, if by any chance their smartphones are hacked and controlled via botnet, their potential loss can be huge as many of their privacy information are stored on the smartphones.
Therefore, the work of countering smartphone-based botnet is both prospective and with practical significance. The operators’ security awareness in this field should be increased to suppress botnets’ rapid growth, decrease the loss of subscribers, reduce users’ complaint, etc.
6.2	The trend of smartphones security
The emergence of smartphone viruses can be traced back to 2004 when Cabir, the first smartphone-based worm, was discovered. In 2009 the malware iKee.B began to possess botnet characteristics and could take control of infected iPhones and send back user privacy information to the bot master. In 2011 a representative mobile botnet Android.Geinimi was found. It can conceal communication methods, has abundant attack modules and is considered highly harmful.
The widespread use of smartphones is always accompanied by extra-ordinary growth in smartphone-based malwares, which mostly make use of certain functions of smartphones as propagation medium. After download and installation, these malware will frequently send advertisements, induce extra smartphone traffic and fee deduction in secret, etc., bringing loss to the smartphone users. Moreover, smartphone users may also encounter issues such as they themselves be misled to phishing websites, their smartphones be infected by viruses or Trojans, their contact list and address book be disclosed or stolen, their account and password be stolen, etc. Among these crimes, the disclosure of PII, personal account and password happen most frequently.
In recent years malwares aiming at smartphones grow exponentially. These malwares are the main carriers for botnet virus propagation. The primary purpose of bot masters is to make profit from privacy information theft and malicious fee deduction etc. Currently the most common malwares include privacy information theft, malicious fee deduction, rogue behaviours, performance deterioration and malicious propagation, etc.
6.3	Protection on smartphones
Harassing calls, spam SMS, and other security events caused by web browsing, file downloading and mobile payment, etc. are the main security issues for smartphone users. Currently Harassing calls, spam SMS, and other security events caused by web browsing, file downloading and mobile payment, etc. are the main security issues for smartphone users. Currently these threats are mainly mitigated by installing security software on smartphones.
The two main functions of smartphone security software are phone management and security protection. The management function mainly includes memory clean-up, standby time extention, automatic booting programs management, SMS management, phone number management, etc. The purpose is to make the smartphone run more smoothly and to improve device usage efficiency. The security protection function mainly includes data traffic monitoring, screening harassing calls, regular scanning, regular killing of viruses, etc. The purpose is to prevent smartphones from security threats.
The installation of security software could to some extent keep smartphones from botnets and malwares at the user terminal side, but as the skills of the attackers improve and their attacking approaches diversify, smartphones are facing more and more security threats. Along with boosting security protection ability at terminal side, the operators need to provide more security protection abilities at the network side. The coordination and cooperation of both sides will greatly enhance smartphones’ capability to withstand attacks from botnets.
7	Characteristics of smartphone-based botnets
The characteristics of smartphones and mobile networks are being exploited by smartphone-based botnets which spreads malware in large scale by making use of the Internet. Hence by analysing the characteristics of smartphones, mobile networks, and by analysing the attack purpose of the bot masters, the characteristics of smartphone-based botnets could be summarized and potential security threats can be recognised.
7.1	Personal information on bots
Smartphone-based botnets are comprised of a great amount of bot smartphones. Unlike traditional PCs, many PII and privacy information are centrally stored on these smartphones, making the smartphone-based botnet a greater threat to compromised smartphone users who may suffer bigger losses.
Smartphones integrates functions including personal information management, schedule and agenda, diary, task arrangements, multimedia applications and webpage browsing, etc. These personal information abundant applications make the smartphone a primary target for attackers. Besides, the GPS function enables the acquisition of user location information which is another user privacy information. Once these information are acquired by attackers, the users’ privacy information could be disclosed.
7.2	Various ways of propagation
First, smartphone-based botnets could spread through maliciously modified applications which can typically be found and downloaded from application stores and mobile phone forums that require no securely authentication.
Second, smartphone-based botnets could spread through Bluetooth, WiFi, USB and other peripheral interfaces of smartphones.
Third, smartphone-based botnets could spread through HTTP, SMS, MMS, QRcode, etc.
Various propagation media make smartphone-based botnets relatively easy to spread which correspondingly places higher  demands on security protections.
7.3	Openness
The open mobile operating systems enabled the smartphones the maximum extension on the choice of application programs. The open system brings in more applications, and in the meantime more potential threats and hackers. The openness allows hackers to embed viruses or Trojans into extended applications which facilitates the easier propagation of smartphone-based botnets.
Smartphones have multiple types of peripheral interfaces including Bluetooth, NFC, USB, etc. Any of these peripheral interface connections could be utilised by the attackers. Besides, smartphones generally support 2G, 3G or 4G mobile network access as well as WiFi access, through which users can access the Internet. These functions reveal unique application and commercial value, and in the meantime provide more attacking channels to attackers.
7.4	Directional infection
Smartphone-based botnets usually aim at certain types of targets, making them infected through direct copying or tricking the users to download malware or Trojans. Attackers can also aim at smartphones with the same operating systems for infection. This highly increases the attacking efficiency and decreases attacking cost.
7.5	Concealment
Smartphone-based botnets are becoming more and more complex. Some botnets are capable of concealing their attack behaviours, deleting their installation traces after successfully infecting the smartphones. Some can send user privacy information to specific Internet server during idle period and then erase the network access trace and the outbox trace. Some can even customize services to service providers and automatically screen verification messages from mobile operators.
Some smartphone Trojans and malwares which steal privacy information or cause malicious fee deduction do not launch attacks right after their successful installation. Instead, they will launch attacks according to the time periods set by the malware or utilizing the idle times of the infected smartphones.
Many botnets propagate through malicious programs embed in the popular mobile applications. When users download and install applications from application stores or mobile phone forums without secure authentication mechanisms, the malicious programs concealed in the applications will be triggered.
7.6	Commercial interests
Different from most traditional malwares the purpose of which is sabotage, smartphone-based botnets are more profit-driven. For example, they make profits from stealing user privacy information or from malicious fee deduction; currently they have thus formed a black industry chain. The commercial interest makes the attackers invest more resources into developing smartphone-based botnets and promoting the development of the black industry chain. This means that smartphone-based botnets will bring more and more security threats to users; and the difficulty in protecting against it will grow continuously.
8	Security threats
8.1	User privacy information disclosure
· Phone card information
Once a smartphone becomes a bot, bot masters could steal user’s phone card information including the phone registration information, hardware configuration parameters, etc. Bot masters can make higher profits via selling or disclosing these privacy information. What’s worse is that bot masters may launch more dangerous attack to smartphones with same configurations via analyzing the vulnerabilities of these phones.
· Phone storage
The bot masters of smartphone-based botnet can use cloud to implement remote control all of bots. In this way, bot masters can steal from the bot smartphones user privacy information including phone number, contact list, call logs, Emails, location information, photos and videos, etc. Bot masters can control bots to upload these information to remote servers.
· Bank account and password
When a user is making mobile payment via smartphone, attackers may be able to acquire full control of user’s smartphone by utilizing its vulnerabilities, and then steal the user’s bank account and password. Furthermore, attackers can intercept the SMS verification code and initiate malicious money transfer, and in the meantime be able to wipe out the trace of the attack. In this way attackers can make easy money without being perceived by smartphone users..
· Applications’ account and password
By the same means attackers can steal user account and password for applications. They may utilise the information for further fraud and make profits accordingly.
8.2	Malicious fee deduction
· Automatically download or delete software
Once a smartphone is turned into a bot, it will receive instructions from C&C servers and bot masters can control the phone to do almost anything. The smartphone may automatically download many unnecessary applications that the user does not need, or it may uninstall specified applications instructed by the bot master. These behaviours may consume extra smartphone traffic and result in financial loss.
· Spam SMS
Some malwares can control smartphones to send spam SMS according to its contact list. Attackers first trick users into downloading and installing the malware, then the infected smartphone will automatically contact C&C server for instructions. After receiving spam SMS instructions the smartphone will send spam SMS messages according to its contact list, resulting in performance drop and malicious fee deduction from Internet access and SMS charges. Frequent spam SMS might jam mobile channels, leading to performance drop and unavailability of the smartphone. Moreover, if the compromised smartphones belong to certain companies or public institutions, their reputation might be considerably undermined as the contact list stored in these smartphones probably points to important business partners or government institutions. Upon frequent reception of spam SMS, their phone numbers might be added to recipients’ black list which lead to unpredictable financial loss and damage to business cooperation. 
8.3	Rogue behaviours
· DDoS attack
Along with the widespread use of smartphones and fast growth of mobile Internet applications, bot masters may launch DDoS attacks if the amount of the controlled bots is huge. Bot masters may control a large amount of infected smartphones to launch attacks simultaneously at a specific websites, leading to its broken down. Especially, if the compromised smartphones belong to certain companies or public institutions, their reputation might be considerably undermined as the contact list stored in these smartphones probably points to important business partners or government institutions. Upon detection of DDoS attack, the target will respond by screening attackers’ phone numbers which lead to unpredictable financial loss and damage to business cooperation.
· Malicious advertisement deception
Infected smartphones may be turned into a spam advertisement receiver. Users may often receive various advertisements and their each click of them will bring revenue to the botnet. In this way, bot masters can make huge profits from advertisement fee fraud except that the advertisement is not clicked by users but rather by the malicious bot programs..
8.4	Performance consumption
Bot masters may induce performance drop for smartphones via the following ways,
· Virus components may be disguised as PNG images whereas in fact they are automated scripts. After infection the virus will be loaded automatically during start-up of the smartphone and persistently run in background, leading to grave performance drop of the operating system;
· Frequently connect to Trojan servers for instructions, leading to persistent damage to the smartphones;
· Automatically download spam applications in background, resulting in grave battery consumption and performance drop in a short period of time;
· Bot masters persistently send spam SMS to the infected smartphones, causing them cannot be operated until battery worn out.
8.5	 Malicious transmission
Some malwares can download certain applications to the infected smartphone in background without user permission, and later pop-up fraud messages to trick the user to touch the screen for installation. Once the application is installed it will access specific website in the background to boost its download ranking so as to deceive more users to download the malicious application. In this way the scale of the botnet is expanded, and the attackers can get more profits.
8.6	 Loss of credibility
Botnet-infected user smartphones could be used to send spam Emails or participate in distributed denial-of-service (DDoS) attacks; these behaviours not only induces network cost and consumption of battery but also leads to loss of user credibility. For example, a botnet-infected smartphone sends bulk spam messages or Emails to the contact list stored in the smartphone, the sender (smartphone owner) will lose his or her credibility significantly. Especially, if the compromised smartphone belongs to certain company or public institution, the loss may be much higher as the contact list stored in these smartphones probably points to important business partners or government institutions.
9	Security capability requirements
9.1	 Network security capability requirements
9.1.1	 Network traffic monitoring
Operators should offer the ability of monitoring the smartphones’ internet traffic. They could establish traffic monitoring mechanism or table for each users, and intelligently analyze the users’ internet traffic. Once detecting the abnormal traffic in a period of time, operators could alarm immediately or inform users in time, and intercept the suspicious traffic if necessary.
9.1.2	 Mobile malicious code detection
The security protection devices in operators’ network should detect and analyze malicious code in the applications. If they detect the malicious code in the applications, operators could alarm immediately or inform users who are downloading or using the applications in time.
9.1.3	 Sensitive information encrypted transmission
Operators’ network should support the encrypted transmission of smartphones outgoing information. If smartphones put the encryption into service, the network devices in operators’ network could guarantee the integrity and confidentiality of the transmitted information. It should include the encrypted transmission of contacts, location, accounts and password, etc.
9.1.4	  Use of honey net
Operators’ network should deploy honey net, which could lure the access of bot masters’ commands and malicious applications. If operators capture the information of bot masters and botnets, they could trace and analyze them.
9.1.5	 Protection of DDoS attack
· [bookmark: OLE_LINK7][bookmark: OLE_LINK8]The security protection devices and DNS servers in operators’ network could configure security policies, which could intercept the connection between bots and bot masters.
· Firewalls, IDS, IPS and other security protection devices in operators’ network could configure security policies, which could detect and intercept the DDoS attack traffic.
· The network and security protection devices in operators’ network could intercept the DDoS attack traffic which attack aim is in other domains.
9.1.6	 Detection of botnets
[bookmark: OLE_LINK11][bookmark: OLE_LINK12]The security protection devices in operators’ network could detect variant botnets. In order to filter malicious traffic, they can analyze bot behaviours, set up a list of bot masters and IP address reputation. Moreover, different operators in the world could collect and share the information of bot masters and IP address reputation.
9.1.7	 Detection and disposition of spam SMS
[bookmark: OLE_LINK13][bookmark: OLE_LINK14]The operators’ network should have the mechanism of detecting and disposing spam SMS. If the operator detect a smartphone suffer the spam SMS attack, they should intercept immediately, and in order to dispose on the smartphone by users, operators could inform users in time. In this way, we can keep the smartphone from breaking down because of the receiving of massive spam SMS.
9.1.8	 Black list and white list mechanism
The security protection devices in operators’ network could offer the black list mechanism, they could add the malwares, malicious codes and malicious websites into black list. If bot masters ask bots to connect the malicious website or to download the malwares in the black list, the security protection devices could intercept in time. 
Accordingly, the security protection devices in operators’ network could offer the white list mechanism, they allow users to connect trusting websites and to download trusting applications in the white list in some special cases.
9.1.9	 Cooperation
In order to improve the safety and credibility of security software, operators could cooperate with the security manufactures of smartphones. Together complete the protection against smartphone-based botnet in both network site and smartphone site via the cooperation mechanism.
Besides, operators should also cooperate with the government and administrative department. If a smartphone becomes a bot, operators should inform the administrative department to tell users, by which can cause the users enough attention. Furthermore, to fight with smartphone-based botnet and its malicious behaviours, operators should cooperate with the government and administrative department to develop appropriate regime and legislation.
9.1.10	 Assurance of identity
TBD.
Editor’s note: This part corresponds to clause 8.6, however, the proper description text is still under development.
9.2	 Smartphones security capability requirements
9.2.1	 Privacy information encrypted storage
Smartphones should support encrypted storage of contacts, SMS, photos, call records and other personal privacy information. The privacy information should be stored in smartphones through encrypted methods.
9.2.2	 Encrypted access of privacy information
Smartphones should provide encrypted access mechanism of contacts, SMS, photos, call records and other personal privacy information. The users should be able to set password or fingerprint or other patterns to access some type of personal information, or set password or fingerprint or other patterns to access part of some type of personal information(such as some specific photos or SMS, etc.).
9.2.3	 Usage of security software
Smartphone users should install security protection software on their mobile phones. It could help users detect and dispose potential threats or vulnerabilities in the system, and provide necessary protection measures when the system is under attack. If the smartphone doesn’t have protection software, it should be able to remind the user to install. If the software has been installed, the smartphone should be able to remind the users to inspect the system regularly and update the security software to the latest version.
9.2.4	 Bank account binding warning
When the smartphone users are using mobile payment function, if the users choose to save account number or password, the smartphone should be able to warn the users that it is not recommended to save account number or password in the smartphone, in case of information disclosure.
9.2.5	 Internet traffic monitoring on smartphones
The security protection software on smartphones should be able to intelligently analyze the internet traffic usage of the users. Once it detects abnormal traffic in a short time, it should be able to intercept suspicious traffic as soon as possible and prompt the user to turn off network connection or stop browsing suspicious websites.
9.2.6	 Mobile malicious code disposal
After detecting malicious code in applications or malwares, the smartphone should be able to remind the user to deal with it. The users should choose if they need to delete the software and report the information to relevant administrative department.
9.2.7	 Secure usage of Wifi
To prevent MITM when using wifi and to keep the users’ account number and password in safe, smartphones should provide measures to guarantee secure usage of wifi. For example, when the user turns on wifi connection, the smartphone should be able to turn on the encrypted transmission function automatically, and to turn it off automatically when wifi connection is off.
9.2.8	 Third-party verification mechanisms
When smartphone users are using mobile payment or other applications that requires account logging in, the smartphone should support third-party verification for the payment action, such as voice informing or image verification code, etc.
9.2.9	 Performance consumption monitoring
Smartphones should be able to monitor the CPU performance consumption and power consumption. When CPU performance consumption or battery power consumption is abnormal, it should generate warning notification to inform the user.
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