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ITU-T Study Group 17, Security, it its Question 6/17, Security aspects of ubiquitous telecommunication services, thanks the GSMA Security Group for its Liaison Statement on the proposals for new work items in SG17. See TD 1295.
At the meeting of SG17, the liaison statement was reviewed concerning the proposal on a Functional Security Requirements and Architecture for Mobile Phone Anti-theft Measures.
After extensive discussion, it was agreed to:
· establish new work item using the general requirements of antitheft countermeasures produced by GSMA; and
· propose GSMA security group to start a collaborative work including a joint project on this issue.
We are happy to inform you that Mr Heung-Youl Youm has been designated as a Liaison Officer for collaboration with GSMA SG on this issue.
We appreciate your collaboration on this matter.
Annexes: 2
· Annex 1 - New work item template X.msec-9, Functional security requirements and architecture for mobile phone anti-theft measures
· Annex 2 - Annex 2 - Draft Recommendation ITU-T X.msec-9, Functional security requirements and architecture for mobile phone anti-theft measures.

Annex 1 - New work item template X.msec-9, Functional security requirements and architecture for mobile phone anti-theft measures

	Question:
	6/17
	Proposed new ITU-T Recommendation
	17-26 September, 2014

	Reference and title:
	X.msec-9, Functional security requirements and architecture for mobile phone anti-theft measures

	Base text:
	Annex 1
	Timing:
	February – 2017

	Editor(s):
	Xia Junjie, China Unicom, xiajj2@chinaunicom.cn
Heung-Youl Youm, Korea (Republic of), hyyoum@sch.ac.kr
	Approval process:
	TAP

	Scope (defines the intent or object of the Recommendation and the aspects covered, thereby indicating the limits of its applicability):

	This Recommendation addresses the functional security requirements and architecture for the smartphone anti-theft measure (aka, a kill switch), which allows customers to remotely disable stolen or lost smartphone devices.
It is anticipated that security requirements and functional architecture identified in this Recommendation can be applicable to smartphones which are able to provide anti-theft measures reflecting views from smartphones customers, smartphone manufactures and mobile service operators. 
This Recommendation will focus on the functional requirements, functional architecture, and mechanisms. It will not develop the general requirements for Smartphone anti-theft developed by GSMA.

	Summary (provides a brief overview of the purpose and contents of the Recommendation, thus permitting readers to judge its usefulness for their work):

	Smartphones are proliferating dramatically and have become an indispensable part of our daily life. Many smartphone customers had their phones stolen. A smartphone anti-theft measures, aka, a kill switch tool, should provide the capability to:
· wipe remotely the authorized user's data that is on the smartphone in the event it is lost or stolen;
· render the smartphone inoperable to an unauthorized user;
· prevent reactivation without authorized user's permission to the extent technologically feasible; and
· reverse the inoperability if the smartphone is recovered by the authorized user and restore user data on the smartphone to the extent feasible.
This Recommendation will focus on the functional security requirements and functional architecture based on the general requirements described by GSMA.

	Relations to ITU-T Recommendations or to other standards (approved or under development):


	[ITU-T Supplement 19] Supplement 19 to ITU-T X-series Recommendations (2013), Supplement on security aspects of smartphones
GSMA Recommendations on device anti-theft features Version 1, 15 July 2014

	Liaisons with other study groups or with other standards bodies:

	3GPP, GSMA

	Supporting members that are committing to contributing actively to the work item:

	Brazil, China Mobile, China Unicom, ETRI, Huawei, KISA, Korea (Republic of), Sudan, Uganda, ZTE.



Annex 2 - Draft Recommendation ITU-T X.msec-9

Functional security requirements and architecture for mobile phone anti-theft measures
1	Scope
This Recommendation addresses the functional security requirements and architecture for the smartphone anti-theft measure (aka, a kill switch), which allows customers to remotely disable stolen or lost smartphone devices. 
It is anticipated that functional security requirements and functional architecture identified in this Recommendation can be applicable to smartphones which are able to provide anti-theft measures reflecting views from smartphones customers, smartphone manufactures and mobile service operators. 
This Recommendation will focus on the functional requirements, functional architecture, and mechanisms. It will not develop the general requirements for Smartphone anti-theft developed by GSMA.
2	References
The following ITU-T Recommendation and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is published regularly.
A reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
 [ITU-T Supplement 19] Supplement 19 to ITU-T X-series Recommendations (2013), Supplement on security aspects of smartphones
3	Terms and Definitions
3.1	Terms defined elsewhere
This Recommendation uses the following terms defined elsewhere:
3.1.1	mobile phone [Supp 19]: An electronic device used for making phone calls and sending text messages across a wide geographic area through radio access to public mobile networks, while allowing the user to be mobile.
3.1.2	smartphone [Supp 19]: A mobile phone with powerful computing capability, heterogeneous connectivity and advanced operating system providing a platform for third-party applications.
3.2	Terms defined in this Recommendation
This Recommendation defines the following terms:
3.2.1	Owner: The authorized owner and user of the mobile device
4. 	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
5. 	Conventions
This Recommendation uses the following conventions:
LOA	Level of assurance
6.	Overview of anti-theft measures
7.	Functional architecture for mobile phone anti-theft measures
8.	Functional security requirements and mechanisms
· Authentication of a device owner by a network operator to disable a device should require at least LOA 3 described in [b-X.1254].
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Appendix A:
Basic security requirements for anti-theft measures

The Appendix describes general requirements in this clause are based on those described in [b-GSMA]. Additional requirements will be provided in the future.

A.1 	General requirements 
· The authentication framework for anti-theft measures is required to use the entity authentication assurance framework [b-X.1254].

A.2	Device owner
· To confirm the device have been irretrievably lost or stolen (e.g. GPS coordinates show the device in a location unknown by the owner), the owner is required to start the procedure to disable service, after conducting followings:
· Signalling the device to emit a loud tone for an extended period (30 seconds to 3 minutes) to allow the owner an opportunity to find the device, assuming it is within earshot,
· Displaying a message on the device lock/home screen asking for return of the device,
· Finding the location of the device using GPS (or any other location technology if this feature is supported by the device) and show the location on a map;
· The owner is required to explicitly be ‘opted-out’ of the device disabling feature but is required to be ‘opted-in’ as a default;
· On initial start-up and set-up of mobile device, a short tutorial is recommended to be shown to the owner to educate on general safe behaviour when using and storing the new device. Completion of the tutorial should be made necessary before service activation;
· The device owner is recommended to be able to access and invoke a device disabling function via the use of self-service capabilities, without needing to involve the network operator;
· A device owner is recommended not to be able to re-enable a device if it was disabled by the operator;
· The owner may invoke a feature to backup all device data that belongs to the owner (personal data), to a secure network server;
· The owner is required to have the ability to remotely render all device data inaccessible;
· The owner is required to have the ability to remotely wipe user data (such as pictures, videos, phonebook, emails etc.) from the device. If the user data is strongly encrypted, then wiping the encryption key from the device is sufficient;
· For lost or stolen devices registered on a visited network (roaming), the owner may be advised of any additional costs when attempting to invoke functions to back-up data, disable the device or to restore the device;
· An unauthorized user is required not to be able to access the functions of, or data on, a disabled device;
· A function to display a custom message on the home/lock screen of the device when the device is not in the owners’ possession should be made available to the owner.

A.3 	Server
· A Network operator is required to authenticate a request from a device owner to initiate disabling a device;
· An owner request to disable a device is required to be authenticated and is only required to control the device which is registered to that owner;
· The location and access to servers supporting the disable feature is required to be secure;
· Only authorized personnel with sufficient training is recommended to be allowed to access and invoke the disabling functions;
· The server is required to generate and retain logs of all disable requests received;
· When restoring service to a re-enabled device that was previously disabled, the owner’s backed-up data and applications is required to be restored to the device;
· Owner data that has been backed-up is required to be stored securely and the confidentiality and integrity of that data guaranteed;
· Once an owner has requested their device to be disabled, they can expect the function to complete execution in less than 15 minutes, if the device can be successfully authenticated;
· Factory reset cannot be used as a means to bypass anti-theft measures.

A.4 	Mobile device
· The request to disable a device is required to be verified as authentic before proceeding to any next step towards device disablement;
· The mechanism to disable a mobile device is required to be executed from an authorized server supporting the disable function. In order to fulfil this requirement the following is needed:
· A secure connection between the device and server;
· Authentication by the server of the device;
· Authentication by the device of the server and the server being authorized to perform the function;
· The mobile device, on initial start-up and setup is required to explicitly guide the owner through the setup of anti-theft features and any other relevant security features such as device access control mechanisms;
· The device is required to have the capability to have service re-enabled by the legitimate owner after it has been disabled. It is required not to be capable of being re-enabled by anyone who is not the rightful owner;
· The device disable function is recommended to be operable when a device is not connected to a public land mobile network but is connected to the Internet;
· For lost or stolen devices registered on a visited network (roaming), all functions for backing-up data, disabling the device and restoring the device is required to function successfully.

A.5 	Device manufacture
· Device manufacturers are recommended to continue to implement and evolve measures to deter and prevent the unauthorized re-initialization of a lost or stolen device to a state where it can be used by someone other than the owner.
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