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*******************FIRST CHANGE******************************
6.2.4.4
Provisioning of the group master key

6.2.4.4.1
General

To create the group's security association, a Group Master Key (GMK) is distributed to Public Safety UEs in a group notification message. The Group Manager generates and distributes the group notification message via a Local Group Server and a Serving Signalling Server. 

The role of the Group Manager is to manage the security context for a (set of) specific group(s). The Local Group Server manages group communications with local group Public Safety UEs. The Serving Signalling server manages the routing of messages to Public Safety UEs. For one-to-many group communications, the Serving Signalling Server, Local Group Server and Group Manager should be viewed as functions provided by the ProSe Function. 

Security associations are setup using group notification messages generated by the Group Manager. Group notification messages notify Public Safety UEs of the existence of the group and also provide the GMK encrypted for the Public Safety UE.
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Figure 6.2.4.4.1-1: Overview of Group security configuration

The security processes are summarized in Figure 6.2.4.4.1-1. The GMK is encrypted to the user identity associated to the Public Safety UE and signed using the (key associated with the) identity of the group, an identity which the group manager is authorized to use by the KMS. Key distribution is confidentiality protected, authenticated and integrity protected via this mechanism.
It is expected that there will be one GMK per group UID. In the event of compromise of the GMK, the group owner will use a new Group UID with a new GMK. 

6.2.4.4.2
Security procedures for GMK provisioning

This procedure distributes a Group Master Key (GMK) from the group manager to the Public Safety UEs within the group. 

Figure 6.2.4.4.2-1 shows the security procedures for creating a security association for a group.
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Figure 6.2.4.4.2-1: Security configuration for Groups

A description of the procedures depicted in Figure 6.2.4.4.2-1 follows:

1. Prior to beginning this procedure the Public Safety UEs shall be provisioned by a KMS as described in clause 6.2.4.3. The Group manager shall also be securely provisioned by the KMS to use the identities of the group(s) that it manages.

2. The Public Safety UE shall register with a serving signalling server to use communication services. As part of this mechanism the Public Safety UE shall register with a group server and group manager. 

NOTE 1:
As a consequence of registration, the group server obtains address information for Public Safety UEs. 

3. The group manager shall send a notification message to Public Safety UEs within the group. 
The message shall be routed to the local group manager. The notification message shall contain a MIKEY-SAKKE I_MESSAGE as specified in RFC 6509 [12] and shall encapsulate a GMK for the group. 
The I_MESSAGE shall be encrypted to the user identity associated to the Public Safety UE and shall be signed using the (key associated with the) group identity. The message should also provide the GMK key id and period of use for the GMK.

NOTE 2:
Only a Group Manager authorised by a trusted KMS knows the private key associated with the group identity and is able to sign a message. All group members are able to verify the signature and hence can confirm the group manager is authorised to manage this group.

NOTE 3:
If there is a requirement to multicast the group notification message, the group manager should send the group notification message to a URI-List, and should include a different I_MESSAGE for each UE. 

4. The local group server shall forward the group notification message to the user's serving signalling server.

5. The serving signalling server shall forward the message to the Public Safety UE. 
The UE shall verify the group identity and signature of the I_MESSAGE are acceptable. If so, the UE shall extract the GMK from the I_MESSAGE. The UE shall use the last received GMK as the current group key based on the timestamp in the I_MESSAGE.

6. Upon successful receipt and processing, the Public Safety UE shall confirm receipt of the group notification message to its serving signalling server. The confirmation contains no security information.

7. The serving signalling server shall forward the confirmation to the local group server.

8. The local group server shall forward the confirmation to the Group manager.

If rekeying or revocation of the GMK is required, the Group manager may repeat the above procedure using a new Group identity. 
*******************END OF FIRST CHANGE******************************

