3GPP TSG SA WG3 (Security) Meeting #76
S3-142216
25-29 August 2014 Sophia Antipolis (France)
revision of S3-13abcd
Source:
< Samsung >

Title:
< ProSe Security reference point >

Document for:
< Discussion, Approval >

Agenda Item:
7.11
Work Item / Release:
ProSe / R 12 
Abstract of the contribution:

1
Introduction

In the 104th SA2 Working group meeting, SA2 working group change the reference point for the Proximity based Services. The Security requirements and solutions have to be considered based on the changes of architecture made in the TS 23.303. Therefore, this contribution considers the removal of reference point , and security aspects are addressed.  

2 
Proposal
The following is proposed for change in the TR 33.833 to support security features for Proximity based Services architecture.  

3
PCR 

*** 1st Change ***
4.2
Architecture for ProSe

The high level ProSe architecture is given here for SA3 to study security threats, requirements and solution in the present document. This architecture is based on the Non-Roaming Reference Architecture (Figure 4.2-1), Inter-PLMN Reference Architecture (Figure 4.2-2), and Roaming Reference Architecture (Figure 4.2-3) of TS 23.303 [20].
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Figure 4.2-1: Non-Roaming Reference Architecture (TS 23.303 [20]) 





Figure 4.2-2: Inter-PLMN Reference Architecture (TS 23.303 [20])







*A ProSe Proxy Function may be needed when PDN GW is located in the VPLMN
Figure 4.2-3: Roaming Reference Architecture (TS 23.303 [20])
For Discovery and Direct Communication, SA3 should study the security of the reference points given below:

PC1:
The reference point between the ProSe application in the UE and in the ProSe Application Server. 
It is used to define application level signalling requirements. This reference point is not described in Rel-12 of the present document.
Editor's Note: It is FFS if this is in scope of 3GPP SA3.  

PC2:
The reference point between the ProSe Application Server and the ProSe Function. It is used to define the interaction between ProSe Application Server and ProSe functionality provided by the 3GPP EPS via ProSe Function (e.g. name translation) for EPC-level ProSe Discovery.

PC3:
The reference point between the UE and the ProSe Function. PC3 relies on EPC user plane for transport (I.e. an "over IP" reference point). It is used to authorize ProSe Direct Discovery and EPC-level ProSe Discovery requests, and perform allocation of ProSe Application Codes corresponding to ProSe Application Identities used for ProSe Direct Discovery. It is used to define the authorization policy per PLMN for ProSe Direct Discovery (for Public Safety and non -Public Safety) and communication (for Public Safety only) between UE and ProSe Function.

PC4a:
The reference point between the HSS and ProSe Function. It is used to provide subscription information in order to authorize access for ProSe Direct Discovery and ProSe Direct Communication on a per PLMN basis. 
It is used by the ProSe Function (EPC-level ProSe Discovery Function) for retrieval of EPC-level ProSe Discovery related subscriber data.

PC4b:
The reference point between the SUPL Location Platform (SLP) defined in OMA AD SUPL [30] and the ProSe Function. PC4b is used by the ProSe Function (EPC-level ProSe Discovery Function) (in the role of LCS client to query the SLP defined in OMA AD SUPL [30].

PC5:
The reference point between ProSe-enabled UEs used for control and user plane for ProSe Direct Discovery, ProSe Direct Communication and ProSe UE-to-Network Relay.

PC6:
When the UE is not roaming, the reference point between the ProSe Function in the HPLMN and the ProSe Function in a different PLMN. It is used to authorize ProSe Direct Discovery requests, and perform allocation of ProSe Application Identity Codes and ProSe Application Identity Names from the HPLMN. It is used for HPLMN control of ProSe Service Authorization.

PC7:
When the UE is roaming, the reference point between the ProSe Function in the HPLMN and the ProSe Function in the VPLMN or ProSe Function in another PLMN. It is used to authorize ProSe Direct Discovery requests, and perform allocation of ProSe Application Identity Codes and ProSe Application Identity Names from the HPLMN. 
It is used for HPLMN control of ProSe Service Authorization.

S6a:
In addition to the relevant functions defined in TS 23.401 [5] for S6a, in case of ProSe S6a is used to download ProSe related subscription information to MME during E UTRAN attach procedure or to inform MME that subscription information in the HSS has changed.

S1-MME: In addition to the relevant functions defined in TS 23.401 [5] for S1-MME, in case of ProSe it is also used to provide an indication to eNB that the UE is authorized to use ProSe Direct Discovery.

Editor's Note: It is proposed to reuse the existing security mechanisms as much as possible for above interfaces.
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