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Annex <C> Definitions of Personal Data in different countries or areas
NOTE: The following definitions are from privacy laws, not from the telecommunication laws.

	Country/area
	Definition

	China 
	Personal information means any computer data processed by information system, also it is related to specific natural person, and could be used solely or combined with other information to identify a specific natural person. Personal information includes personal sensitive information and general person information. [C1]

	Europe
	Personal data means any information relating to an identified or identifiable natural person ('data subject'); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity. [C2], [C3]

	Germany
	Personal data shall mean any information concerning the personal or material circumstances of an identified or identifiable natural person (“data subject”). [C4]

	France
	Personal data means any information relating to a natural person who is or can be identified, directly or indirectly, by reference to an identification number or to one or more factors specific to him. In order to determine whether a person is identifiable, all the means that the data controller or any other person uses or may have access to should be taken into consideration. [C5]
Sensitive data: “personal data that reveals, directly or indirectly, the racial and ethnic origins, the political, philosophical, religious opinions or trade union affiliation of persons, or related to their health or sexual life” (Article 8 of the DPA Act). [C6]

	UK
	Personal data means data which relate to a living individual who can be identified from those data, or from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller, and  includes  any  expression  of  opinion  about  the  individual  and  any indication of the intentions of the data controller or any other person in respect of the individual; [C7], [C8]

	US
	Record means any item, collection, or grouping of information about an individual that is maintained by an agency, including, but not limited to, his education, financial transactions, medical history, and criminal or employment history and that contains his name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or voice print or a photograph;[D9], [C10], [C11]

	Canada
	Personal  information means  information about an identifiable individual, but does not include the name, title or business address or telephone number of an employee of an organization.[C12]

	Australia
	Personal information means information or an opinion (including information or an opinion forming part of a database), whether true or not, and whether recorded in a material form or not, about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion. 

	New Zealand
	Personal information means information about an identifiable individual; and includes information relating to a death that is maintained by the Registrar-General pursuant to the Births, Deaths, Marriages, and Relationships Registration Act 1995, or any former Act. [C13]

	Russia
	Personal data – any information pertaining to a particular or identifiable, on the basis of such information, natural individual (the personal data subject), including his surname, first name, patronymic, year, month, date and place of birth, address, marital, social, property status, education, profession, income, other information; [C14]

	Japan
	The term "personal information" as used in this Act shall mean information about a living individual which can identify the specific individual by name, date of birth or other description contained in such information (including such information as will allow easy reference to other information and will thereby enable the identification of the specific individual). [C15]

	India
	"Personal information" means any information that relates to a natural person, which, either directly or indirectly, in combination with other information available or likely to be available with a body corporate, is capable of identifying such person. [C16]


Reference from:

[C1] GB/Z 28828-2012 Information security technology-Guideline for personal information protection within    information system for public and commercial services, published by Standardization Administration of China.
[C2] DIRECTIVE 2002/58/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 12 July 2002；concerning the processing of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications)。

[C3] DIRECTIVE 2006/24/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 15 March 2006 on the retention of data generated or processed in connection with the provision of publicly available electronic communications services or of public communications networks and amending Directive 2002/58/EC. http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:105:0054:0063:EN:PDF
[C4] German Federal Data Protection Act (BDSG);In the version promulgated on 14 January 2003 (Federal Law Gazette I, p. 66),last amended by Article 1 of the Act of 14 August 2009 (Federal Law Gazette I, p. 2814),in force from 1 September 2009. http://www.cnil.fr/fileadmin/documents/en/Guide_Security_of_Personal_Data-2010.pdf
[C5] France Act n°78-17 of 6 January 1978 on Data Processing, Data Files and Individual Liberties Amended by the Act of 6 August 2004 relating to the protection of individuals with regard to the processing of personal data. http://www.cnil.fr/fileadmin/documents/en/Act78-17VA.pdf
[C6] France CNIL GUIDE SECURITY OF PERSONAL DATA.  http://www.cnil.fr/fileadmin/documents/en/Guide_Security_of_Personal_Data-2010.pdf
[C7] UK Data Protection Act 1998. http://www.legislation.gov.uk/ukpga/1998/29/data.pdf
[C8] UK The Telecommunications (Data Protection and Privacy) Regulations 1999. http://www.legislation.gov.uk/uksi/1999/2093/pdfs/uksi_19992093_en.pdf
[C9] US The Privacy Act of 1974. http://transition.usaid.gov/policy/egov/pa_1974.pdf
[C10] US The Electronic Communications Privacy Act (ECPA). http://www.law.cornell.edu/uscode/text/18/part-I/chapter-119
[C11]  US The Stored Communications Act,18 U.S.C. §§ 2701-12 http://www.law.cornell.edu/uscode/text/18/part-I/chapter-121
 [C12] Canada Personal Information Protection and Electronic Documents Act (PIPEDA) http://laws-lois.justice.gc.ca/PDF/P-8.6.pdf
[C13]  New Zealand Privacy Act 1993. http://www.legislation.govt.nz/act/public/1993/0028/latest/096be8ed8098cc8b.pdf
 [C14] Russian Federal Law on Personal Data. https://www.privacyassociation.org/media/pdf/knowledge_center/Russian_Federal_Law_on_Personal_Data.pdf
 [C15] Japan Act on the Protection of Personal Information ( Act No. 119 of 2003 (Effective April 1, 2005)). www.cas.go.jp/jp/seisaku/hourei/data/APPI.pdf
[C16] India Information Technology ACT 2008. http://meghpol.nic.in/acts/central/IT_electronic_service_delivery_rules.pdf
Annex <D> The 7 foundational principles in Privacy by Design
The Privacy by Design Principles in this sections originate from [5].

Proactive not Reactive; Preventative not Remedial

The Privacy by Design (PbD) approach is characterized by proactive rather than reactive measures. It anticipates and prevents privacy invasive events before they happen. PbD does not wait for privacy risks to materialize, nor does it offer remedies for resolving privacy infractions once they have occurred — it aims to prevent them from occurring. In short, Privacy by Design comes before-the-fact, not after.
Privacy as the Default Setting
We can all be certain of one thing — the default rules! Privacy by Design seeks to deliver the maximum degree of privacy by ensuring that personal data are automatically protected in any given IT system or business practice. If an individual does nothing, their privacy still remains intact. No action is required on the part of the individual to protect their privacy — it is built into the system, by default.
Privacy Embedded into Design
Privacy by Design is embedded into the design and architecture of IT systems and business practices. It is not bolted on as an add-on, after the fact. The result is that privacy becomes an essential component of the core functionality being delivered. Privacy is integral to the system, without diminishing functionality.
Full Functionality — Positive-Sum, not Zero-Sum
Privacy by Design seeks to accommodate all legitimate interests and objectives in a positive-sum “win-win” manner,not through a dated, zero-sum approach, where unnecessary trade-offs are made. Privacy by Design avoids the pretense of false dichotomies, such as privacy vs. security, demonstrating that it is possible to have both.
End-to-End Security — Full Lifecycle Protection

Privacy by Design, having been embedded into the system prior to the first element of information being collected, extends securely throughout the entire lifecycle of the data involved — strong security measures are essential to privacy, from start to finish. This ensures that all data are securely retained, and then securely destroyed at the end of the process, in a timely fashion. Thus, Privacy by Design ensures cradle to grave, secure lifecycle management of information, end-to-end.
Visibility and Transparency — Keep it Open

Privacy by Design seeks to assure all stakeholders that whatever the business practice or technology involved, it is in fact, operating according to the stated promises and objectives, subject to independent verification. Its component parts and operations remain visible and transparent, to users and providers alike. Remember, trust but verify.
Respect for User Privacy — Keep it User-Centric

Above all, Privacy by Design requires architects and operators to keep the interests of the individual uppermost by offering such measures as strong privacy defaults, appropriate notice, and empowering user-friendly options. Keep it user-centric.
Annex E GSMA Privacy Principles
The GSMA Privacy Principles were taken from [6].

Openness, Transparency and Notice
Responsible persons shall be open and honest with users and will ensure users are provided with clear, prominent and timely information regarding their identity and data privacy practices. Users shall be provided with information about persons collecting personal information about them, the purposes of an application or service, and about the access, collection, sharing and further use of a users’ personal information, including to whom their personal information may be disclosed, enabling users to make informed decisions about whether to use a mobile application or service.
Purpose and Use

The access, collection, sharing, disclosure and further use of users’ personal information shall be limited to meeting legitimate business purposes, such as providing applications or services as requested by users, or to otherwise meet legal obligations.
User Choice and Control

Users shall be given opportunities to exercise meaningful choice, and control over their personal information
Data Minimisation and Retention

Only the minimum personal information necessary to meet legitimate business purposes and to deliver, provision, maintain or develop applications and services should be collected and otherwise accessed and used. Personal information must not be kept for longer than is necessary for those legitimate business purposes or to meet legal obligations and should subsequently be deleted or rendered anonymous.
Respect User Rights

Users should be provided with information about, and an easy means to exercise, their rights over the use of their personal information.
Security

Personal information must be protected, using reasonable safeguards appropriate to the sensitivity of the information.
Education

Users should be provided with information about privacy and security issues and ways to manage and protect their privacy.
It is important that users can understand how best to manage their privacy and protect their personal information, by providing them with clear and simple information about privacy options.

Children and Adolescents

An application or service that is directed at children and adolescents should ensure that the collection, access and use of personal information is appropriate in all given circumstances and compatible with national law.
Accountability and Enforcement

All responsible persons are accountable for ensuring these principles are met.
For these guidelines to have an impact, they must apply to all contributors to the mobile application ecosystem and be built by design into the application platform. All involved in the development, provision, sale and supply of applications, who access, collect and use personal information, or who make it possible for others to access, collect and use personal information, must work to create the tools and interfaces that make these guidelines possible.
