
3GPP TSG-SA WG3 Meeting #76
S3-142131
Sophia Antipolis, France, 25 - 29 August 2014
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.401
	CR
	0539
	rev
	-
	Current version:
	12.11.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	


	

	Title:

	Clarifications to KUPenc 

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	LTE_SC_enh_L1
	
	Date:
	2014-08-18

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	The following clarifications are proposed in this CR:
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key for DRB(s) established with SeNB. 
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Clarified that when the MeNB releases all radio bearers in the SeNB, then it shall in addition instruct the UE to release these radio bearers as well.
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*** BEGIN CHANGES ***
E.2
Dual connectivity architecture 1A

E.2.1
Protection of the X2 reference point

The control plane signalling between MeNB and SeNB, that includes the transfer of the S-KeNB from the MeNB to the SeNB, over the X2 reference point shall be confidentiality and integrity protected using X2-C security protection as described in clause 5.3.4a and clause 11of the present specification.

E.2.2
Addition and modification of DRB in SeNB

When executing the SCG addition procedure (i.e. the initial offload of one or more radio bearers to the SeNB), the MeNB shall derive an S-KeNB as defined in clause E.2.4. The MeNB shall forward the generated S-KeNB to the SeNB during the SCG addition procedure. 

The SeNB shall derive a key KUPenc from the received S-KeNB as defined in clause E.2.4 of the present specification and use it for all radio bearers that were being added. 

At any point of time, the same KUPenc is used for encrypting all radio bearers between the SeNB and the UE. Once the KUPenc has been derived from the S-KeNB, the SeNB and UE may delete the S-KeNB.

The MeNB shall provide the value of the SCC used in the derivation of the S-KeNB to the UE in the RRC procedure adding the radio bearer(s) in the UE. The UE shall derive the S-KeNB and KUPenc as described in clause E.2.4.

NOTE: The UE can use two different KUPenc 
keys simultaneously. One KUPenc 
key for any potential DRB(s) established with MeNB and a different KUPenc 
key for DRB(s) established with SeNB. This applies regardless whether the same encryption algorithm or different encryption algorithms are used. 
When executing the SCG modification procedure for adding subsequent radio bearer(s) to the same SeNB, the MeNB shall, for each new radio bearer, assign a radio bearer identity that has not previously been used since the last S-KeNB change. 

If the MeNB cannot allocate an unused radio bearer identity for a new radio bearer in the SeNB, due to radio bearer identity space exhaustion, for a SCG modification procedure, the MeNB shall not perform an SCG modification procedure. The MeNB may instead release all radio bearers in the SeNB, and then perform an SCG addition procedure, adding all radio bearers just released as well as the new radio bearer to the SeNB. Since the SCG addition procedure results in a fresh S-KeNB being derived, radio bearer identities used before the last S-KeNB change can be re-used.

Editor's note: According to the reply to question 2 and 3 in the LS from RAN2 in R2-141844, the working assumption in RAN2 is that rekeying is performed by releasing all radio bearers and then adding them again. Under this working assumption there can be no existing radio bearers active in the SeNB when the MeNB includes a new S-KeNB when adding a new SCG. It is FFS whether RAN2 changes the WA and hence the above statement needs updating to explain that a rekeying is performed at the same time as the addition. 

Since the SeNB does not receive a new S-KeNB from the MeNB during the SCG modification procedure, the SeNB shall use the KUPenc derived from the current S-KeNB as encryption key also for the newly added radio bearer (s).

When the last radio bearer on the SeNB is released, the SeNB Release procedure is performed; the SeNB and the UE shall delete the KUPenc. The SeNB and UE shall also delete the S‑KeNB, if it was not deleted earlier.

If the MeNB receives a request for S-KeNB refresh from the SeNB or decides on its own to perform S-KeNB refresh (see clause E.2.5), the MeNB shall release all radio bearers in the SeNB and shall instruct the UE to release these radio bearers. The MeNB may then perform an SCG addition procedure, adding all radio bearers just released.

*** END OF CHANGES ***
