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Abstract of the contribution:

This paper addresses Editor’s note and changes needed in E.2.3 and E.2.4.3 of TS 33.401. 
----------------------------------------------------------------------------------------------------------------

Discussion of changes in E.2.3: We changed this section in last SA3 to align with RAN. However not sure whether RAN2/3 will change message names again, hence change message names to generic names so that SA3 is not dependent on RAN. Morever in other parts of 33.402, there is no exact call flow and message names referenced from other documents.

Discussion of ENs: 
ENs under step2. 

1.The exacat message names may differ, but step is correct and decided, hence EN can be removed.
2.Whether SCC is part of RRC container or spate parameter is decided by RAN3, which has no impact here, this EN can be removed.

EN under step3: Irrespective of message names, the SeNB algorithm selection happens in this step, hence this EN can be removed.

EN under step7: By step 7 SeNB should be ready for encryption, when actually  Enc/Dec starts depends on when the data flows, which need not be described.  So the EN can be deleted.
Proposed text modification is presented in accompanying CR S3-142042 section E.2.3 (change 4), and is also shown below.
Proposal: Accept modification of section E.2.3 (change 4) of the accompanying CR S3-142042
*********************************** Begin changes ****************************

E.2.3
Activation of encryption/decryption


The DRB offload procedure with activation of encryption/decryption follows the steps outlined on the Figure E.2.3-1.



[image: image2.emf]UE MeNB SeNB

1. RRC Connection Established

2. Request  message for  SCG 

addition

( K-SeNB, UE Security Capability )

3. Capability negotiations, 

Algorithm selection

4. Response message for SCG 

addition grant (Algorithm)

5. RRC Connection ReConfig RQ 

(SCC, Algorithm, ..)

6. RRC Connection ReConfig RSP [..]

7. Completion message for SCG 

addition 

Activation of encryption / 

decryption

Random Access Procedure 

Activation of encryption / 

decryption


Figure E.2.3-1. SeNB encryption/decryption activation 

1.
The UE and the MeNB establish the RRC connection.

2.
The MeNB decides to offload the DRB to the SeNB. The MeNB sends the request message for SCG Additionto the SeNB over the X2-C to negotiate the available resources, configuration, and algorithms at the SeNB. The MeNB computes and delivers the S-KeNB to the SeNB as necessary. UE EPS security capability and the encryption algorithm used on the signalling radio bearers should also be sent to SeNB.


3.
The SeNB allocates the necessary resources and chooses the ciphering algorithm which has the highest priority from its configured list and is also present in the UE EPS security capability.

4.
The SeNB sends the message for SCG Addition grant to the MeNB indicating availability of requested resources and the identifiers for the selected algorithm (should it differ from the one selected by the MeNB in 2)) to serve the requested DRB for the UE.

5.
The MeNB sends the RRC Reconfiguration Request to the UE instructing it to configure a new DRB for the SeNB. The MeNB shall include the SCC parameter to indicate that the UE shall compute the S-KeNB for the SeNB and the KUPenc associated with the assigned bearer. 

NOTE: Since the message is sent over the RRC connection between the MeNB and the UE, it is integrity protected using the KRRCint of the MeNB. Hence the SCC cannot be tampered with, and the UE can assume that it is fresh.

6.
The UE accepts the RRC reconfiguration command and shall compute the S-KeNB for the SeNB. The UE shall also compute the KUPenc for the associated assigned DRB on the SeNB. The UE sends the RRC Reconfiguration Complete to the MeNB. The UE activates encryption/decryption once S-KeNB and KUPenc are derived.
7. MeNB sends the completion message for SCG Addition  to the SeNB over the X2-C to inform SeNB configuration result. On receipt of this message, SeNB may activate encryption/decryption with UE. If SeNB does not activate encryption/decryption with the UE at this stage, SeNB shall activate encryption/decryption upon receiving the Random Access request from the UE.



******************************************** End changes *****************

Discussion of changes in E.2.4.3: 
Change specific message names to align with proposed generic names and remove potential RAN dependency  and delete Editor’s note. Proposed text modification is presented in accompanying CR S3-142042 section E.2.4.3 (change 6), and is also shown below.
Proposal: Accept modification of section E.2.4.3(change 6) of the accompanying CR S3-142042.
*********************************** Begin changes ****************************

E.2.4.3
Negotiation of security algorithms

When establishing one or more DRBs for a UE at the SeNB, as shown on Figure E.2.3-1, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the MeNB selected for the UE for the SRBs to the SeNB in the X2 request message for SCG SeNB Addition/Modification. 

Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities.  If the so identified AS encryption algorithm is different from the one indicated in the received X2 request message for SCG Addition/Modification , the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 response message for  SCG Addition/Modification  .
The MeNB shall forward the indication to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this RRCConnectionReconfiguration procedure, the UE shall use the same AS encryption algorithm for the SCG DRBs as it uses for the SRBs. Otherwise, the UE shall use the indicated encryption algorithm for the SCG DRBs.

******************************************** End changes *****************
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