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This PCR adds content to Section 7.4.X of TR 33.895 v.0.9.0
1. Background
Service requirements for SSO are specified by SA1 in TS 22.101 clause 26. These service requirements are reproduced below:

26
Single Sign-On (SSO) Service

26.1
Requirements

26.1.1
Requirements for the UE

An SSO-capable UE shall support 3GPP SSO Authentication, without user intervention, based on Operator-controlled credentials.

An SSO-capable UE shall be able to initiate the SSO Service regardless of the access network technologies supported by the UE.

An SSO-capable UE that supports 3GPP access and non-3GPP access shall support transparency of the SSO Service from a user perspective during transitions between 3GPP access and non-3GPP access, whether or not the transition occurs during a data application session.

An SSO-capable UE may support a request for SSO Local User Authentication from a Data Application Provider or an Identity Provider to confirm the presence of the registered user of the data application.

26.1.2
Requirements for a 3GPP SSO Service

The 3GPP SSO Service shall provide secure, seamless and transparent access to data applications for users of the SSO Service independent of the access network technology.

The 3GPP SSO Service shall be able to interwork with Identity Management (IdM) specifications (e.g., OpenID [51]).

The 3GPP SSO Service shall support 3GPP SSO Authentication based on Operator-controlled credentials and policies.

The 3GPP SSO Service may support negotiation and use of an agreed authentication method between the UE and the 3GPP SSO Identity Provider. The negotiation of an authentication method may be repeated each time the user accesses a DAP's service.

The 3GPP SSO Service may support mechanisms to ensure the presence of the registered user of the data application to satisfy policies of the Data Application Provider.

The 3GPP SSO Service shall be transparent from a user perspective when transitions occur between 3GPP access and non-3GPP access, whether or not the transition occurs during a data application session.

The 3GPP SSO Service shall be transparent from a user perspective when the user accesses a data application using an identity created through a 3rd Party SSO Identity Provider. The user shall be able to configure which 3rd party SSO identities are used with the 3GPP SSO Service.

This PCR considers mapping between applicable security-related SA1requirements and solutions described in TR 33.895 v.0.9.0. It aims to add new Section 7.4.X, Evaluation against SA1 requirements.
2. PCR

***********  Begin First Change  *******************

7.4.X
Evaluation against SA1 requirements

The following table summarizes and illustrates conformance of solutions in this Section with SA1 service requirements specified by SA1 in TS 22.101 [11] clause 26, on the integration of SSO frameworks with 3GPP networks for various operator authentication configurations
	##
	
	Solution in Section 7.4, User Consent
	Comments

	1
	UE shall support 3GPP SSO Authentication, without user intervention, based on Operator-controlled credentials
	YES. Since it is based on GBA/AKA credentials


	Support Requirement #1

	2
	UE may support a request for SSO Local User Authentication from a Data Application Provider
	Solution does not provide for DAP to request Local User Authentication
	Request for Local User authentication does not come from DAP
Requirement #2 is not supported

	3
	UE may support a request for SSO Local User Authentication from an Identity Provider 
	Yes partially (implied request for local authentication). 
	Requirement #3 is partially supported

	4
	UE may support a request for SSO Local User Authentication…to confirm the presence of the registered user of the data application
	Yes. Partially. It is still not a true User authentication
	Requirement #3 is partially supported

	5
	The 3GPP SSO Service shall be able to interwork with Identity Management (IdM) specifications (e.g., OpenID [51])
	Yes. Maybe needs to be better reflected in call flows
	Requirement #5 satisfied

	6
	The 3GPP SSO Service shall support 3GPP SSO Authentication based on Operator-controlled credentials and policies
	Yes. Since it is based on AKA, and PIN can be provisioned by MNO, making both  credentials operator-controlled.
	Requirement #5 is satisfied

	7
	The 3GPP SSO Service may support negotiation and use of an agreed authentication method between the UE and the 3GPP SSO Identity Provider
	No negotiation. Pre-provisioned authentication method.
	Requirement #7 is not satisfied

	8
	The 3GPP SSO Service may support mechanisms to ensure the presence of the registered user of the data application

	Yes, limited. PIN is a weak form of shared secret. User has to provide PIN to UICC  to trigger GBA process. One of the advantages is that Local authentication can be achieved offline and can be useful for continuous authentication.
	Requirement #8 is mostly satisfied. 

	9
	The 3GPP SSO Service may support mechanisms to…. satisfy policies of the Data Application Provider
	Yes, only if the local PI authentication is the DAP policy
	Requirement #9 is partially satisfied

	10
	3GPP SSO Service shall be transparent from a user perspective when the user accesses a data application using an identity created through a 3rd Party SSO Identity Provider
	No. The identity of the User / UE is associated to the MNO and NOT a third party IdP
	Requirement #10 only partially satisfied. Assumption: “transparency” == Predictability, i.e., the same SSO service with 3rd Party identity as with MNO identity

	11
	The user shall be able to configure which 3rd party SSO identities are used with the 3GPP SSO Service
	Not currently. May be expanded 
	Requirement #11 is not currently satisfied


Table 7.4.X-1 Summary of conformance with SA1 service requirements specified by SA1 in TS 22.101 [11] clause 

Editor’s Note: The purpose of this table is to capture conformance of solutions described in this Section with service requirements in Clause 26 of TS 22.101. This table is a work in progress until appropriate conclusions from this study, including possible recommendations for the way forward are ready to be drawn.
***********    End First Change   *******************

3. Conclusion

It is proposed to agree on the above PCR to TR 33.895.
