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Abstract

The 3" Generation Partnership Project (3GPP) aims at the development of
the specifications for the next generation cellular system. The TUAK algo-
rithm set, which contains authentication and key generation algorithms,
is proposed as an alternative to MILENAGE for the 3GPP. The design of
algorithms in TUAK is based upon the winner of the SHA-3 competition,
Keccak’s permutation Keccak-f[1600]. It contains eight different algo-
rithms, namely TOPc, fi, f|', f2, f3, fa, f5, f5. The f; (and f;" that is used as
re-synchronisation message authentication) algorithm ensures the authen-
ticity of messages, f, is used for generating responses and f; to f5 (f5) are
used as key derivation functions.

In this report, we provide a comprehensive security appraisement of
the TUAK algorithm set. In summary, our security assessment on TUAK
consists of three phases. First, we analyze the security of TUAK algorithms
by performing various relevant cryptanalytic attacks on authentication
and key derivation functions. We show the attack resistant properties of
the TUAK algorithm set by providing the complexity of the attacks. Sec-
ond, we present the security proofs on the soundness of the algorithms
in TUAK when they are used as message authentication codes and key
derivation algorithms. Finally, to further explore the security properties
of TUAK, we develop a new cryptanalytic method, called multi-output fil-
tering model, and apply it on TUAK. We study the algorithm f; in more
detail since it is the MAC generating function and more suitable for our at-
tacking scenario. To better measure the performance of TUAK algorithms
under this new attack, we also apply this technique on AES,KASUMI and
PRESENT. Our study shows that f; has very good randomness properties

and performs similarly to AES under the same model.



Chapter 1
Introduction

The 3" Generation Partnership Project (3GPP) aims at the development
of the specifications for the next generation cellular system. Security and
privacy of the cellular system is an important aspect of the specifications.
In the specification numbering system of the 3GPP, the series 33 and 35
are related to the security aspects of the cellular system. The series 33
is concerned about the general security infrastructures and architectures,
and the series 35 describes the security algorithms. In the document num-
bered as TS 35.205, the 3GPP defines a set of functions called MILENAGE.
This function set contains eight functions TOP¢, fi, f', f2, f3, fa, f5, and
f=. MILENAGE is used in the authentication and key agreement routine of
the cellular network and TUAK is designed as an alternative set of authen-
tication and key derivation algorithms.

For the security consideration, a protocol should have a cipher suite in-
stead of only one choice. Thus, a new function set that can serve the same
as MILENAGE is necessary for the cellular system. Recently, NIST finalized
the selection of the SHA-3 algorithm and announced Keccak as the win-
ner of this competition due to its novel design and excellent performance
both in resistance to various attacks and implementation in software and
hardware (one may refer to NIST for details about this selection process).
The structure of Keccak is based on the so-called sponge functions, which

are extensively studied by the community. As described by the designer



of the new algorithm set under evaluation in this report, proposing a new
set of functions based on Keccak becomes the most efficient way to en-
hance the security of the cellular network. TUAK is such a new algorithm
set. It directly applies Keccak to construct the functions TOP¢ and f; to
fs. Although Keccak is fully studied by the researchers, as an application
of Keccak, TUAK still needs to be well analyzed to avoid inappropriately
apply Keccak such that the security properties of Keccak are decreased.
TUAK serves as the authentication and the key derivation functions, which
are the essential functions of an authentication and key agreement proto-
col. Therefore, an analysis of the construction of the authentication and

key derivation functions is crucial.

1.1 Background

A series of functions are used in the authentication procedure of cellular
network. Formally, these functions are named as f;, where 1 <i < 5. To
fully understand these functions, we first briefly describe the authentica-
tion procedure. After that, the role of each f; and the parameters of each f;
are presented in the second part of this section. At the end of this section,
we illustrate some security concerns about the parameters of MILENAGE as
well as TUAK.

1.1.1 The EPS-AKA

The EPS-AKA is the authentication and key agreement protocol of the 4G
LTE network. It is a sequence number based mutual authentication pro-
tocol. The basic framework is the challenge-response authentication. The
purpose of the whole authentication process is to prove that each party
has the same long term credential K and to derive the master session key
based on K. Notice that K resides in the subscriber identity module (SIM)
and the Authentication Centre (AuC) only. It cannot be moved or copied.

The whole process is shown in Figure 1.1.
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Compute AK
Recover SQN =
(SON @ AK)® AK
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e
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CK,IK,KAsME RES = XRES

Otherwise, resyn.

Figure 1.1: The EPS-AKA Procedure

When the user equipment (UE) is powered on, the UE sends the in-
ternational mobile subscriber identity (IMSI) to the mobility management
entity (MME). The MME forwards this IMSI to the AuC. AuC fetches the
long term credential K to generate a batch of authentication vectors (AV).

Each AV, is composed as
AV; = (RAND;, XRES;, Kgsmg;, AUTN;).

RAND; is arandom number; XRES,; is the expected response value; KyspmE,
is the session key derived by the random number, sequence number and
other parameters; AUTN; is the authentication token, which contains sev-

eral fields as shown below.
AUTN; = SON; ® AK;||AME;||MAC:;.

SQN; is the sequence number; AK; is the anonymity key; AMF; is the au-
thentication management field; MAC; is the message authentication code.
The AuC sends all AVs to the MME. By receiving several AVs from the
AuC, the MME may conduct the local authentication without knowing the

long term credential or involving the AuC. This mechanism is useful espe-
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cially for the roaming case. Considering the case that the user is roaming
out of her country, if each authentication must involve the AuC, the cost
of the authentication would be increased dramatically.

The MME retrieves the random number and the authentication token
and sends to the UE. In Figure 1.1, the MME also sends the KSI4syg to
the UE. The KSI sy is like the handle that refers to the K spg,. After
the UE gets the packet sent by the MME, it first checks the freshness of
the SQN; by comparing with a stored value. Then the UE computes the
MAC! of the AUTN; and compares the MAC; with the MAC;. Notice that
the MAC; does not only protect the integrity of the AUTN;, but also let
the UE authenticate the network. Only when the UE knows the network
is real for sure, it computes the response and sends the response back to
the MME. By checking the response with the expected response, the MME

can authenticate the UE.

1.1.2 Function f; and Parameters

Before TUAK, there is only one set of functions called MILENAGE to server
as the functions f; to fs. MILENAGE is illustrated in Figure 1.2. The ¢;
and r;, for 1 <i <5, are constants. OP, is a operator specified constant.
Ey is any block cipher with block length 128 bits. Usually, the network
operators prefer to chose AES as the underlying block cipher. The function
f1 generates the MAC of AUTN. In the specification, the f; function is
called the network authentication function, which means the UE uses this
function to authenticate the network. The f, function is called the user
authentication function. It generates the expected response and response.
The f; and f; functions generate the CK and IK respectively. The CK
and IK are legacies of the 3G UMTS network. They are the key to protect
the confidentiality and integrity. However, in 4G LTE, there is only one
session key Kygpp. Other keys are derived from this master session key.
To reuse the infrastructure, K,g)g is derived from CK and IK by a key
derivation function. Because the SQN may leak some information of the

subscriber, the SON is masked by an anonymity key generated by the
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function f;. Notice that the SQN may mismatch, say smaller than the
stored value. When such situation happens, the UE and the AuC run a
re-synchronization routine. For the security reason, the MAC and AK in

re-synchronization are generated by f;" and f; respectively.

1.1.3 Security Concerns

From the description above, we can see that the random number and the
sequence number are of great importance in EPS-AKA. However, how to
generate the random number is not standardized, and only an example of
how to manage the sequence number is shown in the specification. We
present this example here to further explain the parameters of the MILE-
NAGE. Recall that the AuC sends a batch of AVs to the MME. Because of
the network, these AVs may arrive disorderly. Then the AVs are sent to
the UE in an out of order way. For instance, the UE may get SQN; first.
In the next authentication, the UE gets SQN]-. However, because of the
chaos, SQN; > SQON;. Then the UE and the AuC run a re-synchronization
routine, which wasts the other AVs stored on the MME. To deal with such
situation, SQN is composed by two parts SEQ and IND. On the UE’s side,
USIM has an array to store the SEQ. The IND servers as the index. When
the UE gets a SQN, the USIM first retrieves the IN D to locate the position
in this array. Then compare the received SEQ with the existed value. Back
to the out of order case, as long as the SQN; and SQNJ- have different IND,
SQN; can be accepted. We remark that the length of IND determines how
many AVs can be sent to the MME in one AKA procedure.

Considering the security proof of the authentication procedure is based
on the randomness of the random number and the freshness of the se-
quence number, the weakness of either one can compromise the security
level of the whole system dramatically. For the discussion above, if an
operator wants to transmit more AVs in one EPS-AKA session, it may de-
sign the SQN in an improper way, which may indirectly lead to an attack
called linear forgery attack proposed by Teng and Gong. Since TUAK also

has the same parameters, the problem is still there. Although it is not a



problem of TUAK, as a whole system, the security level of TUAK is com-
promised. We suggest to standardize the random number generator and

the management of the SQN to give the operator a full guideline.

1.2 Owur contribution

In this report, we provide a comprehensive cryptanalysis of the algorithms
in TUAK. We start from showing the resistance of the algorithms to various
classical attacks by presenting the complexity of these attacks on them.
For those attacks already applied on Keccak by other researchers, we dis-
cuss their influence on TUAK in Chapter 3; and for those not applying di-
rectly on Keccak but are applicable on key-mode Keccak, namely suitable
for the algorithms in TUAK, we discuss their impact on TUAK in Chap-
ter 4. Our results show that all algorithms in TUAK inherit the security
properties from Keccak perfectly.

Another important contribution in this report is that we provide the
security proofs on the soundness of algorithms in TUAK when they are
used as MAC and key generating algorithms. This work further guaran-
tees the security of TUAK algorithms. One may refer to Chapter 5 for the
security proofs.

Finally but importantly, we develop a new type of cryptanalytic tech-
nique, called multi-output filtering model. This technique is a generaliza-
tion of the classical filtering model, which is widely applied on studying
the security of stream ciphers. The difference between these two models
is that the classical filtering model outputs only one bit, while the multi-
output filtering model outputs several bits. We should mention that the
technique we used in the multi-output filtering model lies in a more gen-
eral notion called subset cryptanalysis. Recently, Dinur et al successfully
applied another type of subset cryptanalysis on discovering a 5-round
collision of Keccak. As one can see in Chapters 6 and 7, the advantage
of the multi-output model is that it bridges a cryptographic primitive and
a set of sequences and Boolean functions. This enables us to make use

of the fruitful research outcome in the theory of sequences and Boolean
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functions. We have demonstrated that the poor performance of a crypto-
graphic primitive under this model will lead to a distinguishing attack of
it under the IND-CPA model.

To better measure the performance of TUAK algorithms under this new
attack, we also apply it on the ciphers AES,KASUMI and PRESENT. Our
study shows that the performance of TUAK’s f; is similar to AES, both of
which have excellent randomness property. It is quite interesting to see
that KASUMI and PRESENT is vulnerable to this attack as we could mount
this attack on them with a non-negligible success rate. We split the results
regarding to the multi-output model into two Chapters. Chapter 6 deals
with discovering the cryptographic properties of the cryptographic prim-
itive from its component sequences, and Chapter 7 is from its component

Boolean functions.

1.3 Organization of the report

The content of this progress report is organized as follows:

- Chapter 2 provides a description of TUAK’s authentication and key gen-

eration functions for easy reference;

- Chapters 3 and 4 contain a security analysis of the TUAK algorithm set
by considering several known cryptanalytic attacks on message authen-

tication code and key generation functions;

- Chapter 5 presents some some security proofs on the soundness of the

construction of the TUAK algorithm set;

- Chapter 6 analyzes the f; function in a multi-output filtering model.
A distinguisher based on the multi-output filtering model is built for

distinguishing a message authentication code of f;.

- Chapter 7 provides an analysis of the component functions of f; in the

multi-output filtering model.

- Chapter 8 provides a conclusion and a summary of the work.



Chapter 2

TUAK Algorithm Set for 3GPP

In this chapter we describe all the algorithms of the TUAK algorithm set,
which contains eight algorithms for message authentication codes and key
derivations. The f; and f" are used as message authentication codes, f, is
used for generating response and f;, fs, f5 and f. are used as key deriva-

tion functions.

2.1 Description of TUAK Specification

TUAK is an algorithm set for the 3GPP authentication and key derivation
functions. TUAK specification contains the functions TOP,, f1, f', f2, f3, fa,
fs and f5 and all of them are built upon the Keccak-f[1600] permutation.
For the convenience, we first list the following notation which will be used
throughout this report. They are the same as those in the specification of
TUAK.

- The permutation Keccak-f[1600] is denoted by I'l. Throughout this doc-
ument we use I1 to denote the Keccak permutation. According to the
design of 11, it accepts an input of size 1600 bits that is represented by
INJ[0],...,IN[1599] and outputs an element of 1600 bits that is repre-
sented by OUT[0],...,OUT[1599];

- TOP is a 128-bit value decided by the operator and used as the input of
the TOP, function;



- ALGONAME is a fixed binary string of 56 bits, whose value can be found
in the specification;

- INSTANCE is a binary variable of 8 bits. It uses to instantiate different
functions TOPg, fi’s, f" and f; in the TUAK algorithm set;

- K denotes the subscriber key;

In the following, we provide a description of each algorithm in TUAK for
an easy reference of the security assessment. In this document, we inter-
changeably use the terms “algorithm” and “function” for the functions in
the TUAK algorithm set.

2.1.1 Description of TOP,

Authentication and key derivation functions of TUAK use the output of
TOP. We provide a description of the TOP function. The TOP, func-
tion takes a 256-bit value called TOP that is chosen by the operator and
the subscriber key (can be 128 or 256 bits) as inputs (the other bits are
constants), and outputs a 256 bit value TOP.. More precisely, the inputs

of TOP, are assigned as follows:

The value of INSTANCE is given by

INSTANCEJ0]...INSTANCE|[6] =0,0,0,0,0,0,0;
INSTANCE(7] = 0 if the length of K is 128,
=1 if the length of K is 256.

IN[0]...IN[255] = TOP[255]... TOP[0];

- IN[256]...IN[263] = INSTANCE[7]...INSTANCE[0];

IN[264]...IN[319] = ALGONAMEJ[55]... ALGONAME][0];

- IN[i] =0, for 320 <i <511;

IN[512]...IN[767] = K[255]...K[0] if the length of K is 256 bits;

10



- IN[512]...IN[639] = K[127]...K[0] if the length of K is 128 bits ;

IN[i] = 0 for 640 <i <767 if the length of K is 128 bits ;

IN[i]=1for 768 <i <772;

IN[i] = 0 for 773 < i < 1086;

IN[1087] = 1;
- IN[i] = 0 for 1088 < i < 1599.

Figure 2.1 depicts an overview of an input assignment to the TOP¢

function. The T OP. function is given by
OUT =TII(IN)

with
TOP,[0],...,TOP,[255] = OUT[255],...,OUT[0].

INSTANCE
TOP ALGONAME 0192 K PADDING 05!2
I

JTOPC

Figure 2.1: The TOP, function of TUAK

2.1.2 Description of f

The function f; is used to generate the message authentication codes (MACs).
An input of 1600 bits to f; is constructed by the following binary strings:
TOP, (256 bits, generated by the function TOP.), INSTANCE (8 bits),

11



ALGONAME (56 bits), RAND (128 bits), AMF (16 bits), SON (48 bits),
and the subsriber key K (128 or 256 bits). The output value MAC can be
64, 128 and 256 bits. Precisely:

- The value of INSTANCE is:

INSTANCE[0],INSTANCE[1] = 0,0
INSTANCE]J2]...INSTANCE[4] = 0,0, 1 if the MAC length is 64 bits
=0,1,0 if the MAC length is 128 bits
=1,0,0 if the MAC length is 256 bits
INSTANCE|[5],INSTANCE[6] = 0,0
INSTANCE]7] = 0 if the length of K is 64 or 128
=1 if the length of K is 256.

- INJ0]...IN[255] = TOP,[255]... TOP,[0];

- IN[256]...IN[263] = INSTANCE([7]...INSTANCE[0];

- IN[264]...IN[319] = ALGONAME[55]... ALGONAME[0];

- IN[320]...IN[447] = RAND[127]...RAND[0];

- IN[448]...IN[463] = AMF[15]... AMF[0];

- IN[464]...IN[511] = SQN[47]...SQNI[0];

- IN[512]...IN[767] = K[255]...K[0] if the length of K is 256 bits ;
- IN[512]...IN[639] = K[127]...K[0] if the length of K is 128 bits ;
- IN[i] = 0 for 640 <i < 767 if the length of K is 128 bits ;

- IN[i]=1for 768 <i < 772;

~ IN[i] = 0 for 773 < i < 1086;

- IN[1087] = 1;

12



- IN[i] = 0 for 1088 < i < 1599.

A high-level overview of the input assignment is provided in Figure 2.3.
The MAC function f; is defined as

OUT = II(IN).

The output of f, i.e. the MAC, can be of length 64, 128, and 256 and is
given by

MACI0]...MAC[63] = OUT[63]...OUT][0], if the MAC length is 64 bits,
MACI0]...MAC[127] = OUT[127]...0OUT[0], if the MAC length is 128 bits,
MAC[0]... MAC[255] = OUT[255]...OUT[0], if the MAC length is 256 bits.

INSTANCE RAND
TOP. | ALGORITM AMF SQON K PADDING (512

IT

J MAC

Figure 2.2: The f; function of TUAK for generating MAC

2.1.3 Description of f, to f;

The f, function is used to generate a response (RES) over a random num-
ber, a sequence number (SQN), and an AMF for a fixed key. The f3, f; and
f5 functions are used to generate a cipher key (CK), an integrity key (IK)
and an anonymity key (AK), respectively for a random number. The input

assignment of these functions are given below.
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- The value of INSTANCE is:

INSTANCEJ[0],INSTANCE[1]=0,1
INSTANCE]2]...INSTANCE[4] = 0,0, 0 if the RES length is 32 bits

=0,0,1 if the RES length is 64 bits
=0,1,0 if the RES length is 128 bits
=1,0,0 if the RES length is 256 bits

INSTANCE[5] = 0 if the length of CK is 128 bits
=1 if the length of CK is 256 bits

INSTANCE][6] = 0 if the length of IK is 128 bits
=1 if the length of IK is 256 bits

INSTANCE|7] = 0 if the length of K is 128 bits
=1 if the length of K is 256 bits.

INJ[0]...IN[255] = TOP.[255]... TOP.[0];

IN[256]...IN[263] = INSTANCE[7]...INSTANCE[0];

IN[264]...IN[319] = ALGONAME[55]... ALGONAMEJ[0];

- IN[320]...IN[447] = RANDJ[127]...RANDI0];

IN[i]= 0,448 <i <511;

IN[512]...IN[767] = K[255]...K[0] if the length of K is 256 bits ;

IN[512]...IN[639] = K[127]...K]0] if the length of K is 128 bits ;

IN[i] = 0 for 640 <i <767 if the length of K is 128 bits ;

IN[i]=1 for 768 <i <772;

IN[i] =0 for 773 <i < 1086;

IN[1087] = 1;

IN[i] = 0 for 1088 <i < 1599.
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On receiving the input INPUT, the outputs of f, — f5 and f: are calculated

as follows
OUT =TI(IN).

The output of f, = RES, where:

RES[0]...RES[31] = OUT[31]...OUT][0] if the RES length is 32 bits

RES[0]...RES[63] = OUT[63]...OUT[0] if the RES length is 64 bits
RES[0]...RES[127] = OUT[127]...OUT[0] if the RES length is 128 bits
RES[0]...RES[255] = OUT[255]...OUT|[0] if the RES length is 256 bits

The output of f; = CK, where:

CK[0]...CK[127] = OUT[383]...OUT[256] if the CK length is 128 bits
CK[0]...CK[255] = OUT[511]...OUT[256] if the CK length is 256 bits

The output of f4 = IK, where:

IK[0]...IK[127] = OUT[639]...OUT[512] if the IK length is 128 bits
IK[0]...IK[255] = OUT[767]...OUT[512] if the IK length is 256 bits

The output of f5 = AK, where:

AKJ[0]...AK[47] = OUT[815]...OUT[768]

A high level overview of the functions f,, f3, fs, f5 is given below.
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INSTANCE RAND
TOP. | ALGORITM AMF SON K PADDING (°12

IT

L

RES CK IK AK

Figure 2.3: The f; function of TUAK for generating RES, CK, IK, AK

2.1.4 Description of f.

For the f; function, the INSTANCE is given by

INSTANCE[0],INSTANCE[1] = 1,1
INSTANCE]2],....,INSTANCE[6] = 0,0,0,0,0
INSTANCE|7] = 0 if the length of K is 128 bits
=1 if the length of K is 256 bits.

The assignment of INPUT is the same as the input assignment of f, — f5
with the above INSTANCE and the following changes

IN[257] = 0,IN[258] = 0,IN[259] = 0,IN[260] = 0,IN[261] = 0,IN[263] = 1.
The output of f: is given by

OUT =TII(IN)
where

AK][0]... AK[47] = OUT[815]...OUT][768].
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Different algorithms of TUAK produce outputs of different lengths. We
denote by f;-M the f; function/algorithm with output M bits.

2.2 Viewed as a Multi-Output Function

We denote the TUAK algorithm set for authentication and key derivation
functions by

TUAK ={TOFg, fi, f{’ for 3, far f5, f5 }-

In the above, we have provided the definitions of TOF, fi, f;, fi,2<i <5,
and f.'. In this report, we use 7Y/ AK to denote the TUAK algorithm set. An
algorithm in 7U AK takes an input of 1600 bits and outputs multiple bits.
This can be regarded as a multi-output Boolean function. Mathematically,

£i:{0,1)1990 — 10, 1}™ where M = 32, 64,128, or 256.
(80(x), 1 (%), -, gu-1 (%)) = f(x), x € I, *%, f e TUAK, (2.1)

each g; is a Boolean function from IF21600 to IF,. We call each g;,0<i <M,
a component function.

Let f e TUAK. Assume that t with 0 <t <1600 is the number of po-
sitions in the input of f that are set to constant values. Then an algorithm
f can then be regarded as a multi-output function from [, %% to FM
and each g; is a function of (1600 — t) variables. For example, when TOP,,
INSTANCE, ALGONAME, PADDING are constant and the last 512 bits
are zeros, then the f; function can be considered as a multi-output func-
tion from I, 69071152 to IEM and each component function g; is a Boolean

function in 448 variables.
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Chapter 3

Security Analysis of TUAK
Algorithms: I

In this chapter, we analyze the security of the TUAK algorithm set. Here
we mainly focus on differential-style cryptanalytic attacks on message au-
thentication codes and key generation functions. Some generic attacks
such as birthday attacks that can be applied to hash functions, message
authentication codes and key derivation functions are also taken into con-
sideration. The designers of TUAK have chosen the key lengths of the
TUAK algorithms so that the time complexity of an exhaustive key search

is impractical.

3.1 Differential and Linear cryptanalysis

Differential cryptanalysis introduced in [8] and linear cryptanalysis intro-
duced in [39] are powerful cryptanalytic tools that can also be applied
to hash functions for analyzing their security. They are particularly use-
ful when an attacker wants to find a collision or a near-collision on a
hash function. The attack mainly exploits the nonlinear properties of the

Sboxes used in the primitive.
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3.1.1 Differential cryptanalysis

The design of the functions in TUAK is closely based on the Keccak per-
mutation. It is not difficult to observe that a differential or linear attack
on a function in TUAK would immediately lead to the respective attack on
Keccak. Recently, a few attacks based on differential cryptanalysis have
been developed on reduced-round SHA-3 finalist Keccak. For the conve-
nience of the reader, we provide the complexity of the known differential
attacks on Keccak in Table 3.1 from [20]. In Table 3.1, m (C) represents
m is the number of rounds of Keccak and C is the time complexity of the
attack.

Table 3.1: Complexity of the known collision attacks on round-reduced
Keccak: the number of rounds attacked with the corresponding time com-
plexity in parentheses

Keccak-224 | Keccak-256 Keccak-384 Keccak-512 | Reference
2 (practical) | 2 (practical) - - [29, 43]
4 (practical) | 4 (practical) - - [23]

- 5 (2119) 3 (practical), and 4 (2'%7) | 3 (practical) [20]

It can be seen from Table 3.1 that the complexity of the differential
attack on 5-round Keccak is already impractical. Therefore, as what is
stated in [5] on the possibility of the differential attack on Keccak, we be-
lieve that the functions in TUAK are not vulnerable to the differential at-
tack. To further convince the users of TUAK, we provide a lower bound of
the complexity for the full-round differential attack on TUAK’s functions.
Our analysis uses the results in [18] on the lower bound of the weights of
differential trail in Keccak and the fact that a good approximation for the
complexity of the differential trail is given by DP(Q) ~ 2%"(Q) (when the
weight value is below the width of the permutation), where Q is the differ-
ential trail and wr(Q) is its weight. Table 3.2 presents the lower bound of a
differential trail of round-reduced Keccak and the same lower bounds also
hold for a TUAK function. In Table 3.2, we use LB to abbreviate the lower
bound, Q to denote a differential trail, and wr(Q) to denote its weight.
Note that the complexities provided in Table 3.2 hold for all functions in
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TUAK.

Table 3.2: Lower bound on the complexity of differential attack on func-
tions in TUAK

Round | LB on wr(Q) | Complexity | Reference
3 32 232 [18]
6 74 274 [18]
24 296 2296 [18]

One may be curious about the difference between the complexities in
Table 3.1 and in Table 3.2. Table 3.1 presents the actual complexity of the
attack. On the other hand, Table 3.2 presents a lower bound of the com-
plexity of the attack. For instance, the complexity of the differential attack
on 5-round Keccak-256 is 2115, while the lower bound of the complexity
of the differential attack on 6-round Keccak is only 274. For any function
of TUAK, the actual complexity of the differential attack should be much
larger than the bounds presented in Table 3.2.

When we compare the complexity of the differential attack on TUAK
with the complexity of the birthday attack in Table 3.6, we can observe
that the differential attack is not better than the birthday attack on TUAK.

3.1.2 Linear cryptanalysis

We now analyze the TUAK algorithm set against the linear attack. A lin-
ear attack on f € TUAK would also lead to an attack on Keccak and vice
versa as the TUAK algorithm set is constructed using the Keccak permu-
tation. The authors of [5] estimated the weight of the linear trails of up
to 6-round Keccak ([5][Table 3.3]). Again, a good estimation of the com-
plexity of the linear attack is 2%<(Q), where w,(Q) is the correlation weight
(defined in [5][page 24]) of the linear trail Q. According to Table 3.3 of
[5], the minimum weight of the linear trail is 46 for 4-round Keccak. A
rough estimation on the lower bound of the weight of a linear trail on 24-
round Keccak is then 276. Since the existence of a linear trail in Keccak

is also implied an existence of a linear trail in TUAK’s functions, the lower
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bound of the complexity of the linear attack on functions in TUAK is 2276,
Therefore, the linear attack against TUAK is not a practical attack.

3.1.3 Variants of differential attack

There are many variants of the differential attack, including truncated dif-
ferential attack, impossible differential attack, differential-linear attack,
rectangle attack, integral attack, etc. Considering the design of TUAK’s
algorithms is based on the Keccak permutation by choosing certain bits
to be RAND, SON, AMF and Key bits, it is not difficult to observe that,
if one of the above mentioned attacks is mounted on Keccak, it would be
directly an attack on TUAK algorithms. We refer the readers to [5][Section
2.4.7, Section 2.4.9] for detailed claim of the resistance of Keccak to these
attacks. As a result, we believe that TUAK is not vulnerable to these at-

tacks.

3.2 Zero-sum distinguisher of TUAK

Zero-sum distinguisher was proposed by Aumasson and Meier in the rump
session at Crypto 2009. In [12], Aumasson and Meier first proposed a
zero-sum distinguisher against Keccak and their zero-sum distinguisher
is built upon the result in Theorem 1. Lai and Duan in [34] improved the

complexity of Aumasson and Meier’s zero-sum distinguisher.

3.2.1 Known results on zero-sum distinguisher

All of the existing zero-sum distinguishers of Keccak are based on the

following results.

Theorem 1 ([12, 34]). Let f be a function from Fyu to itself corresponding to
the concatenation of m smaller balanced S-boxes, Sy,...,S,,, defined over IF;n,
where ng and n are two positive integers and ny < n. Let Oy be the maximal

degree of the product of any k coordinates from any one of these smaller S-boxes.
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Then, for any function G from Iy into [Fyc, we have

deg(GoP)Sn—%,

_ ng—i
where y = MaX] <i<ny-1 35

Applying Theorem 1 on the Keccak permutation, we have the follow-
ing upper bound of the algebraic degree of R,1 < i < 24, where R is the

round function of the Keccak permutation.

Corollary 1. Let R =10 x omtop o0 be the round function of Keccak-f, where
L X,T,p,0 are the component functions defined in [5]. Then for any function
G from Fyie00 to itself, we have

1600 —deg(G)

deg(GoR) , and

1600 — deg(G
deg(GoR™1) = deg(Gox')<1600—- 2eg( )

deg(Go x) <1600 —

Note that as the notations in Theorem 1, we have n = 1600 and ny = 5 for

Keccak.

For the functions in 7U AK, Corollary 1 can be applied to build a zero-
sum distinguisher. Below we present the complexity of TUAK’s zero-sum
distinguisher. Assume that f € 7U AK, we may regard it as a permutation
by restricting the Keccak permutation on some subspace of IF,/¢%°, and we
denoted this subspace by f; = Keccak-f|g; : IF," — IF,", where o|s denotes
the restriction of the function o on a subset S of its domain. For instance,
we may regard f; as a permutation over IF,*® by keeping, for example
128 key bits positions independent and fixing all other bits of an input of

1600-bit, as they required to be constants according to the specification.

3.2.2 New results on TUAK’s zero-sum distinguisher

An existence of a zero-sum distinguisher on a TUAK algorithm is a dis-
tinguishing property. We present the complexity of the zero-sum distin-

guisher for all functions in TUAK in Table 3.3. In the table, a number in

22



bold implies that the complexity is better than the exhaustive search. In

Table 3.3 we can observe that:

- for functions f; and f;’, when the length of key is 256, a zero-sum dis-

tinguisher with complexity 243° (vs the maximal complexity 243?) can be
built. The algebraic degree of f; and its inverse f; ! after the i-th round

is listed in Table 3.4.

- for functions fj,2 <j<5and f;, when the length of key is 256, a zero-
sum distinguisher can be developed with complexity 2383, which is bet-
ter than the maximal complexity 2384, The algebraic degree of f; and its

inverse f]-_1 after the i-th round can be found in Table 3.5.

Table 3.3: Complexity of the zero-sum distinguisher for the TUAK algo-
rithms

Parameter TOPc | f fi f f3 fa fs fs
IK[=128 il - - - - - -
K| =256 2% | - | - - -]
IK|=128,[RAND| = 128,|SQN| =48 | - | 2304|2304 - - - -
IK| = 256,[RAND| = 128,|SQN| =48 | - | 2830 [ 2430 | - - - -
|K| — 128, |RAND| —128 - _ _ 2256 2256 2256 2256 2256
|K| — 256, |RAND| — 128 N N _ 2383 2383 2383 2383 2383

The complexities of the zero-sum distinguisher presented in Table 3.3
show that the zero-sum distinguishing attack is impractical against TUAK.
Finally, we should mention that the zero-sum distinguishing attack will

not affect the security of the TUAK’s algorithm set.

3.3 Differential distinguishing attack

Kim et al. [33] proposed a differential distinguishing attack on a HMAC-
based message authentication code. The attack exploits the differential
property of the underlying hash function. Let g be the probability that

one finds a collision in the compression function of the hash function. The
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Table 3.4: Upper bounds of the degree of f; and f;! after i-th round: Case

IK| = 256
No of round | Upper bound (forward) || Upper bound (backward)

1 2 3

2 4 9

3 8 27
4 16 81

5 32 243
6 64 337
7 128 384
8 256 408
9 373 412
10 412 426
11 425 429
12 429 430
13 431 431

differential distinguishing attack works as follows: a) an adversary collects
2-q7! randomly chosen messages M; and then computes M/ = M;®A where
A is associated with the compression function and has the length same as
that of M;; b) Adversary then computes MAC; = MACg(M;) and MAC’ =
MACg(M;); and ¢) If MAC; ®MAC; = 0, output MAC;. This is nothing but
forging a MAC.

Note that the construction of HMAC in [33] is different from the con-
struction of TUAK. We analyze the TUAK algorithm set against the differ-
ential distinguishing attack. In order to successfully launch a differential
distinguishing attack on TUAK, one must find a good differential char-
acteristic on the Keccak permutation with the following inputs at their
respective positions by: a) keeping same the values of INSTANCE, AL-
GOTITHM, TOP, of TUAK; b) the padding PADDING of TUAK; and c)
the last 512 bits are zero. Finding a good differential characteristic under
these conditions can be regarded as a constrained-input and constrained-
output (CICO) problem [6]. According to the CICO problem, it is hard

to obtain a good differential characteristic with probability greater than
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Table 3.5: Upper bounds of the algebraic degree of f; and f]-‘1 (j €
{2,3,4,5}) after i-th round: Case |K| = 256

No of round | Upper bound (forward) || Upper bound (backward)
1 2 3
2 4 9
3 8 27
4 16 81
5 32 232
6 64 307
7 128 345
8 256 364
9 340 373
10 368 378
11 378 380
12 381 381
13 382 382

[M] . . .
2% where M is the length of the output a function in the TUAK algo-

rithm set. Moreover, in Section 3.1.1, we have seen that the upper bound
of the probability of a differential characteristic of TUAK is 272°%, which is
much lower than 2-'2 with M = 256. Thus, the complexity of the differ-
ential distinguishing attack on TUAK is not better than the complexity of
birthday-type attack, which is 27

3.4 Boomerang attack

The boomerang attack was proposed by D. Wagner against block ciphers
by finding and combining short differential paths, instead of using a long
differential path [48]. Since the TUAK algorithm set is designed using the
Keccak permutation, we investigate the boomerang attack on the TUAK
algorithm set by exploiting the differential paths of the Keccak permuta-

tion.
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3.4.1 A general setting of boomerang attack on TUAK

Assume that IT; and I, are two sub-permutations that decompose the
Keccak permutation, i.e., Il =II; oIl,. Since the round constants of the
Keccak permutation are different for different rounds, the sub-permutations
IT; and IT, are different. To apply a boomerang attack on a TUAK algo-
rithm, one needs to find two differential paths of the Keccak permutation
IT - one differential path DP, : A — A’ with probability p; is for I'T; and the
second differential path DP, : V' — V with probability is for I, — instead
of finding a long differential path. The algorithms of the TUAK algorithm
set accept an input of a specific format. As a result, the input difference
for a differential characteristic has be to chosen accordingly. We showed
the types of A and V below. Since TUAK uses the Keccak permutation to
build its algorithms, a boomerang attack can be described as that of block
ciphers. We describe a boomerang attack on f; with output 256 bits as
follows. Recall that the f; algorithm accepts an input of the form. P, =
TOP_|INSTANCE| ALGONAME|RAND||AMF||SQN||K|[PADDING]|0°!2,

B=P®A,  A=0%°{0,1}172||{0,1}!28]|0%6° for 128 bits key
P=P @A,  A=039){0,1}'°?||{0,1}2°%]|0832 for 256 bits key
C,=TI(PR), C=TI(R)=II(P®A)

C;=Ci®V, Cs=C,@®V

Py =I1"Y(C;), Py=T1"1(Cy)

and P3®P; = A hold with probability p?p2. In the above, V is chosen in such
a way that the first 256 bits of C; and C, are the same and A is chosen so
that the input messages P, and P, satisfy the input message format. All the
above conditions for the boomerang attack are the same as that of a block
cipher except the condition on V that the first 256 bits of C3 and Cy4 are
the same. The input assignment in the Keccak permutation for obtaining
TUAK algorithms makes difficult to find differential characteristics DP; DP,
of TUAK for A and V’, respectively. The diffusion property of the inverse
of the diffusion layer of the Keccak permutation is better than that of the
diffusion layer. Moreover, the algebraic degree of the inverse of Keccak’s

Sbox is 3 and the differential property of the inverse Sbox is better [7]. As
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a result, it is hard to find good differential characteristics for IT, as well
as its inverse. According to [18], a upper bound on the probability of the
differential characteristic for the first half of the Keccak permutation is
27184 Thus, the lower bound of the complexity of a successful boomerang
attack on f; is O(2*148) = O(2°%?), which is not better than a birthday
attack. Thus the f; function of TUAK is resistant to the boomerang attack.

Joux and Peyrin in [31] adapted the boomerang attack on block ciphers
to iterated hash functions as an improvement of the collision attack on
SHA-1. The starting point of the attack is that it requires a differential
characteristic for the iterated hash function and an auxiliary differential
path is used to improve the complexity of the attack. We believe that
it would be hard to find a good auxiliary differential characteristic with
probability greater than 272% for the TUAK algorithm set. Hence, the
TUAK algorithm set will resist the boomerang attack.

3.5 Birthday attack

A birthday attack is a generic attack that can be applied to any cryptosys-
tem and which has been discussed in [42]. In this section we provide
the complexity of the birthday attack on the TUAK algorithm set. For the
T OF¢ function, the output is only dependent on the key and TOP as other
inputs to the TOP. function are constant. The TOP. function accepts the
keys of length 128 bits and 256 bits and outputs TOP, of length 256 bits.
For a fixed key, the TOP, is constant. If one wishes to find the same TOP.
value for two different keys, then by the birthday paradox, one needs to
query a random oracle for about O(2!?%) keys with |K| = 128 and 256, as
TOP is fixed by the operator. When the length of the key of TOP. is 128
bit, the complexity of the birthday attack is not better than the complexity
of the exhaustive key search.

For a user, the key of f; is fixed. Using f; function, one can obtain
a message authenticate code (MAC) for a RAND, SQON, AME. To forge a
MAC of length M, an attacker can make 2-tuple (RAND, SQN) queries to
a random oracle because AMF is fixed in the protocol. By the birthday
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paradox, the attacker needs to make O(2%) (RAND, SQN)-tuple queries
and obtain their MACs to forge a MAC. Thus the time complexity of the
birthday attack is O(Z%) and the data complexity is O(MZ%). In partic-
ular, the time complexity of forging a MAC of 64-bit produced by f; is
O(23%2). Similarly, the time complexities for forging a MAC of 128 bits and
256 bits are O(2%%) and O(2!%8), respectively.

Similar to the above, the birthday attack can also be applied to the re-
sponse function f, and the key derivation functions f3, fs, fs and f.. In f,
to f; functions, only the random number varies, the key is fixed and other
inputs are constants for a particular instance. For f, function, an attacker
can produce the same response RES for two different random numbers
by applying the birthday attack with complexity O(Z%) where M is the
length of a response. We present near-collisions and collisions on f, with
output 32 bits below. Applying the birthday attack on f; (or f4), one can
produce the same cipher key (or integrity key ) of length M for two dif-
ferent random numbers with complexity O(Z%). If two different random
numbers produce the same cipher key (or integrity key), an attacker only
needs to observe the random numbers in different protocol sessions. If
one of two random numbers matches, then the attacker can easily gets the
cipher key (or integrity key) without knowing the secret key of f; (or fy).

By applying a birthday-style attack on f5 ( or f.'), the same anonymity
key can be produced for two different random numbers with complexity
O(2%%). Note that a successful forgery of an anonymity key leads to a suc-
cessful recovery of SQN in the protocol. We present a near-collision with
Hamming weight 5 on f5 below. A summary of the time complexity of the
birthday attack on the TUAK algorithm set is provided in Table 3.6.

Table 3.6: Complexity of the birthday attacks on TUAK algorithms

Algorithm TOPC f1-64 f1-128 f1-256 f2-32 f2-64 f2-128
Complexity | O(2'%8) | 0(2%?) | 0(2°%) | 0(21?8) | O(2!°) | O(23?) | 0(2%%)
Algorithm | £,-256 | f3-128 [ f3-256 | f;-128 | f4-256 | f5-48 [ f:-48
Complexity | O(21%8) | O(2%%) | O(2'8) | O(2°%%) | O(2'%%) | 0O(2?%) | O(2%%)
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3.5.1 Practical near-collision on f,-32

Here we present near-collisions on f, with output 32 bits. We imple-
mented a birthday-type attack to find near-collisions of f,. First, we ran-
domly generate a key of length 128 bits to the f, function. Then, we gen-
erate a population with size P of random numbers and compute the re-
sponses using f, for each random number. If two responses for two differ-
ent random numbers mismatch at one position, we call it a near-collision
with Hamming weight one for f,. For P < 2'4, we have found a number of
near-collisions for f, and we present one such collision below. Note that
the complexity of the near-collision search is lower than the complexity of
the birthday attack.

K = 0x679C26F9D43CCC83DBO93ED88734EE49 (128 bits)
RAND, = 0x8FDOFE77C7D38C6008BEFF9B3572A110 (128 bits)
RAND, = 0xBBBOF4C8E303A53A948E0BCCIABI6E LB (128 bits)

RES, = OxEB802BC1 (32 bits)
RES, = OxEB802BCO (32 bits)

3.5.2 Practical collision on f,-32

We again apply the birthday attack to find collisions on f,-32. The attack
works in the similar way as described above. If f, generates the same
response (RES) for two different random numbers, we call it a collision on
f>-32. Similar to the above, for P < 214 we also have found many collisions
on f,-32 and present a collision below. The reason behind successfully

finding a collision or near-collision is due to the short length of RES.

K = 0x679C26F9D43CCC83DBO93ED88734EE49 (128 bits)

RAND, = 0x2F2C747DB960C98FCAC8868ACD34087A (128 bits)

RAND, = OxOEEEC50DA872D1E7AF0598D5C6FC32E3 (128 bits)
RES, = RES, = 0xB0O60C7B4 (32 bits)
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Table 3.7: Summary of collision attacks on f, (according to the birthday
attack)

f2-32 fr-64 | f,-128 | f,-256
Complexity 214(< 219) 252 264 2128
Decision Insecure Secure | Secure | Secure
Comments | Collision found - - -

3.5.3 Near-Collision on f;

Although the random number RAND in the protocol in Figure 1.1 is known,
we want to test the collision resistance property of f5 function for differ-
ent random numbers. We perform a birthday-type attack on f5 for finding
collisions or near-collisions. We kept the key of f5 fixed and search for dif-
ferent two different random numbers so that f5 produces near-collisions
or collisions. Other inputs of f5 take the specified values provided in the
TUAK algorithm set. We tested for around 22! random numbers and found
many near-collisions of fs. A near-collision with Hamming weight 3 is
presented below. Note that a successful recovery of anonymity key (AK)
leads to the recovery of sequence number (SQN) in the protocol. Again,
a successful finding of near-collisions is due to the short length of the

anonymity key. The Hamming weight of AK; & AKj is 3.

K = 0x679C26F9D43CCC83DBO93ED88734EE49 (128 bits)
RAND, = 0xBDF38957F4F826547EA688A4E147E96E (128 bits)
RAND, = 0x6D177520ACAAFS6FBE9QA995CA9CCAISE (128 bits)

AK, = 0xD75C90344CDO (48 bits)
AK, = 0xD75C90344CC9 (48 bits)
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3.6 Key search complexity reduction with struc-

tural property of TUAK

From the definition of f, ~ f5, we can observe that the input of f, ~ f5
is the same for a fixed length of RES, CK, IK and K and the outputs of
fa ~ f5 are taken from different output positions of II. Assume that an
adversary knows RES, CK, IK for a random number number RAND and
she does not known the key. If the adversary wishes to recover the key
K from the known CK, then she can search for the same CK by fixing
RAND and varying the key K in f; function. While varying different keys
in f3, the adversary can get many keys for which the CK is the same due
to the collision, but it is hard for the adversary to decide the correct key.
When the RES and IK is known to the adversary, she can easily decide the
correct key by computing RES and IK for a key and RAND and these with
the known RES and IK. This may reduce the complexity of searching the
correct key. However, the key search complexity in worst case is 2Kl where
|K| =128 or 256. If the INSTANCE values of f, ~ f5 are different for a fixed
length of RES, CK, IK and K, then, by the above technique, the adversary
would not have advantage of deciding the correct key with complexity less
than O(2/K]).

3.7 Summary

In this chapter, we mainly focused on attacks based on differential crypt-
analysis, which exploit the differential paths of Keccak’s permutation. We
also studied the birthday attack on TUAK algorithms. Some practical near-
collisions and collisions on f,-32 and f5 algorithms are presented. We be-
lieve that the (near) collisions occurred due to the short output length of
f2-32 and f5 algorithms.
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Chapter 4

Security Analysis of TUAK
Algorithms: I1

In this chapter, we consider interpolation attack, algebraic attack, cube
attack, differential-style key-recovery attack, slide attack, and extension
attack on the TUAK algorithms.

4.1 Interpolation attack

Interpolation attack on block ciphers was proposed by Jakobsen and Knud-
sen in [30]. The complexity of an interpolation attack depends on the de-
gree of the polynomial approximation and the number of nonzero terms
in the polynomial approximation [30, 51]. Since the algebraic degree of
Keccak’s S-box is only 2, it is a natural question whether there is any in-
fluence on TUAK’ functions by considering techniques in the interpolation
attack.

First, as demonstrated in Tables 3.4 and 3.5, all the functions in the
TUAK algorithm set have the maximal algebraic degree. Recall that Keccak
uses the Sbox x over IFps. Second, we computed all the polynomial repre-
sentations of x for different defining polynomials of degree 5 of IF)s and
counted the number of nonzero coefficients in the polynomial representa-

tions of x. A polynomial over [F)s can have at most 32 terms. Our compu-
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tational results show that the number of terms in a polynomial represen-
tation of x takes one of the values from the set {23, 24,25} and the Sbox yx
is not affine equivalent to a function with few nonzero terms. As a result,

the TUAK algorithm set is not vulnerable to the interpolation attack.

4.2 Experiment on component functions

In this section, we provide some analysis on cryptographic properties of
component functions of the TUAK algorithms for small parameters. Es-
pecially, we compute the algebraic degree, algebraic immunity, and the
number of terms in the algebraic representation of a component function.
We conduct two experiments: the first experiment is about calculating the
exact algebraic degree and algebraic immunity, and the second experiment
is about counting the number of variables appear in a component function

of the Keccak permutation.

4.2.1 Experiment A: Cryptographic properties of compo-

nent functions

Here we first explain how the component functions in # variables are con-
structed using TUAK. The input assignment of TUAK for constructing the
component functions in our experiment is as follows. We use the same in-
put assignment of TUAK for TOP., ALGORITHM, PADDING and the last
512 bits are all zero specified in the specification. We choose the first n
positions from key bit positions which accept all possible 2" inputs, and
other key bit positions are set to zero. The RAND, AMF and SQN posi-
tions are set to all one. An overview of the input assignment is provided
in Figure 4.1. For this choice of input assignment to TUAK, we can con-
struct a set of component functions using Eq. (2.1) and we denote the set
of component functions by {gy, ..., £255}
We compute the following cryptographic properties of component func-

tions go, g1, ---» 255 in n variables:

1. the algebraic degree of the ANF representation of g;
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ALGORITHM (0256-n
TOPC 08 1128 116 148 {0,1}” PADDING 0512

g &1 8255

Figure 4.1: Component functions of TUAK in n variables

2. the algebraic immunity of g;
3. the nonlinearity of g;
4. the number of nonzero terms of in the ANF of gy, g1, ..., $255-

We have computed the above properties for the component functions when
n=38,9,.. and 13 and presented the results in Tables 4.1 and 4.2. The
nonlinearity of g; in 8-variable is provided in Table 4.2, where “NL” de-
notes the nonlinearity and “No.” denotes the index of component function
g;. The number of nonzero terms in the ANF representation of g;’s is dif-
tferent. Thus, we provide upper and lower bounds of the numbers of terms
in Table 4.1. For the nonlinearities of the component functions of TUAK
for n =9,...,13, see our technical report. We also study the cryptographic
properties of the component functions g;’s which are obtained by setting
RAND, AMEF, SON to zero and other input assignments are the same as
above. The cryptographic properties of the component functions are sim-
ilar to the results in Tables 4.1 and 4.2.

4.2.2 Experiment B: Number of variables in component func-

tions

Recall that the Keccak permutation is defined from F,/%% to 6% and

is constructed by iterating its round function 24 times. Each component
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Table 4.1: Cryptographic properties of component functions of TUAK

n | Algebraic degree | Algebraic immunity | # of nonzero terms
8 7/8 4 106 ~ 153

9 8/9 5 233 ~ 287

10 9/10 5 468 ~ 557

11 10/11 6 950 ~ 1091

12 11/12 6 1968 ~ 2158

13 12/13 7 3957 ~ 4213

function of the Keccak permutation can be considered as a function from
)% to F,. We perform an experiment to count the presence of the
number of variables, out of 1600, in a component function over differ-
ent rounds while constructing the Keccak permutation. Our experiment
shows that, after four iterations of Keccak’s round function, all 1600 vari-
ables appear in each component function due to the good diffusion prop-
erty of Keccak. Therefore, a component function of the Keccak permu-
tation would contain all 1600 variables. Consequently, all independent
variables in the input of TUAK will appear in each component function of
TUAK. This is also validated by Experiment A.

4.3 Algebraic attack

Algebraic attack [16] is a powerful cryptanalytic attack for recovering the
key of a cryptographic primitive. The algebraic attack consists of two
phases. First, a system of multivariate equations in key bits is constructed.
Second, the system of equations is solved for recovering the key bits by
linearization, eXtended spare linearisation, Grobner basis algorithms, or
SAT-solvers.

The algebraic attack can be applied to the TUAK algorithms TOP and
fi ~ f5. We note that all the TUAK algorithm set use the same secret key
for a fixed used for generating TOP,, MAC, RES, CK, IK, and AK. In the
algebraic attack, one can consider each key bit is an element of IF, and

construct a system of equations over IF,. Assume that the length of the
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Table 4.2: Nonlinearity of component functions in 8 variables

No. | NL | No. | NL || No. | NL || No. | NL | No. | NL | No. | NL | No. | NL || No. | NL | No. | NL | No. | NL

1 | 106 2 | 107 3 | 100 4 ]105 5 | 100 6 | 105 7 1102 8 1103 9 95 10 | 106

11 | 98 12 | 102 | 13 | 106 || 14 | 105 15 | 104 | 16 | 103 | 17 | 102 | 18 | 104 | 19 | 106 | 20 | 103

21 | 94 22 | 103 | 23 | 98 24 | 108 | 25 | 108 || 26 | 104 | 27 | 104 | 28 | 104 | 29 | 104 || 30 | 104

31 | 105 32 | 103 | 33 | 100 | 34 | 106 | 35 | 108 || 36 | 104 || 37 | 106| 38 | 103 | 39 | 99 || 40 | 102

41 | 102 | 42 | 107 | 43 | 107 | 44 | 103 | 45 | 102 | 46 | 107 | 47 | 103 | 48 | 104 | 49 | 104 | 50 | 104

51 | 100 | 52 | 99 || 53 | 105 | 54 | 103 | 55 | 99 || 56 | 103 | 57 | 107 | 58 |105| 59 | 105 | 60 | 104

61 | 106| 62 | 103 || 63 | 100 | 64 | 104 | 65 | 102 || 66 | 101 | 67 |104| 68 | 103 | 69 | 100 || 70 | 103

71 | 100| 72 | 104 | 73 | 109 | 74 | 103 | 75 | 104 | 76 | 100 | 77 |104| 78 | 108 | 79 | 93 || 80 | 102

81 | 100 | 82 | 104 | 83 | 99 84 | 101 | 85 | 102 | 86 | 104 | 87 |104| 88 |105| 89 | 104 || 90 | 102

91 | 102 92 | 108 || 93 | 101 | 94 | 101 | 95 | 102 | 96 | 105 | 97 | 104 | 98 | 101 | 99 | 104 || 100 | 101

101 | 106 | 102 | 106 | 103 | 102 || 104 | 106 | 105 | 105 | 106 | 103 || 107 | 101 | 108 | 102 | 109 | 103 | 110 | 103

111 98 || 112|104 | 113 | 103 || 114 | 105 || 115|104 | 116 | 108 | 117 | 99 | 118 | 105 | 119 | 103 | 120 | 105

121 94 | 122 | 99 | 123 | 101 || 124 | 104 | 125 | 106 | 126 | 108 || 127 | 99 | 128 | 104 | 129 | 105 | 130 | 106

131|105 132 | 106 || 133 | 102 || 134 | 106 || 135 | 102 || 136 | 103 || 137 | 106 | 138 | 107 || 139 | 103 | 140 | 103

141 | 106 | 142 | 108 | 143 | 104 || 144 | 103 | 145 | 107 | 146 | 101 || 147 | 103 | 148 | 102 | 149 | 106 | 150 | 106

151 | 106 | 152 | 105 || 153 | 103 || 154 | 103 || 155 | 100 || 156 | 109 || 157 | 104 | 158 | 106 || 159 | 105 | 160 | 109

161 | 107 | 162 | 103 | 163 | 105 || 164 | 104 | 165 | 106 | 166 | 102 || 167 | 106 | 168 | 103 | 169 | 105 | 170 | 106

171|103 | 172 | 108 || 173 | 103 || 174 | 102 || 175 | 104 || 176 | 104 | 177 | 106 | 178 | 105 || 179 | 103 | 180 | 106

181 | 102 || 182 | 104 | 183 | 104 || 184 | 101 | 185|102 | 186 | 109 || 187 | 104 | 188 | 107 | 189 | 107 | 190 | 109

191 | 101 || 192 | 98 | 193 | 106 || 194 | 104 | 195 | 103 | 196 | 105 || 197 | 97 | 198 | 105 | 199 | 101 | 200 | 103

201 | 105 || 202 | 104 || 203 | 101 || 204 | 101 || 205 | 106 | 206 | 105 || 207 | 109 | 208 | 105 || 209 | 101 | 210 | 104

211 | 97 || 212|108 || 213 | 105 | 214 | 103 || 215 | 106 | 216 | 104 | 217 | 101 || 218 | 105 || 219 | 103 | 220 | 105

221 | 107 || 222 | 102 || 223 | 101 || 224 | 105 || 225 | 108 || 226 | 107 || 227 | 104 || 228 | 105 | 229 | 102 || 230 | 105

231|102 || 232 | 104 | 233 | 105 | 234 | 104 || 235 | 107 || 236 | 102 | 237 | 100 || 238 | 99 || 239 | 107 | 240 | 102

241|103 || 242 | 107 || 243 | 102 | 244 | 103 || 245 | 96 | 246 | 105 | 247 | 105 || 248 | 106 || 249 | 99 | 250 | 100

251 | 107 || 252 | 103 || 253 | 106 || 254 | 103 || 255 | 107 | 256 | 105

key is |K|. For the TUAK algorithm set, |K| = 128, or 256. Any function of
the TUAK algorithm set can then be regarded as a multi-output Boolean
function in |K| variables, as other input positions are fixed. A system of
multivariate equations in key bits can be formed in different ways, such as
one can consider a single algorithm, multiple algorithms or all algorithms
in the TUAK algorithm set since all the algorithms have the same key. An

adversary can construct a system of equations as follows:
- using only one function f; for different random numbers;
- using a set of functions f;’s for different random numbers;

- using all functions f;’s for different random numbers, as all the func-

tions have the same secret key.

If the adversary uses only one function f;, she needs to construct equations
for many random numbers and the number of equations constructed every
time depends on the number of outputs of f;. On the other hand, the

number of equations an adversary constructs each time for all functions
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fi’s is less than the number of equations an adversary constructs for a f;
function.

In [13], Boura et al. showed that the upper bound of the degree of
the Keccak permutation is achievable at the 16-th round. We conducted
Experiment B to keep track of the number of variables present in a com-
ponent function of the Keccak permutation. Our experiment shows that,
at the 4-th round, all 1600 input variables of Keccak present in all com-
ponent functions. According to Experiment A in Section 4.2, our results
show that the algebraic degree and algebraic immunity of a component
function of TUAK is maximum for n = 8,...,, and 13. Since TUAK is con-
structed based upon Keccak and according to our experiments for small
parameters, it is expected that all component functions of TUAK would
have the maximum algebraic degree and high algebraic immunity. This
analysis states that it is hard to construct a system of multivariate equa-
tions in key bits of TUAK algorithms for |K| =128 and 256.

Even if one is successful in constructing a system of equations, the
number of unknowns for the eXtended linearization phaseis T = Z'filo (|Ii<|) =
2IKl where |K| is the length of the secret key. The time complexity to re-
cover the key bits by solving the system of linear equations using the
Strassen algorithm is O(T") with w = log, 7 where the attacker needs to
collect T equations. Table 4.3 presents the complexities of the algebraic
attack for different functions of TUAK. The complexity of the algebraic at-
tack in Table 4.3 shows that it is not better than the exhaustive key search

attack. Thus, TUAK is resistant to the algebraic attacks.

Table 4.3: Complexity of the algebraic attacks
Key size | TOPc fi 1 f f3 f1 fs 5
128 0(2128~u/) 0(2128»u/) 0(2128»w) 0(2128»11)) O(zlzs-u/) 0(2128-14/) 0(2128<u/) 0(2128«14/)
256 0(2256-w) 0(2256~W) 0(2256~W) 0(2256»14/) 0(2256-W) 0(2256-1;1) 0(225641;1) 0(225641:/)
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4.4 Cube attack

Cube attack [19] is a key-recovery attack that can be applied to any cryp-
tosystem, and a cube tester is used to detect the nonrandom behavior of
a cryptographic function [2]. In the cube attack, the input of a primitive
consists of a set of secret variables and another set of public variables. The
cube attack works as follows. First, a system of linear or quadratic equa-
tions in the secret variables is constructed by exhausting different cube
dimensions in public variables. Then, the system of equations is solved
to recover the secret key bits. To apply the cube attacks on TUAK algo-
rithms f; ~ f5, we only need to decide the bits positions of RAND as the
public variables, since the secret key bits are fixed and other bit positions
are constant. Note that the cube attack cannot be applied to TOP. as all
of its inputs are fixed and the TOP value is fixed and chosen by the op-
erator. Again, to apply the cube attack on f; function with a MAC of size
M, one can choose the bit positions of RAND as public variables (initial
vector) and one of the component functions (out of M functions) as an out-
put. Similarly, for f, ~ f5 algorithms, the key bits are the secret variables
and the RAND can be considered as public variables and other inputs are
fixed, but constants.

Cube attack is successful when the algebraic degree of the internal state
transition of a cryptoalgorithm grows slowly, like the state update of the
stream cipher Trivium [19]. One would be successful in applying the cube
attack to TUAK when one successfully launches the cube attack to Keccak,
as the design of TUAK is based upon Keccak’s permutation. According to
Table 1 in [13], it can be observed that the upper bound of the algebraic
degree of the Keccak permutation grows exponentially with the number
of rounds till 10 rounds and it achieves the maximum algebraic degree at
the 16-th round. According to Experiment B, at the 4-th round, all 1600
variables appear in each component function. Thus, it is believed that the
algebraic degree of the component functions of TUAK will be maximum
and all input variables will appear in each component function. In [36],

Lathrop studied the cube attack on 4-round Keccak-224 in a message au-
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thenticate code setting and found 112 cubes (maxterms of degree less than
or equal to 12) with linearly independent superpolys on secret variables.
Recently, Dinur et al. in [24] presented a practical cube attack on 5-round
Keccak in a message authenticate code setting and 6-round Keccak in a
stream cipher mode for recovering keys of the primitive.

The experiment in Section 4.2 shows that all the component functions
have the maximum algebraic degree and the number of monomials in the
ANF representation lies in the range of 114 and 155. Since TUAK uses the
Keccak permutation and its algebraic degree is maximum and all variables
appear in all component functions, it would hard to find linear superpolys
on the key bits. For 128-bit or 256-bit key, it would hard to construct a
system of linear or quadratic equations in key bits to recover the key.

4.5 Slide attacks

Slide attacks, proposed by Biryukov and Wagner [10], were developed on
a block cipher by exploiting weaknesses in the key scheduling and in the
general structure of the cipher. Such an example of the weakness is that
the key scheduling produces round keys in a cyclic fashion, as a result,
the cipher is vulnerable to the known-plaintext attack. To investigate the
slide attack resistance property to TUAK, we must study the slide attack
resistance property of the Keccak permutation. The designers of Keccak
studied the slide attack on Keccak. According to the designers, without
the round constant part, the round function of Keccak’s permutation is a
symmetric function, as a result, the Keccak permutation would have the
symmetry property. However, the Keccak permutation has a round con-
stant addition phase and the round constants are different at each round.
This destroys the symmetry property of the Keccak permutation.

The output of the TOP. function is constant when the key K is fixed.
For TUAK’s key derivation functions, a cipher key, integrity key, or anonymity
key is derived by using the key K and a random number. For a fixed key
K, the key derivation functions f3, f4 and fs (or f.') of TUAK produce keys

CK, IK, and AK, respectively in a cyclic fashion when the random num-
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bers repeated cyclically or a collision occurred, as TUAK is constructed by
the Keccak permutation. Unlike block ciphers, TUAK does not have any
key scheduling algorithm. Therefore, the slide attack on TUAK cannot be
applied.

Gorski, Lucks and Peyrin proposed a slide attack on sponge-function
like hash structures and the attack can also be applied to message au-
thentication codes based on sponge function like hash function structures
[28]. The MAC is defined as MAC(K, M) = H(K||M), where H is a sponged-
based hash function, K is the key and M is the message. In the slide attack
on such a MAC, an attacker needs to find a slid pair (C;, C]-) such that

C; = CHIC]II---IIC]
C] — CZ'”C]I~+1 with Xk+l+r+l — F(Xk+l+r+l) and Xi — F(S(Xi_l,ci))

where F is the round function and S defines how the message is incorpo-
rated in the internal state [28]. None of the algorithms of TUAK accepts an
input of length greater than 1600 bits. For the f; algorithm, the strategy
of the above slide attack cannot be applied as f; does not accept an input

of length greater than 1600, as a result, it is hard to find a slid pair.

4.6 Key-recovery attacks

In this section we discuss key recovery attacks on the TUAK algorithm set.
A successful key recovery attack on TUAK is able to recover the key of a
TUAK algorithm. Contini and Yin in [15] presented a partial key recovery
attack on HMAC/NMAC-MD4/MD5/SHAO0 using collisions of MD4, MD5,
and SHAO. Their key-recovery attack uses a good differential path for the
underlying compression function that leads to a real collision and the col-
lision path allows to learn many key bits of HMAC/NMAC-MD4. Later on,
Fouque et al. in [25] proposed a key recovery attack on HMAC/NMAC-MD4
that can recover the full key of MAC. The attack is also based on collision
search techniques. It finds a good IV-dependent differential path of MD4

for a message difference and computes a set of sufficient conditions. The
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attack first finds at least a pair of message that produces one collision
and then a plenty of messages related to the first one are constructed and
that produce collisions. The attacker learns the key by examining message
pairs for the collisions.

We apply the above two key-recovery attacks against the TUAK algo-
rithm set. We note that the basic requisite for the above two attacks is a
good differential characteristic of the underlying hash function of HMAC.
In order to launch the above key-recovery attacks on TUAK, one is first
required to find a good differential path for the Keccak permutation. For
the f; algorithm with key of M bits, one must obtain a differential path
with probability less than 2™ to launch a differential-style key-recovery
attack. Similarly, for f, ~ f5 and f; with key size M bits, one also requires
a good differential path with probability less than 27M. In [18], Daemen
and van Assche showed that the lower bound of the probability of a differ-

296 which is much lower than

ential path for the Keccak permutation is 2~
27236, To the TUAK algorithm set, the above differential-style key recovery

attack cannot be mounted efficiently.

4.7 Extension attacks

An extension attack on a hash function or MAC is a generic attack as it
leads to an existential forgery attack to some hash functions. In an exten-
sion attack, an attacker first searches for a pair of messages (M, M’) col-
liding at the last / bit internal state of the underlying hash function and
then an additional message block X is appended to both messages M and
M’, ie., M||padding(M)||X and M’||padding(M’)||X are constructed. Now
these two new messages produce the same output as their last [ bit of the
internal state are the same. A number of attacks on HMAC can be found in
[49, 50, 37]. An extension attack may also help to mount a distinguishing
attack and a key recovery attack [25, 15]. For a MAC forgery attack, the
complexity of forging a MAC using the extension attack is about 21,

We argue that why the f; algorithm is not susceptible to an extension

attack and we do not consider other TUAK algorithms. First of all the
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construction of f; is different from the construction of a HMAC algorithm.
The f; algorithm produces a MAC over the message RAND, AMF, and
SQN, and the length of the message is 192 bits that is fixed. It does not
accept an input message of length 192 bits. Since f; algorithm is based
upon the Keccak permutation, any two messages of length 192 bits never
produce an internal collision, they may only produce a collision in the
output of f;. Therefore, a similar extension attack cannot be applied to
the f; algorithm because of unable to extend the message in the input
of TUAK algorithms and of unable to produce an internal collision. The
designers of Keccak also mentioned that Keccak does not have the length

extension weakness [6].

4.8 Summary

In this chapter, we analyzed the f; ~ f5, f;" and f. algorithms by con-
sidering interpolation attacks, algebraic attack, cube attack, slide attacks,
differential-type key recovery attacks, and extension attacks. Our analysis
shows that the TUAK algorithm set is resistant to these attack. The time
complexity of the key recovery attack is not better than the exhaustive key
search. The extension attack cannot be applied to the TUAK algorithms
due to the input assignment of TUAK.
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Chapter 5

Security Proof of TUAK

In this chapter, we present the security proofs of the TUAK construction.
The f; and f;" functions are two MAC algorithms, and the f, algorithm
is used for generating responses. The f3, fs, f5 and f. functions are key
derivation functions. We reduce the security of the function f; to one or
more properties of the sponge function, and then use the known results of

the sponge function to deduce the security bound of the function f;.

5.1 Security proof of the f;, f" and f, function

construction

The f; and f;" functions are two MAC algorithms. The f, function is a
little bit special. It is used to generate the response in the authentication
process. However, it is essentially a kind of MAC. The threat model of
f» is that the adversary knows everything except the key, and she tries
to either recover the key or forge a response. Thus, f, should resist to
all the attacks applied to MAC. This section investigates the properties of
these three functions as MAC algorithms. At the beginning, we take f;
as an example to derive the security bound. After that, we generalize the
discussion on f; to f;" and f,.

By the definition of the f; function, we may consider the first 768 bits
(TOP,,INSTANCE, ALGONAME, RAND, AMF, SQN, K) as the domain
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separator, message and key, the 320 bits in the middle as the padding, and

the last 512 zeros as the capacity. Specifically, the bits 1---1 0---01 are the
~————

5 314
Sakura padding [52]. Let f{ be same the function as f; but the first 768

bits could be any value in [F,7s, i.e.
fi(x) = f{(TOPINSTAN CE||ALGON AME||x||K).

Fact 1. The f| function is a sponge function with bit rate r = 1088 and the
capacity ¢ = 512. The fi function is f{ in MAC mode.

In the following discussion, we always assume the underlying permu-

tation IT is a pseudorandom permutation.

Lemma 1. Throw u balls into v buckets uniformly, where u > v. Let event £
denote the event that there is at leat one bucket is empty. The probability that
event £ happens is upper bounded by

PrlE]<v(l-v7hH)", (5.1)

Proof. after throwing all u balls, denote the event that the i-th bucket is
empty as &;. The probability that event £ happens is given by

Pri&]=(1-vH"

Since &; and &; are not independent for i # j, and u > v, we have

—_

v
PriE]< ) &=v(l-vH“

i

I
[en]

This completes the proof O

Lemma 2. Throw u balls into v buckets uniformly, where u <v. Let event £

denote the event that there is at leat u —v + 1 bucket is empty. The probability
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that event £ happens is upper bounded by

Pr[€] <[ v
u

]u(l —u he,

Proof. Let I be an index set of the bucket, Z = {i|0 <i < v —1}. Each time,
we select a subset of Z, and the size of this subset is v — u. We call this
subset Z;. Let the buckets indexed by the subset Z; be empty. Then, the
problem becomes Lemma 1. Let the event EJ- denote fixing subset Ij, the

rest buckets have at least one empty bucket. By Lemma 1,
Pr[&;] <u(l1- u e,

By the same argument as the proof of Lemma 1,

Pr[€] < iu(l —u™ )", where w = [ v )— 1.

j=0

Therefore,
Pri€] < [ v ]u(l —u hy,
u

This proves the Lemma. [

Lemma 3. The output of f is uniformly distributed, which means Yy € E},
randomly chosen an x € /%8, the following equation always holds.

P =31 = 5y

where n(= 32,64,128,256) is the length of the output, and € is a negligible

value.

Proof. Notice the underlying block IT is a pseudorandom permutation.
Thus, the truncated output is uniformly distributed. Now, we restrict the
input of IT to a subspace IF/®® by setting 832 bits to a constant to get f;.
Let QO and I' denote the pre-image and image set of f," respectively. In
this case |Q] = 2768, By Lemma 1, |T| = 2" with overwhelming probability.
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Since the truncated output of Il is uniformly distributed, each value in T

has almost the same number of pre-image. Then

PrIf{()=3] = 55
0

Theorem 2. Randomly pick xy and x| from the pre-image set of f,. The prob-
ability of finding a collision of f, is given by

ifn=23264,128,

1
Prlfi(xo) = filx))]={* .
0 ifn=256.

Proof. First, let us consider the case that n = 32,64,128. By the proof of
Lemma 3, the size of image set of f; is also 2" with high probability. By
Lemma 3, the outputs of f|' distribute in IF,' uniformly. Thus, the outputs

of f; are distributed uniformly in [F;'. Then we have

2"-1

Pr(fi(xo) = filx1)] = ZPT[fl(xo) =vi, filx1) =vi,yi €F,' and y; # y; fori = j.
i=0

Therefore,

Pr(fi(xo) = fi(x1)] = %

Then, let us consider the case that n = 256. Notice that |Q| = 2192, It is
far less than 2”. By Lemma 2, |[I'| = |Q}|. The probability of collision is zero.
This completes the proof. O]

Before the next theorem, we clarify some notations. Assume there is
an oracle O,, which can recover the key of f; with N queries. Using O,,
the attacker can build a game G to find the pre-image of f/. We denote [
as the number of queries that the attacker needs to find the pre-image of
f{ using any method she wants except the game G. The notation b is the
lower bound of the expected number of queries to find the pre-image of
f{ using any method.
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Theorem 3. The expected success rate of the universal key recovery attack
with N queries under the adaptive chosen plaintext attack on f; function is
no greater than
22k 1+ (1-Ehi—p)
T|(2F-N)

’

where m is the length of the output; k is the size of the key; I is the image set of

fr-

Proof. Let us assume there exist two oracles, OX and O,. OX returns the
output of function f; (denoted by MAC) with the key K given an triple of
(RAND,SQN,AMF). O, chooses N triples of (RAND,SQN,AMF) adap-
tively and queries OX for the MAC of each triple. After that, the oracle O,
returns the key K used by OK. The behavior is described in Table 5.1.

Table 5.1: OX and O,

LoF O
Input: T = (RAND,SQN,AMF) | Input: no input
Output: MAC Output: K or failed
Compute MAC = f(K, T); Choose Ty = (RAN Dy, SQNy, AMF,); query OX with Ty; and get Hy;
Return MAC.

Choose Tyy_1 = (RANDy_1,SQNN_1,AMFy_y)
based on the previous selection of Ty Ty_»
and the output; query (’)tK with Ty_;; and get Hy_;

Compute K = A(Ty, -, Tn-1,Ho,--- Hy_1) with success probability p;
Return K or failed.

Notice that O, is a universal key recovery attack under the adaptive
chosen plaintext model on f;. Using O and O,, one attacker can construct
a probabilistic game G to find the pre-image of one output of f/. Let T; =
(RAND;,SQN;, AMF;) (0 < i <2192 — 1) denote all possible input of OX,
then set I' is defined by I' = {H; : H; = Of((Ti)}. The game is shown in Table
5.2.

Notice that the condition of this adversary is choosing a H = f{'(x) and
x is not a pre-image of any f;. The cardinality of the pre-image set of
f1 if 21%2, while the cardinality of the pre-image set of f{ is 2768, The
probability that given an x, x is a pre-image of f; is 1/2°7°. This probability

is negligible. Thus, in the following discussion, we only consider x is not
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Table 5.2: The game G to find the pre-image of f.
I |
Input: H = f/(x), x is not a pre-image of any f;.
Output: The state of f; s.t. H = f(T) or failed.

1. If H ¢ T, return failed;
2. If H = Hy, query O, to recover K;
3. Construct the state by T, K, and return the state.

a pre-image of any f;.

Since we assume the output of the f;’ function is uniformly distributed,
the probability that given any H € )" H €T is given by

L]
PT[H € r] = z—m,

where m is the length of the output of f;.

If H €T, the attack may use game G to find the pre-image.

Assume the probability that G can recover the key is

Pr[G success] = p.

However, game G may fail with probability 1 — p. Then, the attacker
needs 2F queries to recover the key.
If H ¢ T, the attacker needs at most 2k queries to let the game G output
failed, and I queries to find the pre-image by other methods.
Thus, the expected number of queries to find the pre-image of one
output is given by
L]

IT|
Z—mp(N—2k)+ 2—m2k +(1

_n

o (2K +1).

Since b is the lower bound of the expected number, thus

IT| IT|
SwP(N - 26y + 2—mz" +(1

_m

2m)(zk+1) > D.
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Therefore, we have

p<
This completes the proof. ]

By Bertoni et al. [6], the value of I is bounded by 2" + 2¢2. Because

[T|/2™ ~ 1, the result of Theorem 3 becomes

Since b is the lower bound of all cases, b < 2k. But as long as b is not
far smaller than 2X and N is negligible compared with 2, the value of
2k —b/2K — N is negligible.

Corollary 2. As long as 2% — b << 2K, there is no universal key recovery attack
on f; with N queries, where N << 2k,

Theorem 4. An attacker is allowed to select N messages adaptively and access
the oracle OX to get the MAC of each query. After N queries, the attacker is
asked to forge the MAC of a message other than the previously queried messages.
The expected number of queries to successfully forge a MAC generated by f; is
given by
Exp(N) = 23%°,

Proof. In the following proof, we will use K to denote the key, ¢ to denote
the capacity, and z to denote the maximum number of messages that can
be MACed with the same key.

By Bertoni et al. [6], when using a sponge function as a MAC algorithm,
the probability to forge a tag generated by this MAC algorithm is given by

c

Exp(N)=—

when [K| < ¢ —log,(z).
For f; case, z= 2192 |K| = 256(or 128), c = 512. Then we have

512
2 ~ 320

Exp(N) = 197 1

49



Corollary 3. It is infeasible to forge a MAC generated by f;.

The workload in Theorem 4 is greater than 2%°%, which is the workload
of guessing the key. Thus, we consider f; resists to the forgery attack as a
MAC algorithm.

f1 and f|" are almost the same. The only difference is the constant, but
that does not affect the properties of the function. Therefore, all result
applied to f; can also be applied to f;". Therefore, we omit the arguments
of f/'.

The f, function has different pre-image set compared with f; and f'.
SQN and AMF does not exist in the input of f,. The cardinality of the
pre-image set becomes 2128
Theorem 3 and its corollary also holds for f,. Theorem 4 needs some

tiny modification.

Theorem 5. An attacker is allowed to select N messages adaptively and access
the oracle OX to get the MAC of each query. After N queries, the attacker is
asked to forge the MAC of a message other than the previously queried messages.
The expected number of queries to successfully forge a MAC generated by f, is

Exp(N) =238,

From the proof of Theorem 4, and the cardinality of the pre-image set
of f,, Theorem 5 is straightforward. Corollary 3 still holds because this
workload is also greater than guessing the key.

5.2 Security proof of the f; - f5 and f.’ function

construction

The f; - f5 functions are key derivation functions (KDF). The basic require-

ment of a KDF is that given the random number, the adversary should not
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have the ability to guess the derived key. For two different random num-
bers, the f; - f5 should not produce the same key. As a KDF, it is also
required to protect the long term credential. In other words, given the de-
rived key, the adversary should not have the ability to guess the original
key.

Remark 1. One observation is that f, - f5 share one function. To be as secure as
a random oracle, the sponge function always requires the output length smaller
then half of the capacity. However, in this case, the total length of the output
of f> - f5 lies between 336 and 816. Even we consider the effective capacity of
TUAK is 768, 816 is still far greater than half of 768. Although we cannot find

any immediate attacks, this construction has some potential risk.

We suggest to use different INSTANCE values for f, - fs. This may
compromise the efficiency, but the gain is that the construction follows
the security assumption. The following results are all based on the revised
version of f, - fs.

Since the revised version of f; - f5 are the same as f,, the arguments on
f» in the last section can be applied to f; - f5. Therefore, we only list the
theorems below without any proof. To illustrate, define f for 3 <i <5 the

same way as f{.

Theorem 6. Randomly pick xq and x, from the pre-image set of f; (3 <i <5).
The probability of finding a collision of f; is given by

% if n=232,64,128,
Pr[fi(xo) = fi(x1)] = .
0 zfn = 256.

Theorem 6 implies that the probability that f; (3 < i < 5) generates
same key for different inputs is negligible.

Theorem 7. The expected success rate of the universal key recovery attack with
N queries under the adaptive chosen plaintext attack on f; (3 <i <5) function
is no greater than
272k + (1~ $hi-b)
IT|(2F-N)

’
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where m is the length of the output; k is the size of the key; I is the image set of

fi.
This theorem means it is hard to recover the long term credential.

Theorem 8. An attacker is allowed to select N inputs adaptively and access the
oracle Of to get the derived key of each input. After N queries, the attacker is
asked to generate a derived key other than the previously queried derived keys.
The expected number of queries to successfully forge a derived key generated by
fi (3<i<5)is

Exp(N) = 2384

Theorem 8 shows that it is impossible to forge a derived key generated
by f; (3 <i <5) without knowing the long term key. The f. function is the
same as the revised fs, only the constant is different. The above theorems
also hold for f7.

5.3 Summary

In this chapter, we proved the security of f; (1 <i <5)and f (i = 1,5) as
MAC algorithms and key derivation functions. The function f; and f;" as
two MACs are secure in the sense of collision, key recovery, and forgery.
The constructions of f, - f5 are not in a recommended way. We fixed the
construction and proved they are secure KDF in the sense of collision,

derived key recovery, and original key recovery.
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Chapter 6

Cryptanalysis of TUAK in the
Multi-output Filtering Model:
Part 1

In the following two Chapters, we will develop a new type of cryptana-
lytic tool, called multi-output filtering model. As mentioned in Chapter 1,
this technique belongs to a general notion called subset cryptanalysis and
it is the generalization of the classical filtering model. We split the con-
tent into two Chapters. In this Chapter, we give necessary background
regarding this new model and develop a general distinguishing attack. In
particular, we make use of the cryptographic properties of the associated
sequences of the primitive C under the multi-output model. In the next
Chapter, properties of the associated Boolean functions will be used to
analyze TUAK.

6.1 Background of multi-output filtering model

Let C be a cryptographic scheme (keyed or non-keyed) with n-bit input
and m-bit output. Clearly it can be simply regarded as a vectorial Boolean
function from [, to IE)”. When C involves a key K, we should write Cg for

strictness, but we prefer to use C for simplicity if the context is clear. In
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most circumstances, the cryptographic properties of C, such as algebraic
degree and nonlinearity, are difficult to be exploited due to the large val-
ues of n and m. A natural idea to overcome this difficulty is to restrict
the inputs of C on a subspace S of [F;'. For instance, the subspace S can
be generated by an {-stage linear feedback shift register (LFSR). Then we
obtain a function C’ from S to its image set C(S). By adapting the size of
S, we can study the cryptographic properties of C’. If C has good random-
ness properties, it should be difficult to find a subspace S such that C’ has
bad randomness properties. We must mention that the above method for
analyzing the cryptographic scheme C lies in a more general notion called
subset cryptanalysis [35], which tries to track the statistical evolution of a
certain subset of values through various operations in the cryptographic
schemes. One is referred to [21] for a success application of the subset
cryptanalysis to find 5-round collision on Keccak.

We achieve the above idea by proposing a new technique, called a
multi-output filtering model. This model aims to exploit the non-randomness
property of a cryptographic algorithm C such as message authentication
codes and block ciphers. General speaking, a multi-output filtering model
consists of a linear feedback shift register and a multi-output filtering
function. The LEFSR is used to generate an input subspace of C and C is
used a multi-output filtering function. This multi-output model is a gen-
eralization of the classic filtering model in stream ciphers [46] as it outputs
multiple bits, instead of only one bit, for the set of inputs to C generated
by an LFSR. Under this model, we can obtain a number of component se-
quences and component functions in the multi-output model. This paper
is devoted to studying the randomness properties of C through investigat-
ing its component sequences and component functions. We should men-
tion that in this paper we restrict C to MACs and block ciphers, but this

model can also be generalized to study other cryptographic primitives.
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6.2 Preliminaries

In this section, we provide some definitions and results that will be used

in this paper.

6.2.1 Basic definitions on sequences

We start with presenting some definitions on sequences. For a well-rounded
treatment of sequences and Boolean functions, the reader is referred to
[14, 27].

Let s = {s;} be a sequence generated by a linear feedback shift register

(LFSR) whose recurrence relation is defined as

-1
Sp+i = CiSptirSirCi €16, i=0,1,.. (61)

i=0

4 .
where p(x) = ) ¢;x' € [F,[x] is the characteristic polynomial of degree ¢ of
i=1
the LFSR. A binary sequence S in Eq. (6.1) with period 2" —1 generated by
an LFSR is called an m-sequence. Let s = {s;} be an m-sequence of period
2 —1 and f(xg,..., x,_1) be a Boolean function in £ variables. We define a

sequence a = {a;} as
a; = f(Se,1irSryvireerSri)s Siy@i €Fp, 120

where r; <1, <...<r; <{ are tap positions. Then the sequence a is called
a filtering sequence and the period of a equals 2¢ 1.

The linear complexity or linear span of a sequence is defined as the
length of the shortest LESR that generates the sequence. For an m-sequence,
the linear complexity of an m-sequence is equal to the length of its LFSR
[27]. On the other hand, the linear complexity of a nonlinear filtering se-
quence lies in the range of £ and 2¢ —1 [32]. If a filtering sequence has

linear complexity 2¢ — 1, then we call it has optimal linear complexity.
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6.2.2 Basic definitions on Boolean functions

There is a one-to-one correspondence between a sequence and a Boolean
function. The correspondence between a Boolean function and a sequence
can be obtained by computing the trace representation of a given sequence

using the Fourier transformations. For the details, see Chapter 6 of [27].

Definition 1. Let f be a Boolean function from IF,u to IF,. Then f can be
uniquely represented by its algebraic normal form (ANF) as

foo= )

where a; € By, x! =[1;c; x; and P({0,...,n—1}) is the power set of {0,...,n— 1},
The algebraic degree of f, denoted by d(f), is the maximal size of I in the ANF
of f such that a; # 0.

One of the most important properties of Boolean functions is its non-
linearity, which was proposed to measure the distance of it to all affine
functions. A cryptographic strong Boolean function is supposed to have

high nonlinearity to resist linear attacks [39].

Definition 2. The Walsh spectrum of a Boolean function f to a point a € IF.)!,
denoted by Wy(a), is defined by

Wi(a)= ) (-1)/0

n
x€lF,

where a - x is the inner product of a and x.
The nonlinearity of f can be defined in terms of the Walsh spectrum as

NL(f) = 2"! — max Wrla)

n
a€lF,

When 7 is an even positive integer, it is known that the maximum value
if the nonlinearity of a Boolean function f is NL(f) > 2"~1 —2"/271[14]. A

Boolean functions achieving this bound is called a bent function.
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Let m and n be two positive integers. A function F, from [F)’ to IF)",
defined by F(x) = (f1(x), f2(x),..., fu(x)) is called a (n, m)-function, multi-
output Boolean functions, or vectorial Boolean functions, where f;’s are

called coordinate functions [14].

6.3 Multi-Output Filtering Model

In this section, we provide a detailed description of the multi-output fil-

tering model of a cryptographic primitive.

6.3.1 Description of the multi-output filtering model

Let a = {a;};5¢ be a binary sequence generated by an {-stage linear feedback

shift register (LFSR) whose recurrence relation is

(-1

Apii = chai+]~, Cj € IFz, i> 0, (62)
=0

where p(x) = x¢ + Zf_l c;x' is a primitive polynomial of degree ¢ over TF,
and STATE; = (aj,aj,1,...,a¢_14j) is called the j-th state of the LFSR. Using
this LFSR, from the above sequence a, we generate a set of messages of n
bits as follows R = {R;: 0<j < 20 —2) where

R] = (ajl aj+],"' ;aj+n—1)1 ] =0,1,.., 2€ -2, (63)

where modulo 2¢-1 is taken over the indices of 4;’s. Note that the elements
in R are in the sequential order. We now define the multi-output filtering
model on F : {0,1}K x {0,1}" — {0,1}™. For a fixed key K and for each R;
with 0 <j < 20— 2, we obtain

Cj = F(KR)
(80 (K.Rj). . g1 (KR ) (6.4)
= (9,091 Yjm-1)-

>
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Using a matrix, we can represent the above C]- as

Co 0,0 Yo1 0 Yom-1

C ~

S 3
Cyry Yot 20 Yot21 0 YVolom-1

The matrix (6.5) provides us two methods to study cryptographic prop-

erties of F as described below.

I. Sequence point of view: Each column in the above can be considered
as a sequence of period 2¢ — 1 for a nonzero initial state of the LESR.
Each sequence of period 2¢ -1 is called a component sequence. We
denote the i-th component sequence by s; and s; = {v¢ ;, V1,i,..., ¥2¢_ i}-
s; can also be considered as a filtering sequence with filter function
g, 0<i<m-1.

II. Boolean function point of view: From (6.4) and (6.5), we see the

following process
gt {STATEj € IF; of the LFSR} — {R]- € IFZT} — i-th component sequence.

Therefore, each component sequence can also be regarded as a Boolean
function on lFf . Note that, for a nonzero initial state, the LFSR can-
not generate all-zero state, we need to query F to get the output
value F(K, 0") for all-zero input for all component Boolean functions.
With a fixed K in F, using an ¢-stage LFSR, we obtain m Boolean
functions on IF; . Mathematically, m Boolean functions g; : F,r — IF,
(0<i<m-1)are defined as

&i(K,STATE)) =;;, (0<j<2/-2). (6.6)

We call each Boolean function g; a component or coordinate function of
F.
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6.3.2 Application to TUAK’s f;, AES, KASUMI and PRESENT

For the sake of clarity on the input assignment, we briefly explain how we
apply the multi-output filtering model on TUAK’s f;, and block ciphers
AES, PRESENT and KASUMI.

6.3.2.1 TUAK’s f;:

Recall that f; takes K, RAND, and SQN as inputs. Now we fix a key K
and a sequence number SQN. We use an ¢-stage LFSR to generate ran-
dom numbers RAND; in f;. Denoting by the i-th state of the {-stage
LFSR by STATE; € 1F2€ . We obtain 2¢ -1 different T-bit RAND numbers
R={RAND;:0<j< 2¢-2} by Eq. (6.3) and the component sequences and
component functions are obtained using Eq. (6.4) with C; = f} (K, R;, SQN).

Remark 2. For TUAK’s f; function, in Eq. (6.5), recovering the last bit yyc_, ;
for each component sequence s; from the previous 2¢ — 2 bits is equivalent to

recovering Cye_, from {C, ..., Coe_3}. This leads to a MAC forgery attack on f;.

6.3.2.2 AES, PRESENT and KASUMI:

Recall that AES_128 accepts a 128-bit key and a 128-bit input and pro-
duces an output of 128 bits, and AES_256 accepts a 256-bit key and a
128-bit input and produces an output of 128 bits [22]. KASUMI has a 64-
bit input, a 128-bit key, and a 64-bit output. For AES_128 and AES_256,
the inputs messages of 128 bits are generated using an LFSR of length
¢ and by Eq. (6.3), and the component sequences and functions are ob-
tained using Eq. (6.4) with C; = AES_128(K,R;) and C; = AES_256 (K, R;).
PRESENT [9] is a 64-bit block cipher with a 80-bit key. The component
sequences and functions of PRESENT are obtained using Eq. (6.4) with
C; = PRESENT (K, R;). KASUMI [53] is a 64-bit block cipher with a 128-bit
key. The 64-bit inputs messages are generated by Eq. (6.3) with n = 64 and
the component sequences and functions are obtained using Eq. (6.4) with
C; = KASUMI(K, R; ).
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6.4 Distinguishing Attack Model IND-CPA

In this section, we describe the attack model of our distinguishing attack
on a message authentication code and a block cipher. In this paper we
restrict ourselves to message authentication codes and block ciphers. The
attack model is based on indistinguishability (IND) of encryptions under
chosen-plaintext attack (CPA) (IND-CPA), which was first developed due
to Goldwasser and Micali [26] in public-key settings. In [4], Bellare et
al. studied the indistinguishability of encryptions under chosen-plaintext
attack in the symmetric key setting. Here, we use the same attack model to
distinguish MACs (or ciphertexts) in the symmetric-key setting. However,
we develop a new distinguishing technique based on linear complexity of
component sequences in the multi-output filtering model for deciding the
MAC (or ciphertext). For the message authentication code, the aim of an
adversary is to distinguish two MACs for two messages Py and P, with a
high probability where messages Py and P, were chosen by the adversary.
On the other hand, for an encryption, the adversary aims at distinguishing
two ciphertexts for two chosen messages Py and P; with a high probability.

Let F : {0,1}f x {0,1)" — {0,1}" be a cryptographic algorithm which
accepts two inputs, a key of length k and a message of length n and pro-
duces an output of length m. Assume that Py and P, are two messages
of length n chosen by the adversary, the length of the key K is k and
c; =F(K,P),i =0,1. The aim of the distinguishing attack is to distinguish
cop and c; for the messages Py and P, with high probability. We denote
the random oracle by O and the adversary by .A. The indistinguishability
game [3, 26] between the random oracle and the adversary is played as

follows.

(1) Fixing a key K and generating the set of messages R = {Ry,Ry,..., Ry_1}
using an LFSR with a primitive polynomial of degree ¢, N = 2¢ —1;

(2) The adversary A randomly picks up Py € R and P; ¢ R and sends both
{Py, P} to O.
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(3) The random oracle picks up P, & {Po,P1}, b = 0 or 1 and computes
c =F(K,P,). O sends c to the adversary ‘A.

(4) Once A receives c as a challenge, the adversary performs a technique

and decides b’ and returns b’ to O where b’ =0 or 1;

(5) If b =b’, then adversary A succeeds; otherwise she fails.

We also summarize the game in Figure 6.1.

Adversary A Random oracle O

R = {RO’RI""RN—l}
PyeR, P (i {O,l}n

and P, ¢ R
{Po, P1}
&(0,1)
¢ =F(K,D,)
e—c_
A applies distinguishing function h
to decide b’
b’ Check b’ =" b

—_———
Successif b’ =b
Failif b’ # b
%

Figure 6.1: Indistinguishability game

It is easy to see that, for a random cipher B, the success rate of winning
the game for an adversary is 1/2. In the following section, we present a
new method to distinguish the MACs produced by f; for By and P, with
probability greater than 1/2. Therefore, the new method provides a con-
struction of a distinguisher on f;.
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6.5 A Generic Framework to Build a Distinguisher
Under IND-CPA Model

In this section, we first present a general technique to build a distinguisher
of a cryptographic primitive, followed by the theoretical determination of
the success probability of the distinguishing attack. We start with the

following definition.

Definition 3. Let R and S be two subsets of U, where S = U \'R. Let Q) be
a subset of R xS. Let C be a cryptographic scheme from U to some set V. For
any Py € R and P; € S, define a distinguishing function h : {C(F,),C(P,)} —
{0,1}. We say that C is distinguishable with respect to R, S, h,Q if the average
probability

Z Pr(h(C(P,-)) = i) : Pr(omcle chooses i ) (6.7)

is non-negligible compared with 1/2, when (P, Py ) is randomly chosen from Q).

By assuming Pr(oracle chooses i ) =1/2, Eq. (6.7) can be simplified as saying

is non-negligible compared with 1.

Now we state the main theorem below and provide the proof of it in

Appendix B due to the page limit.

Theorem 9. Let the notations be the same as above. Now we define a subset
CS of U which is called the condition set. Let S’ C S and Q) = R xS’. For any
Py e R, P, € &', let us define the distinguishing function h : {C(Fy),C(P,)} —
{0,1} as

h(y) =

{o if vy =C(x) and x € CS, 6.5)

1 otherwise.
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Define the following two probabilities

qgo = Pr(xgeRAxq€eCS),

(6.9)
q1 = PI'(X1€S’/\X1€CS).
where (xg,x1) Q. Then the average probability is
Z Pr(h(C(Pi)) = i)-Pr(oracle chooses i ): M. (6.10)

i€{0,1}

Proof. Let c be the ciphertext sent back from the oracle. It is not difficult
to see that there are four independent cases of the event h(c) =i Ac =C(P)
when i € {0, 1}, theorefore we may compute its probability one by one and
sum them together:

(1). h(c)=0Ac=C(Py) APyeCS. The probability of this case equals

Pr(h(c)=0]|c=C(Py)) ANPyeCS )Pr(c=C(Py)|Pye P )Pr(PyeCS)
1
= K0

(2). h(c)=0Ac=C(Py) APy ¢CS. The probability of this case is clear 0.
(3). h(c)=1Ac=C(P;)APyeCS. The probability of this case equals

Pr(h(c)=1]c=C(P)APy€CS)Pr(c=C(P,)|PyeP)Pr(PeCS)

1
= —qo(l—qy).
2%( q1)
(4). h(c)=1Ac=C(P) APy CS. The probability of this case equals

Pr(h(c)=1|c=C(P))APy2&CS )Pr(c=C(P;)|Pye P )Pr(Py2CS)
= %(1 —qo)(1 —q1).

Summarizing the above four probability values we have the desired
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result that

Y Prih(e)=inc=C(P))= Ltlgo—al,

The proof is completed. O

Several remarks on Theorem 9 are as follows:

(i)

(iii)

One may wonder how h(y) in Eq. (6.8) can be computed and how it
can be computed efficiently. This is a natural question as we could
not decide whether x = C(y) (it will imply y = C7!(x) but y is un-
known to the attacker). Also, if the set CS is very large, one cannot
determine the whole image set Im(CS) and then tell whether v is
in it or not. To clear this doubt, it is important to mention that we
define the set of CS according to some property of the cipher. There-
fore when one tells whether y € C(CS) he does not need to know the
whole image set but only tell whether y satisfies the property or not.
One may refer to the next Section for an example of such condition
set.

An attacker will expect the probability value in (6.10) to be as large
as possible so that she can distinguish the cryptographic scheme C
with a high probability.

The difficulty of finding the distinguishing attack described in The-
orem 9 is to find a proper condition set CS such that |qy — g1 | is large.
In the rest of this section, we will show how to construct such set CS,
which leads to distinguishing attack on KASUMI and PRESENT with
non-negligible success rate.

6.6 Distinguishing Attack Based on Linear Com-

plexity

In this section, we make use of the distribution of the linear complexity

of component sequences of a primitive to develop a new distinguisher.
Finally we apply this technique on f;, AES, KASUMI, and PRESENT.
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We use fi,AES,KASUMI and PRESENT as multi-output filtering func-
tions and study the distribution of the linear complexities of their com-
ponent sequences. Meidl and Niederreiter studied the expectation of the
linear complexity of random binary periodic sequences in [41]. Unfor-
tunately, the average values of the linear complexities of the component
sequences of AES, f;, KASUMI, PRESENT are very close to the theoretical
value determined in [41] according to our experiments. This motivates us
to look at the whole distribution of the linear complexity of the compo-
nent sequences instead of considering only the average value. We perform
the following test for the linear complexity and have an interesting obser-

vation on the component sequences of KASUMI and PRESENT.

6.6.1 Test of the distribution of linear complexity.

Usually, for a primitive C, it is difficult to determine the distribution of
linear complexity of its component sequences. Of course, one can choose
a subset of inputs to the primitive to estimate the linear complexity distri-
bution. However, since the input space is very large, it is hard to measure
the accuracy of the estimated distribution. To avoid such problem, we
propose a new method to test the distribution. This goal is achieved by
choosing two (large) subsets of inputs and by comparing the distributions
of the linear complexity of their component sequences. In particular, we
choose one subset L7 of the inputs to be generated by an ¢-stage LFSR and
the other subset RZ = (LZ \ {Py}) U{P;}, where P, & LT and P, & LZ. Note
that the elements in £7 are ordered according to Eq. (6.3). It is clear that if
the C has very good random property, it should not be easy to distinguish
two distributions for £Z and RZ. Our method consists of the following
three steps.

Now fixing a primitive C and an {-stage LFSR:
Step 1 (Generating component sequences). We randomly choose Niey

keys.

1. For all keys, using £Z as the set of inputs and C as a multi-output
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filter, we obtain m-Nj,, component sequences. This set of component

sequences is denoted by Q.

2. Similarly, using RT as the inputs, we generate another set of #1- Ni,,

component sequences, which is denoted by Q,.

Step 2 (Computing linear complexity). We compute the linear com-
plexities of the sequences in Q; and Q, and count the number of compo-
nent sequences in Q; with the linear complexity 2¢ —2 and 2¢ -1, denoted

i
by N,
tions). Now we compare two distributions by computing the slopes sl; of

the line between two points (2¢ -2, N,, ,)and (2¢ - LN, |

¢, and Nég_z, where i = 1 or 2. Step 3 (Comparing the distribu-

), where

i i
sl = Ny y =Ny, - NI _N!
r (26_1)_(26_2) — T2l 20-2°

If the difference between sl; and sl, is non-negligible, we can make use of
it to build a distinguisher of C, which is described in the next section. The
worst case computational complexity for exhausting all ¢-stage LFSRs of

the above three steps is

$(2°-1)

; xNkeyx2€><(2€—1)><m, (6.11)

where ¢ is the Euler phi function. We perform the experiment using these
parameters on f;, AES, KASUMI and PRESENT in the next section.

6.6.2 Distribution of f;, AES, KASUMI and PRESENT.

In our experiment, we choose £ = 8 and Ny, = 10%. By Eq. (6.11), the

worst case complexity for the primitive f; is 2027 (

some computation can
be performed in a parallel way). We present the result in the following
figures. In the figures, the red (resp. blue) line represents the distribution

of sequences in Q (resp. Q,).
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From Figs. 6.2 and 6.3, one can observe that, for KASUMI and PRESENT,
the difference of the distribution of the linear complexity for sequences in
Q; and Q, is non-negligible. While Figs. 6.4 and 6.5 show this is not the
case for AES and f;.

6.6.3 The new distinguishing attack

We now present the details of our distinguishing attack, which is achieved
through constructing a distinguishing function h. The construction of
the distinguishing function is based on the linear complexity distribution
of the component sequences of a primitive in the multi-output filtering

model.

6.6.3.1 Constructing the distinguishing function.

Recall that the distinguishing function is defined in Definition 3. We use
the notations in Theorem 9 and the attack model is depicted in Fig. 6.1.

1. Choosing an ¢-stage LFSR with a primitive polynomial to generate the
inputs of length m in R (see Eq. (6.3)). For f; and AES, n = 128; for
KASUMI and PRESENT, n = 64.

2. Constructing S =IF)\ R;
3. Randomly choose a message Py € R and P, € S;

4. Let Npc be the number of component sequences with linear complexity
LC where ¢ <LC<20-1;

5. Defining the condition set

using (R \ {Fy}) U {y} as the inputs of a primitive in the
CS=qyelE} multi-output filtering model, the slope of the line between ;;
the points (2 —2,N,c_,) and (2 —1,N,¢_;) is less than t.

6. The distinguishing function # is defined in Eq. (6.8) using the condition
set CS;
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7. q0,9; are the probability values defined in Definition 3.

6.6.4 An example of the attack

In this section, we apply the attack with our distinguishing function de-
fined in Section 6.6.3 on f;, AES, KASUMI, and PRESENT. Theorem 9 and
the observations in Figs. 6.2 and 6.3 enable us to gain a non-negligible
success rate of the attack on KASUMI and PRESENT. For simplicity, we use
an 8-stage LFSR to conduct our attack. However, one can use an arbitrary
stage LFSR based on computation capability.

For the computer experiments we performed below, we are testing the
success rate of our attack by testing more data. The details of the results
will be published in a revised version later.

We first choose an 8-stage LFSR to construct the set R. We then ran-
domly choose 2'° keys. For each key, a message Py € R and message P; € S
are chosen randomly. In Fig. 6.1, we use the distinguishing function / to
execute the attack. It is worth to mention that, to test the average success
rate is stable, we repeated the experiment 20 times by choosing differ-
ent groups of 2!° keys and found similar results for all experiments. We
present the average success rate for an experiment in Table 6.1, where we
use the upper bound of the slope t and the 8-stage LFSR the same as those
in Table 6.2 below.

Table 6.1: Average success rate of our attack on f;, AES, KASUMI and
PRESENT

Primitive | ¢t 90 q1 Avg. Succ. Rate
fi 2| 0.20398 | 0.194458 50.476%
AES 210.193848 | 0.20044 50.329%
KASUMI | 4| 0.421875 | 0.454103 51.612%
PRESENT | 5| 0.5686 | 0.540285 51.416%

The parameters we choose in the above experiment is as follows. The

slope in Table 6.2 is the average slope over 108 samples. The column
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“Slope (L)” contains the slopes computed from the LFSR input, and the
column “Slope (R)” contains the slopes computed from the random in-
put. The last column shows the absolute value of the difference between
“Slope(L)” and “Slope(R)”. We can see the “Difference” of KASUMI and
PRESENT are much greater than f; and AES.

Table 6.2: The slope of f;, AES, KASUMI and PRESENT on average

Primitive Polynomial of the LFSR Slope (L) | Slope (R) | | Difference |

fi Barx®rxtradex®+xt+1| -0.125 | -0.124 | 2.210x107*

AES B’ +x0+x3+x>+x'+1| -0.088 | —0.087 | 5190x1074
KASUMI | x® +x7 +x0 + x>+ x*+x2+1 | 0.130 0.015 0.115
PRESENT B +x0+x0+x3+1 —0.057 0.036 0.093

One can observe from the average success rate in Table 6.1 that the
outputs of both KASUMI and PRESENT can be distinguished from a ran-
dom primitive with a non-negligible probability. On the other hand, the

performance of f; and AES is very similar to the random one.

6.7 Summary

In this section, we elaborate the new cryptanalytic technique multi-output
filtering model. The application of this model on a cryptographic primi-
tive may lead to the distinguishing attack of it under IND-CPA model if
the primitive is designed with certain flaw. As the applications, we test the
performance of f;, AES,KASUMI and PRESENT under this attack. We found
that, as shown in Table 6.1, f; performs very like AES, both of which have
excellent randomness properties can this attack cannot mount on them.
However, the non-negligible average success rate of this attack on KASUMI
and PRESENT shows that this attack is not a trivial one.
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Chapter 7

Cryptanalysis of TUAK in the
Multi-output Filtering Model:
Part 11

In the previous Chapter, we study the random property of TUAK functions
by considering the linear complexities of the sequences. In this Chapter,
we will evaluate the randomness of TUAK functions by investigating the
other cryptographic properties of the component functions (defined Sec-
tion 6.3.1). The properties we will discuss in this Chapter are the algebraic
degree and the nonlinearity of Boolean functions. The good performance
of the component functions on these criteria would suggest the good ran-

dom property of TUAK functions.

7.1 Distribution of the Algebraic Degree and Non-

linearity of the Component Functions

In this section, we investigate the distribution of the algebraic degree and
the nonlinearity of the component functions of f;, AES, KASUMI, and PRESENT
in the multi-output filtering model. To measure the randomness property,
we first determine the distribution of the algebraic degree and the non-

linearity of component functions using a random primitive as the multi-
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output filter. Comparing this ideal distribution with those of f;, AES,
KASUMI and PRESENT obtained by performing experiments, some non-
randomness property of KASUMI is discovered. On the other hand, our
experimental results show that f;, AES and PRESENT perform very similar
to the ideal case in the sense of the distributions of the algebraic degree

and nonlinearity.

7.1.1 Algebraic degree distribution

Recall that the algebraic degree of a Boolean function is defined in Section
6.2. The following result states the number of Boolean functions with a
given algebraic degree. The first part of the result can also be found in
[14]. We provide a simple proof below for the completeness.

Theorem 10. Let f be a Boolean function on IFyn. Then the number of Boolean

n
i

functions with algebraic degree at most d is 2X ol ), and the number of Boolean

functions with algebraic degree exactly d is (2(2) - 1)22?;5(?)

Proof. Denoting the set O = {0,1,...,n—1}. Let the ANF of f be f(x) =
Zlep(g)alxl. If the degree of f is at most d, then all a; = 0 for |I| > d.
Clearly there are Zfl:o(?) terms in the ANF of f with |I| < d, and their

coefficients can be either 0 or 1. Therefore there are 2Z1-0(!) Boolean func-
tions with degree at most d. For simplicity, let us denote by A; the number
of Boolean functions with degree at most 4. Then by noting the number of
Boolean functions with degree exactly d is A; — A;_; we obtain the result.
O [

Corollary 4. Let C be a random cryptographic primitive and L be an n-stage
LESR whose characteristic polynomial is a primitive polynomial of degree n.
We use C as a multi-output filtering function and L to generate the inputs of

C. Then the probability of the component functions having degree at most d
. oX(h
1S 22n

than n—2 is

. In particular, the probability that the algebraic degree is not more
1

on+l-

Several remarks on the application of Theorem 10 are in the sequel:
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(1) Assume the primitive C is used to generate MACs (for instance the
function f; in TUAK). If the percentage of component functions with
degree less than n — 2 is large, then we may use the decoding method
of the Reed-Muller code R(n,n — 3) to forge the MACs. See [40] for
the Reed-Muller decoding. Note that the code R(n,1n — 3) is the set of
Boolean functions on [F,» with algebraic degree at most n — 3. There-

fore, we need the probability Pr(d < n —3) to be as small as possible.

2) On the other way, as shown in Corollary 4, for a random primitive, the
Y, y p
probability Pr(d < n—3) = ;. So, for the primitive C, if this probabil-

T on+l-

1
on+l”

ity is very different with some non-randomness properties may

be exploited.

(3) The probability Pr(d < n—3) is actually affected by the diffusion prop-
erty of the primitive C. Assumed C is a keyed primitive from IF,. to
IF,n. In the modern design of ciphers, by increasing the number of it-
eration rounds, normally C could attain the maximal possible degree
for any key K. For a keyed primitive Cg, in the multi-output model,
we restrict the inputs of Cg to a subspace S generated by an LESR. For
a fixed key K, Cg can be regarded as a vectorial function and the ANF
of Cx has the form Cp(x) = ¥ jcpq)a1(K)x!, where Q = {0,...,n -1}
and P(Q) is the power set and a;(K) € F,n are the coefficients of x!
(a; is a function with K as the variable) [14]. Then the restrictions of
Crls = Liep),ics ar(K)x!. The degree d of the component functions is
then determined by a; with |I| = d. If the diffusion property of C and
the key generating algorithm are good, it should be very rare that all
a; = 0 for |I| > dim(S) - 2.

To better understand Theorem 10 and the above comments, for f;, AES, KASUMI
and PRESENT, we perform the following test on the distribution of the al-

gebraic degree of their component functions.

Statistical Test 1. By Corollary 4, using an LFSR with a primitive polynomial
of degree 8, the probability that the degree of the component functions is smaller
than 7 is 21—9 =19.53125x 107*. For f,, AES,KASUMI and PRESENT, we apply
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the multi-output filtering model as in Section 6.3.1. We choose 50,000 keys
for these primitives and compute the degree of the component functions. The
probability of the degree is smaller than 7 is listed in the following table.

Table 7.1: Distribution of the degree smaller than 7

Cryptographic primitive Pr(d <6)
Random function 19.53125x 107%
fi 19.87 x 1074
AES 19.77 x1074
KASUMI 20.16x 1074
PRESENT 19.58 x 1074

From Table 7.1, we can see that for KASUMI, the probability Pr(d < 6) is
much higher than the one for other ciphers. To confirm this, we test another
50000 keys and found the probability is very close to it. This points out a
distinguisher of KASUMI and other ciphers in Table 7.1.

7.1.2 Nonlinearity distribution

The nonlinearity of a Boolean function is one of the most important cryp-
tographic properties. A highly nonlinear function is used to avoid the
linear attack and its variants. Let f be a Boolean function on IF;'. The
nonlinearity of f is defined in Section 6.2. One can see easily from its def-

inition that, in other words,

NL(f)= max d(f,)

where RM(1, n) denotes all Boolean functions with degree at most 1, and
d(f,g) is the weight of the sequence (f(x) +g(x):xe IFZ”). It is well known
that when # is even the best nonlinearity a Boolean function may achieve is
27=1_2"/2=1 and such functions are called bent functions (see [14] for more
details). However, such functions are very rare. For a random Boolean

function, we have the following result on the distribution of its nonlinear-
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ity.
Theorem 11 ([44, 14]). Let c be any strictly positive real number. The density

of the set
{feB, NL(f) 22" —cn2"7 |

is greater than 1 — gn+l-cnlogye, If c*log, e > 1, then this density tends to 1
when n tends to infinity.

Applying the above theorem on Boolean functions with 8 variables, we
have the following table. Note that the best nonlinearity we expect for

Boolean functions with 8 variables is 27 — 23 = 120.

Table 7.2: Density of Boolean functions in Bg with nonlinearity greater
than W

Lower Bound W of NI Lower Bound of the Density of Boolean
functions with NL(f) > W
98 0.547478790614789878029979196008
97 0.719023101510754029847811117031
96 0.828242210249647874600628825765
95 0.896634306072499532736808245299
94 0.938757831567911386351203605713
93 0.964277746514500200807343273821
92 0.979486428025371618477752447455
91 0.988402673490240554092683405343
90 0.993545113167509528277258485524

From the above table, one can see that if the component functions of
f1 are random, the probability that the component Boolean functions have

nonlinearity smaller than 90 is very small, which is
1-0.993545113167509528277258485524 ~ 0.00645.

In view of this, we perform the following statistical test for f;, AES, KASUMI
and PRESENT.
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Statistical Test 2. Let the LFSR and the other settings be the same as in Sta-
tistical Test 1. We list the distribution of the nonlinearity of the component
functions of f; and AES in the following table. Since only the component func-
tions with smallest nonlinearity are important to us (as an attacker), we only
list the probability that a Boolean function has nonlinearity smaller than 90 or
91. The notation Pr.yy denotes the probability that the nonlinearity is smaller
than W.

Table 7.3: The distribution of the nonlinearity of component sequences of
fi, AES, KASUMI and PRESENT

Cryptographic primitive | Pr.gg Prog;
Random Function 0.006455 | 0.011597
hf 0.000299 | 0.000690
AES 0.000306 | 0.000592
KASUMI 0.000299 | 0.000565
PRESENT 0.000308 | 0.000589

Unlike the distribution of the algebraic degree, from the above table we can
not see obvious difference among these four ciphers. However, one can still
see that the probability values Pr_gg and Pr gy is still very different with the
random case (although they are only the upper bounds of the probability).

7.2 Summary

In this Chapter we study the distribution of the algebraic degrees, nonlin-
earities of the component functions of the primitives f;, AES,KASUMI and
PRESENT. We first determine these two distributions for using a random
primitive as the multi-output filter, and then compare it with those for the
above four primitives. Although we cannot find an attack by making use
of these properties, some nonrandomness properties can still be observed
from our experiments. For instance, one may see that there are more com-
ponent functions of KASUMI having degree less than r — 2, which is a po-

tential risk as an efficient decoding method of the Reed-Muller codes may
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yield an attack on it. However, for fi, it has very good randomness prop-
erties just like AES.
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Chapter 8
Concluding Remarks

The TUAK algorithm set contains authentication and key generation func-
tions that provide security functionalities in the 3GPP system. Among the
algorithms in TUAK, f; and f;" are treated as message authentication func-
tions and f, to f5 (f5) are treated as key derivation functions. To study the
security of each algorithm in TUAK, we first apply various known attacks
on it and show the performance of it under those attacks. By presenting
the complexity of these attacks on each algorithm, we conclude that the
algorithms in TUAK are resistant to them.

Next, by constructing an adversary using an oracle, we reduce the se-
curity of TUAK to the security of Keccak. Theoretically, we show that f;
and f;" are immune to the key recovery attack and universal forgery attack
under the chosen plaintext attack; and other algorithms are immune to
the key recovery and collision attack under the chosen plaintext attack.

Finally, we develop a new type cryptanalytic tool, called multi-output
filtering model, to test the indistinguishability of a cryptographic primi-
tive under the so-called IND-CPA model. We provide a generic method to
build a distinguisher for a cryptographic primitive. In particular, based
on the distribution of the linear complexity of the component sequences,
we propose a new distinguishing attack method. As applications, the ran-
domness properties of TUAK, AES,KASUMI and PRESENT are studied un-
der this newly developed technique. Note that the reason for testing the
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other three primitives is to obtain a better comparison to the performance
of TUAK under this attack. By studying the component sequences and
component Boolean functions of the above primitives, we show that TUAK
and AES are properly designed under the multi-output model, while a
distinguishing attack can be mounted on KASUMI and PRESENT with a
non-negligible average success rate.

In conclusion, through our extensive analysis of the TUAK algorithm
set, we believe that the algorithms in TUAK perfectly inherit the good se-
curity performance from Keccak and it can be used with confidence as

message authentication functions and key derivation functions.
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Appendix

In this Appendix, we give the experimental results mentioned in the doc-

ument.

I: Distribution of the nonlinearity of the component sequences
of f; and AES

We first give two tables of the distribution of the nonlinearity of the
component sequences of f; which is generated by LFSRs with minimal
polynomials of degree 8. Note that there are altogether 16 such LFSRs.
We number them in the following table. Also, we randomly pick up 30
keys, which are also numbered in the following table. We first give the
tables of the LFSRs and Keys we used.
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Table 8.1: LFSRs’ Index

LFSR Index | Polynomial

0 W +x0+x0+xl +1

1 B +x”+x3+x%+1

2 W+ +x2+1

3 WBrxlrxt+ a3 +x2+xl +1
4 a7 +x0+x1 +1

5 W+’ +xP+x3+1

6 ¥ +x’+x%+xl +1

7 W+ +x3+x2+1

8 W+’ +x0+ 3 +x%+xl +1
9 WBrx7+x+ x5 +xt+x?+1
10 W +x0+ x5 +xt+1

11 Wrxt+ad+x2+1

12 B +x0+x0+x3+1

13 W’ +x0+x0+x%+xt+1
14 W +xd+xl +1

15 X+ a0+ x5 +x2+1
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Table 8.2: Keys’ Index

Key Index

Key Value

0

0x81 0x8e 0x9a 0x4c 0x65 0x80 0x2e 0x94
0xc3 0x3 0xb 0xa 0x7b 0xc8 0x2f 0x83

0xa0 0xe9 0x5d 0x87 0x2a Oxcd 0x70 0x55
Oxeb 0x4b 0xf0 0x26 0xc5 0x12 Oxe3 0xb6

2 0x19 0x48 0xe5 0x1 0x82 0x71 0x7b Ox4a
0xc4 0x93 0xa5 0x62 0xff 0x97 0xb2 0x27
3 0x29 0xf3 0x58 0x4b Oxba 0x86 0x4 0x57
0xa9 0xc3 0x6f Oxef 0x98 0x12 0x72 0x57
4 0Ox4c 0x73 0x1b 0x36 0x5f 0x65 0x0 0x9a
0x39 0x6 0xd3 0x3d 0x3c 0x7b 0x37 0x7
5 0x3f 0x92 0xd2 0xd3 0x3e 0xa6 Oxa4 0x76
0x4f 0xc4 0x97 0xfd 0xd8 0xb 0x57 0x37
6 0x0 0x59 0x63 0x74 0x63 0x24 0x65 0x8b
Oxa 0xa5 Oxbf 0x22 0x9a 0x3c 0x66 0x29
7 0Oxcb 0x10 0xf3 0xa8 Ox1c 0xf6 0xf7 Oxbb
0xc6 0x94 0x8f Oxda Oxee 0xc6 0x39 Ox5e
8 Ox1le 0x40 Oxe6 0x41 0xf6 0x75 0x51 0x26
0x1f 0xb8 0x8e 0x99 0x81 Oxal Oxe6 0x97
9 0xb6 0xb3 0xe2 0x51 Oxbe 0x3b 0xa6 0x2d
0xf4 0x7b 0x80 Oxe 0x40 0x8 0xcl 0xd5
10 0x8f 0x71 Oxcc 0x28 0x80 0x21 0x6¢ 0x72
0x60 0x87 0x6b 0x2a 0x59 0x74 0x60 0x59
11 0Oxe6 0xc4 0xc8 0x56 0x8a 0x40 0x58 Oxd4
0xc2 0xc3 0x92 0x1f 0x38 0x9c 0x97 0xa3
12 0x39 0x34 0x3c Oxae 0x69 0xfl 0x5f 0x77
0xb6 0x59 0x7c 0x5e 0x8a 0x7b 0x7b 0x75
13 0x45 0x8a Oxcc 0x40 Oxea Oxcc 0xb6 0xb9
0x18 0xb2 Oxec 0x97 0x3d 0x49 0x62 0xd0
14 0x6 0xd1 0x5e 0x5d Oxla Oxaa 0xd2 0x3d
0x7 0x78 0xe9 0xbc 0x7c 0x7f Oxe0 0xf5
15 Oxba 0x4f 0x17 0x96 0x45 0xa6 0x68 0xe3
0xdf 0x92 0xb7 0xfe 0xb6 0xd6 Oxca 0x65
16 0xdd 0x8f 0x5b 0xbc 0xf9 0x17 0x6¢ Oxcd
0x3d 0x2a Oxdb 0Oxcd 0x98 0x47 0x36 0xe0
17 0x2c 0x59 0xd0 0xe0 0x3 0x97 0x15 0x5a
0xfd 0xa9 Ox1la Oxda Oxd Oxc 0x79 0x69
18 0Oxa5 0xb7 0x5b 0x53 0x6f 0xff 0xd6 Ox2e
0x3e 0xb8 0x7a 0x17 0x44 0x9d 0x26 0x3f
19 0x85 0xf2 0x20 0xa7 0x8b 0x67 0x65 0x27
0x5¢ 0x40 0x3e 0xb5 0xa9 0xb3 0x14 Oxe4
20 0x48 0x91 0x85 0xab Oxe5 0x29 0xb8 0x68
0xf4 0x6a Oxed 0x24 Oxe9 0x47 0x58 0x19
21 Oxac 0x60 0x2f 0x71 0x47 Oxde 0x2 0x51
0Oxe2 0x9e 0x4b 0x16 0xf2 0x93 0x46 0xdf
22 Oxad 0x65 0x2 0x4b 0xcl 0x5e 0xb8 0x84
0x45 0x87 0x5d 0x7c 0xf0 Oxe 0x73 0x76
23 0x89 Oxeb 0x24 0xc9 0x9e 0xc3 0x91 0xe0
0x79 0xd 0x68 0x86 0x50 0x73 0xb4 0x60
24 0xbc 0x7b 0xfa Oxbb 0x6¢ 0x66 0x81 0x89
0x1b 0x59 0xf1 0xa5 Oxbf Oxba 0x20 0x5f
25 0x4 0xdd 0x28 0x34 0xf8 0xe0 Oxbd Oxdd
0x8 0xd3 0xbd 0x8c 0x2b 0x1c 0x9 0x72
26 0x5d Ox1a 0x94 0x84 0x4f 0x9 0xb9 0x7f
0x5d 0x26 0xd2 0x29 0xc0 0x13 0x6 Oxda
27 0x5 0x7c 0x62 0x3c 0xbd 0xfb 0x2b 0x4f
0x77 0x39 0x73 0xb0 Oxeb 0x57 Oxeb Oxla
28 0x78 0x8c 0xf8 0x2d 0xd1 Oxf 0x9 Ox6e
0xf3 0x37 0x27 0x90 0x5a 0xe0 Oxce 0xf2
29 0x74 0x12 0xfb 0x68 0x56 0xdd 0x86 0x3e

Oxae 0x87 0xb2 0x7a 0xf8 Oxea 0x3 0x62
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Now we give the table of the distribution of the nonlinearity of the

component functions of f; generated by the above LFSRs and Keys.

Table 8.3: Distribution of the Nonlinearity of the component functions of f]

LESR Key [ Multiplicity Min
LFSRg Keyg {+110(1)109(2)108(15)107(24)106(31)105(35)104(29)103(33)102(29)101(22)100(15)99(6)98(7)97(3)96(2)94(1)92(1)+) 92(1)
LFSRq Keyy {+110(1)109(3)108(9)107(22)106(36)105(47)104(41)103(21)102(27)101(15)100(11)99(12)98(4)97(1)96(2)95(2)94(1)91(1)+} 91(1)
LFSRq Keyp {+109(7)108(18)107(21)106(24)105(33)104(46)103(31)102(23)101(19)100(11)99(10)98(7)97(2)96(3)95(1)+} 95(1)
LFSR) Keys {+110(1)109(3)108(13)107(16)106(26)105(32)104(49)103(25)102(34)101(27)100(11)99(8)98(5)97(1)96(4)94(1)+} 94(1)
LFSRg Keyy {+111(1)110(1)109(2)108(11)107(22)106(35)105(41)104(37)103(35)102(25)101(18)100(14)99(5)98(2)97(2)96(1)95(1)94(1)93(1)92(1)«} | 92(1)
LFSR Keys {+110(4)109(4)108(10)107( 22)106(36)105(46)104(34)103(24)102(19)101(20)100(15 99(12)97(7)96(2)95(1)4 95(1)
LFSR) Keyg {+110(1)109(1)108(16)107(20)106(41)105(37)104(33)103(35)102(23)101(21)100(9)99(9)98(3)97(1)96(2)95(1)94(2)92(1)+} 92(1)
LFSRg Keyy {+110(1)109(6)108(10)107(21)106(26)105(41)104(33)103(44)102(24)101(15)100(7 )99( 7)98(4)97(2)96(3)94(2)+} 94(2)
LFSRq Keyg {+109(6)108(7)107(22)106(41)105(34)104(44)103(35)102(20)101(17)100(8)99(14)98(2 )97(4)96(1)94(1):«] 94(1)
LFSR) Keyg {+111(1)109(4)108(8)107(24)106(30)105(37)104(39)103(34)102(30)101(16)100(10)99(6)98(9)97(3)96(2)94(1)93(2)+} 93(2)
LFSR) Keyg | (+110(1)109(2)108(8)107(20)106(34)105(32)104(46)103(39)102(30)101(16)100(12)99(7)97( 4)96( 95(2)93(1)91(1)+) 91(1)
LFSRg Keyyy | (+110(1)108(13)107(19)106(33)105(41)104(44)103(37)102(22)101(18)100(10)99(9)98(2)97(6)92(1)+) 92(1)
LFSR Keyip | (+111(1)109(2)108(12)107(21)106(24)105(36)104(42)103(31)102(28)101(24)100(8 )99(11)98(3)97(5)96(3)95(2)94(1)93(1)92(1)*} 92(1)
LFSRq Keyys | [+109(2)108(5)107(25)106(31)105(50)104(41)103(34)102(22)101(16)100(10)99(4)98(7)97(3)96(1)95(3)93(2)+) 93(2)
LFSRg Keyigy | {(+110(1)109(3)108(10)107(23)106(31)105(49)104(38)103(32)102(22)101(21)100(15)99(5)98(4)97(1)95(1)+} 95(1)
LFSRg Keyys | {+110(1)109(2)108(6)107(23)106(30)105(43)104(44)103(28)102(22)101(22)100(15)99(5)98(6)97(4)96(1)95(3)94(1)+} 94(1)
LFSR Keyie | (+109(1)108(11)107(24)106(28)105(51)104(36)103(31)102(20)101(27)100(13)99(3)98(4)97(5)95(1)93(1)+} 93(1)
LFSRq Keyy | (+109(4)108(12)107(17)106(37)105(33)104(33)103(33)102(21)101(23)100(12)99(10)98(10)97(3)96(1)95(5)94(1)91(1)+} 91(1)
LFSRg Keyig | (+109(2)108(13)107(21)106(40)105(37)104(40)103(30)102(19)101(20)100(14)99(7)98(6)97(4)95(1)94(1)92(1)+) 92(1)
LFSRq Keyig | {+109(4)108(12)107(18)106(28)105(44)104(36)103(40)102(20)101(23)100(13)99(7)98(1)97(6)96(2)91(1)90(1)+) 90(1)
LFSRq Keypg | (+111(1)109(2)108(14)107(17)106(43)105(41)104(30)103(32)102(24)101(25)100(10)99(5)98(4)97(5)96(1)94(1)91(1)+) 91(1)
LFSR) Keypq | {+109(2)108(5)107(27)106(31)105(43)104(37)103(34)102(24)101(10)100(19)99(10)98(7)97(1)96(2)93(1)91(1)90(1)87(1)*} 87(1)
LFSRg Keypp | (+110(1)109(3)108(5)107(14)106(42)105(37)104(44)103(34)102(25)101(15)100(15)99(8)98(8)96(2)95(2)93(1)+) 93(1)
LFSR Keyps | (+109(2)108(19)107(21)106(22)105(41)104(47)103(31)102(27)101(16)100(6)99(10)98(4)97(3)96(4)92(1)89(2)+) 89(2)
LFSRq Keypg | (+110(1)109(2)108(6)107(26)106(33)105(42)104(43)103(32)102(24)101(11)100(11)99(9)98(8)97(3)96(3)95(1)94(1)+} 94(1)
LFSRg Keyps | (+110(1)108(10)107(28)106(37)105(38)104(43)103(23)102(21)101(19)100(15)99(7)98(8)97(3)96(1)94(1)90(1)+} 90(1)
LFSRq Keype | (+110(1)109(1)108(10)107(25)106(22)105(47)104(34)103(35)102(25)101(22)100(11)99(13)98(3)97(5)96(1)95(1)+} 95(1)
LFSR) Keyp7 | [+110(1)109(3)108(3)107(29)106(28)105(37)104(44)103(36)102(28)101(17)100(10)99(5)98(7)97(5)96(2)93(1)+) 93(1)
LFSR) Keypg | {+110(1)109(4)108(8)107(20)106(41)105(30)104(50)103(28)102(24)101(19)100(12)99(5)98(5)97(2)96(5)94(1)93(1)+} 93(1)
LFSRg Keypg | {+110(2)109(4)108(9)107(17)106(31)105(50)104(34)103(23)102(27)101(22)100(14)99(10)98(4)97(5)96(3)95(1)+} 95(1)
LFSR| Keyo {+110(1)109(1)108(10)107(22)106(26)105(46)104(39)103(33)102(17)101(17)100(12)99(12)98(7)97(4)96(2)95(4)94(1)93(2)+) 93(2)
LFSR{ Key; {+110(1)109(10)108(10)107(20)106(34)105(41)104(26)103(35)102(32)101(17)100(14)99(7)98(3)97(3)96(1)95(1)94(1)+} 94(1)
LESR| Keyp {+109(4)108(9)107(27)106(47)105(35)104(34)103(24)102(27)101(18)100(13)99(9)98(1)97(4)96(2)94(1)91(1)+} 91(1)
LFSR] Keys {+109(1)108(12)107(23)106(31)105(34)104(46)103(39)102(26)101(19)100(12)99(3)98(4)97(1)96(3)95(1)94(1)+) 94(1)
LFSR| Keyy {+109(3)108(5)107(22)106(30)105(34)104(38)103(35)102(31)101(21)100(18)99(7)98(3)97(3)96(3)94(2)85(1)+} 85(1)
LFSR{ Keys {+109(3)108(11)107(23)106(34)105(36)104(43)103(27)102(29)101(15)100(17)99(7)98(7)96(2)95(1)94(1)+} 94(1)
LFSR; Keyg {+110(1)109(5)108(13)107(24)106(38)105(36)104(28)103(31)102(27)101(18)100(12)99(8)98(8)97(2)96(3)95(1)90(1)+) 90(1)
LFSR] Key7 {+109(4)108(12)107(17)106(27)105(41)104(29)103(30)102(44)101(20)100(14)99(5)98(4)97(2)96(4)93(3)+} 93(3)
LFSR{ Keyg {+110(1)109(2)108(11)107(24)106(29)105(44)104(42)103(27)102(32)101(14)100(9)99(8)98(6)97(3)96(2)95(1)92(1)+} 92(1)
LFSR| Keyg {+109(4)108(8)107(15)106(44)105(33)104(42)103(30)102(24)101(21)100(12)99(9)98(4)97(3)96(5)95(1)91(1)+} 91(1)
LFSR| Keyig | {+110(1)109(3)108(11)107(31)106(29)105(39)104(47)103(20)102(25)101(21)100(11)99(5)98(4)97(6)96(2)95(1)+} 95(1)
LFSR| Keyy1 | (+109(4)108(12)107(21)106(27)105(40)104(37)103(31)102(34)101(16)100(17)99(6)98(3)97(4)96(1)95(1)94(1)90(1)+} 90(1)
LFSR| Keypp | [+109(2)108(9)107(20)106(37)105(39)104(31)103(37)102(23)101(17)100(18)99(5)98(6)97(7)96(3)95(1)94(1)+} 94(1)
LESR| Keyyz | (+110(1)109(2)108(8)107(15)106(41)105(47)104(37)103(37)102(20)101(19)100(12)99(6)98(2)97(3)95(3)94(1)92(1)91(1)+} 91(1)
LFSR| Keyig | {+109(5)108(10)107(23)106(36)105(47)104(34)103(33)102(19)101(21)100(10)99(4)98(9)96(3)95(1)92(1)+} 92(1)
LFSR| Keyys | [+109(1)108(6)107(16)106(31)105(37)104(45)103(32)102(30)101(23)100(16)99(7)98(1)97(5)96(4)95(1)93(1)+} 93(1)
LFSR{ Keyg | {+109(1)108(9)107(22)106(36)105(46)104(27)103(36)102(27)101(18)100(14)99(9)98(6)97(2)95(2)92(1)+} 92(1)
LESR] Keyy7 | {+109(2)108(15)107(19)106(27)105(42)104(37)103(28)102(36)101(12)100(14)99(10)98(7)97(2)96(1)95(1)94(1)93(1)88(1)+} 88(1)
LFSR| Keyig | (+109(3)108(12)107(18)106(38)105(44)104(38)103(30)102(23)101(20)100(14)99(4)98(7)97(3)93(2)+} 93(2)
LFSR| Keyjg | [+109(4)108(6)107(24)106(34)105(35)104(50)103(29)102(23)101(13)100(17)99(5)98(6)97(4 )96(4)94(1)92(1)*] 92(1)
LESR| Keypo | (+109(5)108(8)107(21)106(26)105(47)104(34)103(36)102(23)101(22)100(14)99(13)98(3)97(2)95(1 ( )+} 89(1)
LESR] Keypy | (+111(1)109(3)108(8)107(23)106(33)105(38)104(35)103(33)102(25)101(20)100(13)99(10)98(4)9 < (1)95(2)94(1)91(1)+} 91(1)
LFSR Keypo | [+110(1)109(3)108(9)107(15)106(35)105(45)104(40)103(33)102(17)101(20)100(14)99(12)98(3)97 ) (2)95(2)*1 95(2)
LFSR{ Keyps | (+110(1)109(1)108(5)107(19)106(35)105(39)104(37)103(29)102(27)101(22)100(15)99(5)98(11)97(3)96(3)95(2)94(1)92(1)+} 92(1)
LFSR] Keypy | {+109(4)108(5)107(20)106(28)105(45)104(35)103(33)102(26)101(17)100(17)99(9)98 10)97(3)96( )9 ( )91(1)+) 91(1)
LFSR| Keyps | (+109(4)108(11)107(17)106(34)105(33)104(31)103(28)102(30)101(23)100(17)99(11)98(5)97(6)9 < 5(2)89(1)+} 89(1)
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LFSR1, | Keypy | {+109(5)108(8)107(22)106(31)105(43)104(36)103(35)102(16)101(15)100(20)99(8)98(3)97(6)96(2)95(4)94(2)« o
LESR|, | Keypg [*109(3)108(5)107(25)106(39 105(33)104(34 103(37)102(30)101(13)100(9)99(9)98(6)97(6)96(2)+} g
LESRjp | Keyyg | {+109(3)108(8)107(19)106(35)105(40)104(39)103(35)102(29)101(21)100(12)99(4)98(3)97(6)96(1)94(1)+) &y
LFSRy3 | Keyp (+109(1)108(4)107(25)106(32)105(37)104(33)103(37)102(32)101(17)100(14)99(14)98(5)9 ( 93(2)+} 0
LFSR K {+109(2)108(7)107(23)106(24)105(42)104(44)103(40)102(21)101(22)100(12)99(11)98(4)97(2)94(1)91(1)+}

-2 - 9(10 98(6)97(3)96(3)94(3)93(1)+} 93(1)
LFSRy3 | Keys (+110(1)109(2)108(7)107(21)106(42)105(29)104(42)103(32)102(22)101(18)100(14)9 ol el
LFSRy3 | Keys (+109(3)108(9)107(19)106(38)105(34)104(40)103(33)102(21)101(20)100(16)99(7)98(9)97(1)96(2) ( ay
LFSRy3 | Keyy {+109(2)108(14)107(22)106(33)105(33)104(40)103(38)102(21)101(21)100(14)99(5)9 ( )97(3)96(5)92 (2);} = 20
LFSRy3 | Keys {+109(5)108(10)107(27)106(42)105(35)104(38)103(32)102(22)101(13)100(12)99(8)98(3)97(2)96(4 )953( 9)4 ! )}* el
LFSR;3 | Keyg (+109(2)108(8)107(27)106(31)105(40)104(50)103(31)102(13)101(18)100(13)99(9)98( 6)97( )96(2)95( )3( )+ 2
LFSRy3 | Key; (+109(3)108(13)107(13)106(41)105(35)104(39)103(29)102(22)101(19)100(15)99(12)97(5)96(3)95(4)92( 9)1]1 S— 2y
LFSRy3 | Keyg {+109(2)108(13)107(18)106(40)105(39)104(37)103(32)102(27)101(11)100(11 )99(5)98( )97(1)96(6)95(3)94(1)93( i
LFSRy3 | Keyg (+109(3)108(13 107(20)106(36)105(42)1 4(31)103(37)102(23)101(19)1 0(12)99(7)98(2)97(2)96(3)94(1),411 2
LFSRy3 | Keyjg | {+109(1)108(12)107(27)106(29)105(48)104(35)103(31)102(20)101(21)100(13)99(8)98(3)97(4)94(2)92(1)91( );]91 i
LFSRy3 | Keyyy | (+109(2)108(11)107(22)106(31)105(41)104(31)103(35)102(18)101(27)100(12)99(7)98(9)97(2)96(3)95(3)94(1)89(1)+} &y
LESRy3 | Keyip | (+109(1)108(14)107(21)106(36)105(44)104(40)103(28)102(29)101(13)100(11)99(9)98( )97(3)96(3)95(1)94(1)*)2 )
LESRy3 | Keyyz | {+109(1)108(7)107(18)106(38)105(47)104(41)103(41)102(18)101(14)100(12)99(6)98(4)97(2)96(1)94(2)93(2)91( )*l) — 0
LFSRy3 | Keypq | (+110(1)109(2)108(9)107(22)106(23)105(39)104(48)103(28)102(33)101(18)100(13)99(10)98(3)97(2)96(2)95(1)92(1)90(1)+} 2y
LFSRy3 | Keyys | {+109(3)108(6)107(24)106(33)105(45)104(33)103(38)102(22)101(14)100(12)99(8)9 3(7)97( )96(5 )95(1)94(2)*2]) S— o
LESRy3 | Kepig | (+110(1)109(3)108(13)107(16)106(38)105(41)104(39)103(26)102(24)101(23)100(11)99(8) (3) 7(3)96(2)95(2)94(2) 20
LESRy3 | Keyyy | {+109(2)108(15)107(25)106(26)105(34)104(35)103(26)102(27)101(27)100(17)99(8)98(3)97 96(6)90(1)*}941 2y
LFSRy3 | Keyjg | {+110(1)109(5)108(8 )107(21)106(29)105(47)104(41)103(27)102(19)101(15)100(17)99(11)98(3)97(6)96(5)41( )+) 0
LFSRy3 | Keyjg | (+109(2)108(12)107(25)106(31)105(32)104(36)103(35)102(24)101(22)100(18)99(6)98(3)97(3)96(4)95(2)94(1)+} a0
LFSRy3 | Keypp | (+109(6)108(7)107(26)106(38)105(42)104(42)103(31)102(28)101(10)100(9)99(8)98(3)97(5)96(1)+} et
LFSRy3 | Keyp | {+110(1)109(3)108(7)107(19)106(28)105(41)104(43)103(31)102(33)101(20)100(13)99(5)98(5)97(6)96(1)+} i
LFSRy3 | Keypp | {+110(1)109(5)108(9)107(25)106(37)105(32)104(47)103(35)102(16)101(25)100(8)99(7)9 ( ) (3)96(2)94(2)*1] - el
LESRy3 | Keypz | (+109(3)108(13)107(17)106(35)105(40)104(36)103(31)102(23)101(23)100(13)99(12)98(5) 96( )95(1)9 (9)21( ) el
LFSR13 | Keypy | {+109(2)108(4)107(27)106(31)105(38)104(36)103(32)102(32)101(18)100(14)99(10)98(4)97 1)95(3)93(1)92(1)*] 2y
LFSRy3 | Keyys | {+110(1)108(10)107(28)106(32)105(29)104(43)103(30)102(25)101(20)100(13)99(6 )98(8)97( 96(3)95(2)93(1) (1)*] 2y
LFSR13 | Keypg | (+110(1)109(2)108(15)107(24)106(37)105(40)104(36)103(31)102(26)101(18)100(8)99(6)98(4)97(3)96(3)94(1)90(1)+} i
LFSRy3 | Keypy | {+110(1)109(5)108(7)107(20)106(22)105(41)104(29)103(36)102(35)101(18)100(17)99(4)98(9)97(4)96(6)94(1)93(1)+} 20
LFSR Keypg | {+109(1)108(15)107(20)106(34)105(29)104(43)103(18)102(36)101(20)100(12)99(9)98(7)97(7)96(3)93(1)91(1)+} u

- 06(25)105(38)104(41)103(24)102(27)101(27)100(14)99(9)98(4)97(1)96(3)94(1)93(1 )%} 93(1)
LFSRy3 | Keypg | {+109(5)108(10)107(26)106(25)105(38)104( B 0
LFSRy4 | Keyg {+110(1)109(4)108(14)107(21)106(37)105(44)104(27)103(33)102(24)101(16)100(10)99(6)98(5)97(5) E ey
LFSR4 | Key; (+109(2)108(7)107(21) 106(31)105(40104(37)103(30)102(28)101(16)100(20)99(10 98(6)97(1)96(3)95(1)94(2) 2y
LFSRy4 | Keys (+109(3)108(5)107(25)106(33)105(43)104(40)103(28)102(18)101(19)100(12)99(16)98(7)97(4)96(1)95(1)93(1)x} iy
LFSRy4 | Keys {+109(5)108(8)107(17)106(30)105(51)104(34)103(42)102(22)101(19)100(7)99(9)98(5)97(3)96(2)95(1)94(1)+} el
LFSRy4 | Kepy {+109(3)108(9)107(16)106(38)105(38)104(32)103(32)102(27)101(23)100(14)99(9)98(5)97(5)96(1)95(2)94(1)92(1)+} 20
LFSRy 4 | Keys (+109(4)108(12)107(22)106(32)105(44)104(37)103(31)102(23)101(11)100(13)99(9)9 (8)97(4)96(4)95( )94(1)+) 2y
LFSRy4 | Keyg (+110(1)109(4)108(9)107(26)106(34)105(32)104(30)103(38)102(32)101(18)100(14)99(12)9 8(2)9 3) )*]2 o)
LFSR 4 | Keyy {+109(4)108(16)107(22)106(32)105(33)104(45)103(31)102(30)101(15)100(3)99(12)98(4)97(3)96(2)95(2)9. 94)1) . 2o
LFSR;4 | Keyg (+110(1)109(4)10 (12)107(17)106(32)105(43)104(32)103(36)102(18)101(22)100(10)99(10)98(8)97() 6(6)94(1)90( 2y
LFSRy 4 | Keyg (+110(1)109(2)108(9)107(18)106(27)105(37)104(45)103(39)102(23)101(17)100(17)99(11)98(7)97(1)95(2)+} &g
LFSRy4 | Kepjg | {(+110(1)109(3)108(5)107(26)106(34)105(35)104(38)103(35)102(26)101(16)100(14)99(10)98(2)97(3)96(5)95(2)94(1)+} el
LESRy4 | Keyyy | (+110(1)109(4)108(8)107(14)106(31)105(45)104(51)103(29)102(19)101(22)100(15)99(8)98(3)97(3)95(2)93(1)+} 20
LESRy4 | Keyia | (+109(5)108(15)107(20)106(41)105(33)104(42)103(21)102(25)101(17)100(10)99(11)98(7)97(6)96(1)95(1)93(1 )<} 2y
LFSRy4 | Keyis {*109(4)108(10)107(14)106(28)105(37)104(45)103(30)102(19)101(28)100(12)99(12)98(9)97(3)96(2)95(12912(911)91011})&} 2
LFSRy4 | Kepjg | (+110(1)109(5)108(4)107(32)106(40)105(44)104(37)103(31)102(18)101(15)100(6)99(5)98(8)97(5)96(3)94(1)91(1)
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LFSRy4 | Keyys | (+110(1)109(4)108(9)107(27)106(36)105(41)104(39)103(34)102(20)101(12)100(12)99(7)98(5)97(5)96(1)95(2)94(1)+} 94(1)
LESRy4 | Keyig | (+109(3)108(6)107(22)106(35)105(45)104(34)103(31)102(35)101(23)100(8)99(8)98(1)97(1)96(4 )] 96(4)
LESRy4 | Keyyy | {+109(2)108(5)107(23)106(32)105(37)104(39)103(23)102(31)101(23)100(15)99(15)98(4)97( 2)96( 5(1)94(1)%} 94(1)
LFSRy4 | Keyyg | (+109(3)108(9)107(17)106(30)105(38)104(34)103(35)102(26)101(24)100(11)99(10)98(7)97(9)95(1 )94(1)93(1)*] 93(1)
LFSR;4 | Keyig | {+108(10)107(15)106(27)105(40)104(52)103(37)102(25)101(12)100(15)99(15)98(5)97(1)96(2 } 96(2)
LESRy4 | Keypg | (+109(3)108(19)107(18)106(39)105(38)104(45)103(23)102(21)101(18)100(11)99(12)98(5)97 ( ) ( )88(1)+) 88(1)
LFSRy4 | Keypy | (+109(1)108(9)107(19)106(27)105(40)104(36)103(36)102(38)101(15)100(10)99(11)98(3)97(6)96(2)93(2)91(1)+) 91(1)
LFSRy4 | Keypp | (+109(1)108(9)107(22)106(40)105(40)104(37)103(20)102(24)101(21)100(23)99(7)98(4)97(1 ) ( )95(1)94(1)93(1)*; 93(1)
LFSRy4 | Keyp3 | {+109(4)108(10)107(17)106(38)105(36)104(40)103(38)102(18)101(22)100(11)99(12)98(5)97(2)96(2)91(1)+} 91(1)
LESR4 | Keypgy | (+110(1)109(4)108(9)107(24)106(35)105(44)104(34)103(34)102(15)101(23)100(10)99(8)98(6)97(1)96(3)95(3)94(2)+) 94(2)
LFSRy4 | Keyps | (+110(1)109(1)108(12)107(17)106(36)105(44)104(42)103(27)102(18)101(22)100(13)99(8)98(5)97(3)96(2)95(3)94(1)89(1)+} 89(1)
LFSRy4 | Keypg | (+110(1)109(2)108(8)107(20)106(32)105(36)104(48)103(33)102(26)101(20)100(13)99(10)98(2)97(1)96(2)95(1)90(1)} 90(1)
LESRy4 | Keypy | (+110(1)109(4)108(4)107(15)106(34)105(40)104(37)103(37)102(26)101(20)100(22)99(3)98(4)97(1)96(2)95(3)94(3)+} 94(3)
LESRy4 | Keypg | (+109(2)108(12)107(22)106(26)105(42)104(32)103(34)102(23)101(24)100(14)99(13)98(3)97(5)96(1)94(2)93(1)+} 93(1)
LFSRy4 | Keypg | {+110(2)108(13)107(15)106(31)105(45)104(38)103(33)102(24)101(21)100(12)99(8)98(3)97(3)96(3)95(1)94(2)93(2)+} 93(2)
LFSRy5 | Keyp (+110(1)109(2)108(13)107(22)106(28)105(46)104(44)103(27)102(28)101(16)100(8)99(14)98(2)97(3)96(1)95(1)+} 95(1)
LFSRy5 | Keyy {+110(1)109(3)108(6)107(17) 106(27)105(48)104(47)103(26)102(22)101(18)100(12)99( )98(8)97(4)96(6)95(2)*} 95(2)
LFSRy5 | Keyp {+110(1)108(5)107(30)106(31)105(43)104(45)103(23)102(25)101(20)100(10)99(7)98(7)97(4)96(1)94(3)93(1)+} 93(1)
LFSR{5 | Keys {+110(1)109(4)108(4)107(18)106(47)105(31)104(34)103(37)102(32)101(16)100(10 )99( )98(4)97(3)96(4)95(3)94(1)93(2)+} 93(2)
LFSRy5 | Keyy (+109(3)108(6)107(29)106(28)105(33)104(36)103(32)102(27)101(24)100(13)99(10)98(8)97(2)96(2)95(3)«} 95(3)
LFSRy5 | Keys {+109(3)108(7)107(19)106(33)105(40)104(42)103(25)102(26)101(21)100(13)99(14)98(9)97(3)95(1)+} 95(1)
LFSRy5 | Keyg {+109(5)108(11)107(25)106(36)105(39)104(47)103(23)102(18)101(22)100(13)99(3)98(7)97(3)96(2)89(1)88(1)+} 88(1)
LFSRy5 | Keyy {+109(4)108(7)107(17)106(34)105(34)104(36)103(32)102(33)101(19)100(15)99(11)98(9)97(1)96(2)94(1)91 (1)} 91(1)
LFSRy5 | Keyg (+109(2)108(8)107(16)106(47)105(32)104(39)103(35)102(21)101(17)100(18)99(12)98(5)97(2)96(2)+} 96(2)
LFSR{5 | Keyg (+110(1)109(7)108(9)107(16)106(35)105(45)104(38)103(29)102(22)101(18)100(15)99(7)98(5)97(4)96(1)94(2)93(1)90(1 )} 90(1)
LFSR{5 | Keyjg | (+109(4)108(14)107(16)106(45)105(36)104(24)103(32)102(28)101(19)100(18)99(13)98(3)97(1)96(2)95(1)+} 95(1)
LFSRy5 | Kepyy | (+110(1)109(6)108(12)107(20)106(34)105(31)104(45)103(32)102(19)101(12)100(18)99(6)98(7)97(8)96(1)95(3)93(1)+} 93(1)
LFSR{5 | Keyip [*111(1)109(2)108(12)107(15)106(37)105(31)104(31)103(34)102(30)101(19 100(18)99(9)98(6)97(6)96(3)95(1)93(1)x} 93(1)
LFSRy5 | Keyyz | {+110(1)109(2)108(13)107(19)106(30)105(38)104(40)103(34)102(31)101(13)100(11)99(15)98(3)97(3)96(2)94(1)+} 94(1)
LFSRy5 | Keyig | (+109(3)108(4)107(30)106(24)105(46)104(25)103(42)102(22)101(22)100(15)99(11)98(6)97(2)96(1)95(2)93(1)+} 93(1)
LESR5 | Keyys | (+110(1)109(2)108(12)107(16)106(32)105(37)104(42)103(39)102(30)101(13)100(14)99(4)98(4)97(5)96(2)95(2)94(1)+) 94(1)
LFSRy5 | Keyjg | {+110(1)109(2)108(13)107(17)106(25)105(38)104(46)103(36)102(19)101(23)100(15)99(6)98(3)97(7)96(4)90(1)<} 90(1)
LFSRy5 | Keyyy | (+109(4)108(12)107(24)106(29)105(31)104(35)103(38)102(31)101(23)100(7)99(8)98(8)97(1)96(1)95(1)94(1)92(2)+} 92(2)
LFSRys | Keyig | (+109(4)108(12)107(23)106(30)105(33)104(39)103(29)102(29)101(29)100(14)99(3)98(5)97(2)96(3)94(1)+} 94(1)
LESR5 | Keprg | (+109(3)108(6)107(28)106(34)105(33)104(32)103(39)102(21)101(25)100(17)99(9)98(5)97(1)96(1)95(2)+) 95(2)
LFSRy5 | Keypg | {+110(1)109(1)108(6)107(16)106(24)105(36)104(47)103(47)102(26)101(21)100(13)99(5)98(3)97(5)96(4)95(1)+} 95(1)
LFSR{5 | Keypy | (+110(1)109(2)108(10)107(25)106(35)105(35)104(36)103(36)102(24)101(18)100(14)99(4)98(7)97(3)96(4)93(1)90(1)+} 90(1)
LESR5 | Keypp | (+110(2)109(2)108(8)107(19)106(37)105(34)104(47)103(28)102(25)101(24)100(14)99(3)98(8)96(3)95(1)92(1)+} 92(1)
LFSR{5 | Keypz | {+110(1)109(4)108(11)107(20)106(29)105(35)104(40)103(32)102(31)101(24)100(14)99(4)98(6)97(2)96(1)95(1)93(1)+} 93(1)
LFSRy5 | Keypy | (+109(3)108(10)107(25)106(32)105(38)104(39)103(29)102(20)101(30)100(12)99(5)98(4)97(3)96(1)95(3)94(1)92(1)+} 92(1)
LFSRy5 | Keyps | {+109(2)108(5)107(23)106(37)105(48)104(38)103(26)102(25)101(15)100(13)99(13)98(6 )97(3)96(2)*] 96(2)
LESRy5 | Keypg | (+110(2)109(3)108(12)107(21)106(35)105(45)104(42)103(27)102(19)101(18)100(10)99(6)98(6)97(6)96(4)+} 96(4)
LFSRy5 | Keypy | {+109(4)108(10)107(17)106(32)105(38)104(37)103(33)102(26)101(17)100(12)99(14)98(4)97(5)96(5)94(1)90(1)} 90(1)
LFSRy5 | Keypg | (+110(1)109(2)108(10)107(21)106(34)105(48)104(36)103(21)102(28)101(14)100(15)99(6)98(10)97(3)96(2)95(2)94(2)93(1)+} 93(1)
LESR5 | Keypg | (+109(3)108(9)107(33)106(36)105(39)104(37)103(32)102(13)101(12)100(16)99(7)98(7)97(6)95(1)94(3)93(1)90(1)+} 90(1)
Table 8.4: Distribution of the Nonlinearity of the component functions of AES

LFSR Key | Multiplicity [ Min

LFSR) Keyp {+108(5)107(11)106(22)105(15)104(21)103(20)102(12)101(7)100(7)99(1)98(4)97(2)96(1)+} 96(1)

LFSR) Key; (+109(1)108(4)107(17)106(13)105(15)104(21)103(14)102(10)101(8)100(8)99(6)98(3)97(3)96(3)95(1)94(1)+} 94(1)

LFSR) Key, (+108(3)107(10)106(17)105(20)104(24)103(15)102(10)101(10)100(6)99(4)98(3)97(3)96(1)94(1)92(1)+} 92(1)

LFSR) Keys {+109(1)108(9)107(13)106(17)105(18)104(15)103(10)102(13)101(7 )100(10)99 7)98(2)97(2)95(3)93(1)+} 93(1)

LFSRq Keyy (+109(2)108(6)107(6)106(16)105(16)104(20)103(19)102(15)101(14)100(5)99(5)98(1)97(1)96(1)95(1)+} 95(1)

LESR) Keys (+109(1)108(3)107(9)106(16)105(18)104(16)103(23)102(10)101(6)1 00(10)99( )98(2)97(3)96(2)95(1)94(1)+} 94(1)

LFSR) Keyg (+109(1)108(5)107(11)106(16)105(18)104(17)103(14)102(20)101(11)100(8)99(3)98(1)96(2)91(1)+} 91(1)

LFSR) Keyy {+109(3)108(1)107(10)106(15)105(20)104(25)103(19)102(15)101(13)100(2 )99(3)97(1)91(1)*) 91(1)

LEFSR) Keyg (+109(3)108(3)107(17)106(17)105(17)104(14)103(22)102(13)101(4)100(7)99(2)98(5)97(4)+} 97(4)

LFSR Keyg {+108(5)107(15)106(13)105(25)104(23)103(16)102(11)101(8)100(2)99(4)98(1)97(3)96(1)94(1)+} 94(1)

LFSR) Keyyg | {+109(1)108(5)107(19)106(15)105(20)104(8)103(22)102(9)101(11)100(6)99(5)98(4)97(2)93(1)+} 93(1)

LFSRq Keyyq | {+109(1)108(3)107(11)106(13)105(25)104(20)103(13)102(18)101(7)100(8)99(5)98(1)97(1)96(1)92(1)} 92(1)
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LFSR) Keypp | {+110(1)109(1)108(3)107(12)106(16)105(24)104(22)103(13)102(1 1)101(7)100(9)99()9)7(2()29)2(7]()29)2(63()13;} :ig;
LFSRq Keyis | (+109(2)108(3)107(11)106(16)105(22)104(19)103(18)102(11)101(5)100(5)99(6)98 H 2
LFSRy Keypq | {+109(2)108(2)107(9)106(18)105(22)104(19)103(15)102(12)101(11)100(6)99(10)98(1)94(1)x} — 2
LFSR) Keyys | {+109(2)108(4)107(9)106(16)105(23)104(17)103(18)102(11)101(11)100(5)99(6)98(2)97(1)96(2) (6)*2) e
LFSRq Keylg | {+110(2)109(2)108(3)107(12)106(12)105(25)104(13)103(14)102(13)101(12) 100( )99(7)98(1)97(1)9 (1);]5 — o
LFSR Ke {+110(1)109(1)108(5)107(11)106(20)105(23)104(14)103(15)102(13)101(12)100 )99(3)98() 7(2)96(1)95(1)+ o
° - 06(17)105(20)104(19)103(16)102(13)101(11)100(4)99(5)98(2)97(2)96(1)+}
LFSR) Keyyg | {+108(2)107(16)106(17)105(20) o 93(2)95( L oy
LFSR) Keyrg | {+109(2)108(5)107(12)106(15)105(23)104(23)103(16)102(11)101(6)100(7)99(3) P i
LFSRq Keypg | {+109(1)108(6)107(11)106(19)105(16)104(17)103(23)102(10)101(7)100(6)99(5)98(4)9 ( 94(1 il 0
LFSRq Keypy | {+109(2)108(6)107(11)106(12)105(18)104(26)103(15)102(14)101(5)100(3)99(10)98(1)97(2)96(1) 2]
7(9)106(23)105(16)104(23)103(21)102(9)101(9)100(4)99(3)98(4)97(3)+}
T e T T ( 99(8)98(5)97(3)92(1)+} 92(1)
LFSR) Keyp3 | {+109(1)108(11)107(6)106(26)105(17)104(13)103(16)102(7)101(7)100(7) T e
LFSRq Keypg | (+109(1)108(4)107(12)106(22)105(15)104(24)103(14)102(17)101(7)100(3)99(5)98(1)97(1)96(1) o
LFSRq Keyys | {+109(2)108(4)107(13)106(21)105(19)104(16)103(11)102(16)101(12)100(6)99(5)98(1)96(1)95(1)+} e
LFSR) Keypg | {+108(7)107(9)106(15)105(17)104(14)103(19)102(14)101(11)100(6)99(8)98(2)97(2)96(2)95(2)+} — o
LFSRq Keypy | {+109(1)108(5)107(8)106(14)105(21)104(14)103(23)102(13)101(10)100(4)99(4)98(1)97(4)96(2)95(2)94( g
LFSRq Keypg | (+109(1)108(7)107(5)106(27)105(21)104(18)103(18)102(9)101(8)100(7)99(3)98(3)97(1)+} o
LFSR) Keypg | {+108(5)107(12)106(23)105(14)104(18)103(16)102(13)101(6)100(10)99(5)98(3)97(2)95(1)+} e
LFSR; Keyp {+109(1)108(8)107(8)106(19)105(15)104(18) 103(16)102(13)101(9)100(11)99(6)98(2)96(1)94(;);}6 — i
LFSR; Key; {+110(1)109(1)108(2)107(12)106(24)105(23)104(14)103(20)102(9)101(7)100(5)99(4)98(1)97(2)96( )1 o
LFSR; Key, {+109(1)108(2)107(11)106(14)105(16)104(22)103(24)102(16)101(10)100(4)99(3)98(2)96(1)92(1)85(1)} =y
LFSR; Keys (+109(1)108(3)107(6)106(16)105(24)104(25)103(12)102(15)101(9)100(4)99(5)98(3)97(2)95(1)94(1)89(1)+} o
LFSR{ Keyy {+109(3)108(7)107(6 )106(13)105(16)104(23)103(20)102(1l)101(13)100(7)99(4)98(3)97(11)916(1)*} e
LFSR Keys (+108(7)107(11)106(17)105(17)104(19)103(27)102(9)101(6)100(5)99(4)98(2)96(2)92(1)91( );]1 — o
LFSR; Keyg (+109(2)108(5)107(10)106(12)105(19)104(22)103(13)102(14)101(9)100(11)99(4)98(2)97(2)96(1)95( 2
LFSR Keyy {+110(1)109(1)108(5)107(8)106(18)105(19)104(17)103(18)102(8)101(15)100(9)99(5)97(1)96(2)95(1)+} ol
. 107(12)106(18)105(21)104(23)103(16)102(11)101(5)100(4)99(4)98(6)96(1)+}
er o e e 5)99(3)98(3)97(2)95(2)94(1)+} 94(1)
LFSR; Keyg {(+110(1)109(1)108(3)107(13)106(15)105(22)104(22)103(17)102(11)101(7)100(5) 2
)106(13)105(22)104(24)103(12)102(5)101(11)100(5)99(7)98(4)96(3)+}
LFSR; Keyig | {+108(7)107(15)106(13)105(22) B s el
o R R T 106(17)105(17)104“9;10123:828;;12152120( ; E4;9s< 2)97(3)96(1)95(1)94(1)+} 94(1)
F Ke +109(1)108(5)107(11)106(13)105(16)104(18)10 ) 1
EFZE Keﬁi :*109(4)108(3)107(11 106(24)105(20)104(13)103(13)102(9)101(9)100(5 )9?27018;;(6)(91;(91?(9?(15)(9?(913)(92(z})q Zizz;
LFSR; Keypg | {+111(1)109(1)108(3)107(13)106(14)105(20)104(16)103(19)102(13)101(9)100(4) CTECEL 2]
LFSR; Keyys | {+109(1)108(2)107(13)106(18)105(25)104(23)103(16)102(11)101(7)100(2)99(4)97(1)96(2)92( )1 S 2
LFSR Keyig | (+110(1)109(1)108(4)107(13)106(18)105(19)104(19)103(14)102(15)101(7)100(4)99(4)98(5)96( )1(92)1 } sy
LFSR Keyy7 | {+109(1)108(4)107(8)106(18)105(19)104(18)103(22)102(14)101(6)100(5)99(5)98(1)97(3)96(2)95(1)92(1)+ 2
LFSR{ Keyyg | {+109(1)108(9)107(10 106(14)105(25)104(13)103(17)102(12)101(7)100(5)99(8)98(4)97(2)96(1)*}95 —_— G
LFSR Keyig | (+109(2)108(5)107(11)106(14)105(20)104(19)103(18)102(13)101(11)100(2)99(3)98(2)97(4)96(2)95(1) 2]
LFSR; Keypo | {+109(5)108(9)107(11)106(10)105(20)104(21)103(17)102(11)101(5)100(9)99(4)98(1)97(4 )92(7 )1}95(2)*} o
LFSR; Keyp | {+110(1)109(1)108(7)107(11)106(16)105(12)104(26)103(23)102(12)101(5)100(5)99(4)98(2)97( )4 O — ]
LFSR{ Keypy | {+109(2)108(9)107(14)106( 10)105(19)104(16)103(18)102(11)101(8)100(6)99(5)98(2)97(2)96(3)9 (1)92( S
LFSR Keypz | (+109(3)108(6)107(9)106(16)105(22)104(19)103(15)102(16)101(10)100(4)99 25 (931 ]*] o
LFSR; Keypy | (+110(1)108(8)107(8)106(12)105(21)104(14)103(26)102(13)101(9)100(9 )99(3 98( )95(1)93(1) 2
LFSR; Keyys | {+109(4)108(6)107(8)106(20)105(23)104(21)103(14)102(13)101(5)100(3)99(4)98(6)96(1)+} - a
LFSR; Keypg | (+110(1)109(2)108(4)107(8)106(9)105(23)104(24)103(26)102(7)101(12)100(4)99(2)98(3)97(2) 1 o
LFSR; Keyp7 | {+109(1)108(6)107(8)106(22)105(21)104(25)103(13)102(10)101(8)100(7)99(1)98(2)97(1)96(2)95( )*]95 _ oy
LFSR; Keypg | {+110(1)109(1)108(6)107(6)106(19)105(23)104(15)103(15)102(11)101(7)100(4)99(8)98(3)97(5)96(2)95(2)+} o
LFSR; Keypg | {+109(3)108(9)107(6)106(14)105(28)104(21)103(15)102(13)101(8)100(5 )99(2 98(1) 7(2)95(1)) e
LFSR, Keyg {+109(4)108(3)107(7)106(16)105(14)104(19)103(28)102(7)101(9)100(6)99(4)98(6)97(3)96(1)93(1)+} 2
LFSR, Key| (+110(1)108(4)107(14)106(13)105(36)104(18)103(11)102(9)101(7)100(7 )99(3 98(3)9 (2)+} 1 ozl
LFSR, Key, {+108(7)107(13)106(13)105(23)104(19)103(16)102(9)101(10)100(3)99(6)98(3)97(2)96(3)95(1)} ol
LFSR Keys {+109(1)108(6)107(10)106(17)105(23)104(25)103(17)102(8)101(8)100(3 )99(4)98(4)95( )93(1) } 2
2 107(8)106(10)105(22)104(15)103(16)102(17)101(12)100(7)99(9)98(3)97(1)93(1)+}
LFSR, Keyy {+109(1)108(6)107(8)106(10)105( ST ( T o
LFSR, Keys {*109(1)108(2)107(10106(7)105(21)104(20)103(18)102(17)101(12)100(9) () S 2
LFSR, Keyg {+108(3)107(8)106(21)105(19)104(24)103(13)102(14)101(7)100(9)99(2)98(4)97(2)96(1)95(1)+} e
LFSR, Keyy (+109(1)108(8)107(16)106(18)105(23)104(10)103(17)102(12)101(9)100(3)99(2)98(4)96(4)95(1 )<} o
LFSR, Keyg (+108(5)107(12)106(23)105(21)104(14)103(15)102(13)101(9)100(7)99(4)98(2)97(2)94(1)+} - o
LFSR, Keyg {(+110(1)108(4)107(14)106(23)105(16)104(18)103(15)102(11)101(7)100(8)99(2)98(2)97(1)96(3)95(2) 9(21 : 2
LFSR, Key1g | {+110(1)109(3)108(4)107(15)106(15)105(21)104(18)103(18)102(10)101(6 100( 99(5)98(3)95(1)94(1)92(1) e
LFSR, Keyyq | (+109(1)108(4)107(7)106(10)105(17)104(26)103(24)102(12)101(13)100(7)99(2)97(2)96(2)95(1)+} e
8(8)107(12)106(18)105(18)104(18)103(10)102(18)101(9)100(11) ( )98(1)97(1)+}
LFSR, Keyip | {+109(1)108(8)107( 5)97(2)95(2)94(1)93(1)+} 93(1)
LFSR, Keyy3 | {+111(1)108(6)107(10)106(16)105(17)104(16)103(17)102(7)101(17)100(4)99(6)98(5) 1(96 BRIl o
LFSR, Keyg | (+109(1)108(4)107(6)106(22)105(19)104(19)103(16)102(15)101(7)100(5)99(6)98(5)97(1)96(1)

99




98(2)97(1)96(1)+} 96(1)
K +108(9)107(15)106(14)105(24)104(19)103(16)102(12)101(6)100(3)99(6)
ii?{iz KZ:Z :*109(5)108(8)107( 9)106(19)105(12)104(13)103(14)102(11)101(9)100(7)99(10)98( ) 7(1)96(3)94(1)+) f;:g;
LFSR§ Keyy7 | {+109(1)108(3)107(15)106(16)105(25)104(23)103(17)102(9)101(8)100(5)99(4)98(1)97(1)} 2
LEFSR Keyyg | {+109(1)108(3)107(11)106(13)105(16)104(19)103(18)102(15)101(8)100(10)99(4) 98( ) 6(4)95(2)+} o]
2 +109(1)108(6)107(10)106(23)105(15)104(19)103(15)102(14)101(8)100(5)99(5)98 (2)96(2)94(2)+}
ot R o503 )96(2)95(1)94(1)+} 94(1)
LFSR Keypg | (+109(4)108(2)107(9)106(18)105(19)104(22)103(14)102(16)101(10)100(5)99(2)98 ) ( oy
LFSR2 Keypp | {+109(1)108(8)107(7)106(20)105(20)104(12)103(21)102(14)101(10)100(4)99(4)98(4)97(1)96(1)94(1)+} o
LFSR2 Keypp | {+109(2)108(5)107(12)106(11)105(19)104(21)103(16)102(13)101(15)100(6)99(5)98(2)95 (1)) 1 =
LFSR2 Keyps | {+109(1)108(3)107(11)106(17)105(18)104(12)103(16)102(15)101(10)100(8)99(9)98(2)97(3)96(1)95(1)92(1)+} 2
LFSR2 Keypy | {+109(2)108(1)107(9)106(19)105(16)104(21)103(18)102(16)101(7)100(9)99(6)98(2)97( 1)94(1) } o
LFSR2 Keyps | {+109(1)108(1)107(12)106(15)105(26)104(17)103(23)102(8)101(7)100(10)98(4)97(3)96(1)+} 2
2 +109(2)108(5)107(8)106(20)105(21)104(21)103(19)102(10)101(8)100(3)99(3)98(4)97(4)}
e s | 97(2)95(3)94(2)+) 94(2)
LFSR Ke {+109(1)108(7)107(11)106(19)105(20)104(17)103(14)102(16)101(10)100(1)99(4)98(1)97(2) e
LFSR2 1<ey27 {+110(1)109(2)108(5)107(6)106(12)105(19)104(20)103(21)102(12)101(14)100(5)99(5)98(1)97(2)95(1)94(1)93(1)} o
2 -~ 1)108(3)107(8)106(13)105(25)104(25)103(14)102(6)101(13)100(8)99(5)98(3)96(2)95(2)+}
LFSR, Keypg | {+109(1)108(3) 2)97(2)96(1)93(1)+} 93(1)
LFSR Key {+109(2)108(8)107(13)106(15)105(22)104(12)103(14)102(14)101(12)100(4)99(6)98(2)97(2) o
LFSR3 Ke . {+110(1)109(2)108(3)107(11)106(20)105(27)104(19)103(13)102(11)101(6)100(3)99(6)98(1)97(3)96(1)91 (1)} o
LFSR3 Ke;; {+109(1)108(2)107(15)106(27)105(16)104(18)103(12)102(11)101(12)100(8)99(1)98(3)96(2)} 2]
LFSR3 Key {+110(1)109(3)108(6)107(8)106(12)105(22)104(22)103(14)102(10)101(12)100(4)99(5)98(6)97(2)96(1 )} oy
LFSR3 Ke'y3 {+109(3)108(3)107(11)106(17)105(19)104(18)103(15)102(8)101(8)100(9)99(6)98(6)97(2)96(1)95(1)92(1)+} 2
2 . 107(11)106(12)105(20)104(24)103(18)102(15)101(8)100(4)99(3)98(2)97(1)96(1)94(1)+}
e s e 4)97(3)96(1)93(1)+} 93(1)
108(5)107(12)106(19)105(12)104(20)103(15)102(9)101(7)100(15)99(4)98(4)97(
LFSR3 Keyg {+109(1)108(5) 98(1 97(1)96(1)95@) ) 95(2)
LFSR Keyy {+110(1)109(3)108(2)107(13)106(20)105(22)104(20)103(17)102(3)101(13)100(8)99(1)98(1) o
LFSR3 Keyg {+109(2)108(2)107(16)106(22)105(20)104(15)103(10)102(9)101(8)100(9)99(3)98(4)97(3)96(1)95(1)94(3)+} e
LFSR3 Keyg {+109(2)108(2)107(12)106(13)105(22)104(19)103(21)102(7)101(5)100(9)99(9)98(3)97(2)96(2)+} o]
LFSR3 Keylo | {+109(2)108(6)107(3)106(17)105(27)104(19)103(10)102(12)101(11)100(10)99(5)98(1)97(2 )96(2)94(1)*} 2
LFSR3 Keyp1 | (+109(1)108(4)107(15)106(23)105(16)104(23)103(11)102(11)101(10)100(6)99(2)98(1)97( ) 2)94(1)+) 2l
LFSR3 Keyip | {+110(1)109(2)108(3)107(8)106(21)105(21)104(19)103(21)102(7)101(10)100(4)99(3)98(4)9 ) 5(1)94(1)93(1)%} ol
LFSR3 Key; {+109(1)108(5)107(13)106(15)105(14)104(14)103(25)102(13)101(10)100(7)99(4)98(2)97(2 )95(3)] 20
LFSR? Keyrg | {+109(1)108(4)107(8)106(12) 105(23)104(17)103(14)102(13)101(13)100(9)99(5)98(6)97(2)]96(l)*} oy
4)98(4 -
+109(2)108(4)107(6)106(17)105(17)104(20)103(26)102(10)101(8)100(9)99(
i:ia Iizlz L109E2;108(6)107(1 6)106(17)105(16)104(18)103(17)102(13)101(10)100(3)99(3)98(2)97(2)96(1)94(1)92(1)%} zéﬁi
LFSR3 Key17 {+110(2)109(1)108(4)107(10)106(12)105(17)104(25)103(14)102(14)101(7)100(9)99(8)98(4 ) 0(1)+} i
LFSR3 Keyyg | {+109(2)108(2)107(13)106(18)105(17)104(17)103(18)102(13)101(7)100(9)99(4)98( ) ( 96(1)94(1)+} 2
LFSR3 Keyig | {+109(1)108(6)107(6)106(20)105(12)104(20)103(16)102(13)101(12)100(10)99(5)98(2)97(5)+} o)
LFSR3 Keypo | {+109(2)108(6)107(10)106( 16)105(20)104(16)103(20)102(9)101(15)100(4)99(4)98(5)96(1) } e
LFSR3 Keyp1 | {+109(2)108(1)107(12)106(14)105(15)104(15)103(15)102(14)101(11)100(5)99(9)98(5)97(3 )96(3)95( )93(1)+} 0
LFSR3 Keypp | {+110(1)109(3)108(6)107(13)106(17)105(18)104(13)103(12)102(15)101(10)100(9)99(6)98(3)97(2)+} o
LFSR3 Keypz | {+109(1)108(6)107(11)106(14)105(25)104(19)103(13)102(14)101(12)100(7)99(2)98(3)94(1 )) o
LFSR3 Keypy | {+109(5)108(2)107(15)106(16)105(14)104(18)103(24)102(8)101(8)100(8)99(4)98(3)97(1)96(1)90(1)+} i
LFSR3 Keyps | {+109(2)108(2)107(6)106(18)105(17)104(31)103(13)102(15)101(6)100(10)99(4)98(1)97(1) ( )92(1)+} 2
LFSR3 Key {+109(3)108(4)107(15)106(10)105(17)104(15)103(23)102(18)101(8)100(6)99(2)98(1)97(1)96(2)95(1)94(2)+} o
> - 07(15)106(19)105(14)104(21)103(21)102(9)101(12)100(5)99(4)98(3)97(2)96(1 )94(1) }
LFSR3 Keyyy {*108(1)107(15) 97(1)96(3)95(1)92(1)+} 92(1)
LESR Keyog {:el09(1)108(6)107(18)106(16)105(12)104(23)103(19)102(14)101(3)100(4)99(5)98(1) () 2
LFSR3 Keypg | (+109(2)108(4)107(6)106(19)105(25)104(26)103(11)102(12)101(8)100(5)99(4)98(4)97(2)+} oz
LFSR3 Keyg {+109(1)108(9)107(9)106(12)105(24)104(18)103(13)102(14)101(8)100(5)99(9)98(1 ) )96(1)95(1)92 1)+} e
LFSR4 Keyy {+109(4)108(8)107(6)106(21)105(18)104(22)103(7)102(9)101(9)100(12)99(5)98(2)97(1)96(2)95(2)+} o]
LFSR4 Keyy {+109(2)108(5)107(8)106(19)105(25)104(15)103(9)102(12)101(8)100(9)99(6)98(4)97(2)95(3)92(1)=} o
LFSR4 Keys (+109(5)108(4)107(8)106(17)105(25)104(23)103(13)102(12)101(8)100(6)99(3)98(1)97(2 91(1)) iy
LFSR4 Keyy {+109(2)108(3)107(8)106(19)105(15)104(24)103(12)102(14)101(12)100(5)99(6)98(3)97(1)96(1)95(1)93(2)+} o]
LFSR4 Key {+112(1)109(3)108(6)107(10)106(21)105(22)104(10)103(17)102(8)101(9)100(7)99(3)98(6)97(1)96(3)93(1)+} o
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LFSRg Keys {+109(2)108(4)107(6)106(16)105(25)104(19)103(19)102(8)101(6)100(11)99(2)98(3)9 ( )96(2)95( )l 42 )}] &g
LFSRg Keyy (+110(1)108(4)107(15)106(10)105(18)104(24)103(20)102(11)101(9)100(2)99(6)98(3)97(1)96(2 )95(1 3(1) a2
LFSRg Keys (+111(1)109(1)108(5)107(7)106(20)105(16)104(21)103(22)102(17)101(8)100(2)99(1)98(2)97(4)96(1)+} &
LFSRg Keyg (+110(1)108(3)107(14)106(22)105(19)104(19)103(15)102(12)101(10)100(5)99(3)98(3)96(1)95(1)+} e
LFSRg Keyy (+108(3)107(4)106(22)105(15)104(19)103(12)102(14)101(17)100(4)99(7)98(5)97(3)96(2)90(1)+} i
LFSRg Keyg {+109(1)108(5)107(14)106(19)105(22)104(20)103(18)102(9)101(8)100(6)99(4)98(2) | — &g
LFSRg Keyg {+110(1)109(1)108(4)107(9)106(10)105(20)104(29)103(20)102(9)101(8)100(5)99(6)98 97(1)95( el
LFSRg Keyio | {+109(3)108(7)107(9)106(17)105(19)104(23)103(12)102(14)101(11)100(5 )99(3)98(2)97( 96(2)+} &g
LFSRg Keyyy | {+109(1)108(8)107(13)106(14)105(21)104(21)103(14)102(11)101(6)100(9)99(6)98(1)97(2)93(1)+} S a2
LFSRg Keyip | {+110(1)108(2)107(5)106(15)105(26)104(17)103(17)102(17)101(4)100(7)99(5)98(3)97(1)96(2)95(3)94(1) 20
LFSRg Keyiz | (+109(2)108(8)107(12)106(13)105(17)104(15)103(22)102(11)101(13)100(5)99(1)98(5)97(1)96(1)95(2)+} ]
LFSR Keyja | {+109(3)108(5)107(10)106(7)105(17)104(25)103(19)102(13)101(11)100(10)99(3)98(1)97(3)94(1)+} o
: . 16)106(8)105(23)104(16)103(21)102(14)101(9)100(4)99(8)98(1)97(2)96(1)95(1 )%} (1)
e v T LT 9(8)98(1)97(3)96(1)94(1)+} 94(1)
LFSRg Keyle | (+110(1)109(2)108(5)107(12)106(13)105(16)104(20)103(18)102(8)101(10)100(9)99(8) i e
LFSRg Keyyy | {+109(1)108(3)107(16)106(12)105(20)104(14)103(20)102(7)101(14)100(5)99(9)98(3)97(2)96(1)93(1)+) 7o)
LFSRg Keyig | {+109(1)108(9)107(13)106(8)105(19)104(21)103(17)102(10)101(8)100(5)99(6)98(5)97(2 )96(2)95( )+ &g
LFSRg Keyig | {+109(3)108(4)107(12)106(17)105(22)104(15)103(14)102(18)101(10)100(5)99(3)98(1)97(1)95(1)94(1)91(1) )21 ] 2
LFSRg Keypg | (+110(1)108(6)107(12)106(15)105(23)104(18)103(13)102(10)101(12)100( )99(3)98( )97(3 )96(3)95( )94(1)92(1)+ 2l
LFSRg Keypy | {+110(2)109(1)108(3)107(13)106(22)105(21)104(16)103(17)102(9)101(6)100(6)99(3)98(5)97(2)96(2)+) o
LFSRg Keypp | {+109(1)108(6)107(7)106(17)105(21)104(20)103(14)102(13)101(12)100(8)99(2)9 (3)97(1)92( )9 (1;;}3( . &
LFSRg Keypz | (+110(1)108(3)107(8)106(18)105(18)104(18)103(14)102(17)101(6)100(10)99(6)98(3)97(3)95(1)94
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LFSRg Keypy | {+108(3)107(12)106(17)105(34)104(15)103(19)102(8)101(6)100(6)99(1)98(2)97(1 )96(1)95( ) 4(1)90(1)+) 90(1)
LFSRg Keyps | (+109(1)108(4)107(13)106(17)105(15)104(17)103(19)102(17)101(7)100(7)99(6)98(2)97(2)96(1)+} 96(1)
LFSRg Keyyg | {+109(5)108(8)107(13)106(14)105(22)104(21)103(10)102(9)101(14)100(2)99(2)98(2 )96(3)95( )93(1)+) 93(1)
LFSRg Keypy | {+109(1)108(2)107(12)106(22)105(21)104(21)103(15)102(11)101(7)100(5)99(6)98(3)97(2)+} 97(2)
LFSRg Keypg | {+108(10)107(10)106(20)105(12)104(18)103(16)102(12)101(11)100(10)99(2)97(4)96(2)95(1)+} 95(1)
LFSRg Keypg | (+108(7)107(10)106(19)105(15)104(23)103(11)102(12)101(15)100(2)99(6)98(2)97(3)96(1)95(1)89(1)+} 89(1)
LFSRg Keyg (+109(1)108(3)107(12)106(12)105(26)104(21)103(21)102(9)101(10)100(5)99(3)98(3)97(1)94(1)+} 94(1)
LFSRg Keyy (+109(1)108(4)107(6)106(25)105(24)104(18)103(17)102(9)101(6)100(11)99(4)98(2)91(1)+} 91(1)
LFSRg Keyy {+109(1)108(1)107(8 )106(20)105(21)104(20)103(19)102(16)101(10)100(4)99(1) () 6(1)95(1)94(1)+) 94(1)
LFSRg Keys (+109(2)108(7)107(10)106(19)105(24)104(15)103(11)102(13)101(9)100(5)99(4)98(4)97(1)95(2)94(2)+} 94(2)
LFSRg Keyy (+108(6)107(14)106(12)105(24)104(18)103(16)102(11)101(11)100(8)99(4)9 () 1)93(2)+) 93(2)
LFSRg Keys (+108(6)107(9)106(16)105(16)104(28)103(14)102(21)101(9)100(4)99(2)98(1)9 (2); 97(2)
LFSRg Keyg {+108(3)107(13)106(15)105(19)104(20)103(17)102(3)101(11)100(10)99(5)98(2)97(1)96(6)95(3)+} 95(3)
LFSRg Keyy (+108(2)107(12)106(16)105(27)104(18)103(15)102(13)101(8)100(6)99(3)98(2)97(2)96(2)95(1)94(1)+} 94(1)
LFSRg Keyg (+108(3)107(7)106(20)105(29)104(13)103(15)102(19)101(7)100(6)99(7)97(1)95(1)+} 95(1)
LFSRg Keyg (+109(2)108(4)107(15)106(18)105(12)104(21)103(11)102(21)101(9)100(8)99(2)98(1)97(3)96(1)+} 96(1)
LFSRg Keyjg | (+110(1)109(2)108(2)107(15)106(16)105(16)104(19)103(17)102(10)101(14)100(6)99(4)98(4)97(2)+) 97(2)
LFSRg Keyyy | {+109(3)108(10)107(14)106(18)105(14)104(21)103(12)102(10)101(7)100(7)99(6)98(3)97(2)94(1)+) 94(1)
LFSRg Keyip | {+109(1)108(5)107(14)106(19)105(21)104(22)103(15)102(13)101(5)100(6)99(5)98(1)96(1)+} 96(1)
LFSRg Keyyz | (+109(1)108(5)107(13)106(19)105(21)104(18)103(8)102(11)101(11)100(7)99(7)9 ( )97(1)95(2)+} 95(2)
LFSRg Keyig | (+109(3)108(3)107(9)106(15)105(15)104(13)103(23)102(18)101(12)100(6)99(5)98(2)97(3)93(1)+} 93(1)
LFSRg Keyys | {+109(1)108(5)107(13)106(14)105(19)104(18)103(17)102(10)101(9)100(4)99(9)9 ( (3)96(3) 3(1)} 93(1)
LFSRg Keyig | {+108(7)107(12)106(11)105(21)104(14)103(17)102(24)101(8)100(6)99(3)98(1)97(3)95(1)+} 95(1)
LFSRg Keyyy | (+110(1)109(2)108(4)107(10)106(22)105(19)104(14)103(12)102(11)101(13)100(6 99(3)98( (5)96(3)95(1)+) 95(1)
LFSRg Keyig | {+109(3)108(3)107(12)106(22)105(13)104(22)103(18)102(6)101(11)100(5)99(5 )98(2)97(2)96(3)94( )} 94(1)
LFSRg Keyjo | {+108(4)107(10)106(23)105(18)104(21)103(15)102(8)101(11)100(5)99(4)9 8(5)96( )95(1 )94(1)*] 94(1)
LFSRg Keyag | {+109(2)108(5)107(7)106(21)105(22)104(14)103(16)102(18)101(11)100(2)99(6)98(1)97(1)96(2)+} 96(2)
LFSRg Keyyy | {+108(9)107(7)106(19)105(25)104(14)103(16)102(9)101(13)100(6)99(4)98(3)97(2)95(1)« } 95(1)
LFSRg Keypp | {+109(3)108(3)107(16)106(15)105(15)104(24)103(12)102(15)101(10)100(4)99(9)97(1)96(1)+} 96(1)
LFSRg Keypz | {+109(2)108(4)107(18)106(19)105(22)104(21)103(11)102(8)101(8)100(9)99(3)98(1)97(1)95(1)+} 95(1)
LFSRg Keypg | (+110(1)109(1)108(5)107(17)106(17)105(15)104(21)103(18)102(16)101(6)100(4)99(1)98(2)97(1)96(1)95(2)+} 95(2)
LFSRg Keyps | {+109(1)108(5)107(7)106(24)105(21)104(19)103(18)102(9)101(11)100(6)99(4)97(2)89(1)+} 89(1)
LFSRg Keypg | {+108(4)107(11)106(11)105(24)104(14)103(16)102(16)101(11)100(5)99(4)98(1)97(3)96(5)95(1)94(1)91(1)+} 91(1)
LFSRg Keypy | {+109(2)108(3)107(11)106(19)105(24)104(15)103(12)102(12)101(12)100(9)99(6)98(2)96(1)+} 96(1)
LFSRg Keypg | (+109(2)108(3)107(13)106(16)105(25)104(13)103(18)102(12)101(9)100(8)99(4)98(2 )97( )96(1)94(1)+} 94(1)
LFSRg Keypg | {+108(5)107(11)106(22)105(22)104(14)103(19)102(12)101(5)100(11)99(2)98(1)97(3)94(1)+} 94(1)
LFSRyo | Keyp {+109(1)108(3)107(5)106(18)105(19)104(24)103(19)102(10)101(9)100(8)99(3)98(5)97(3 )94(1 ) 94(1)
LESR|y | Key; {+109(1)108(7)107(8)106(20)105(18)104(15)103(19)102(16)101(7)100(3)99(6)97(3)96(1)95(1)94(1)92(2)+) 92(2)
LFSRy | Keyp (+109(2)108(7)107(7)106(16)105(23)104(23)103(14)102(15)101(5)100(7)99(3)98(3)97(1)96(1)95(1)+} 95(1)
LFSRjo | Keys (+109(1)108(7)107(8)106(16)105(26)104(15)103(16)102(12)101(7 )100(7)99(2)98(5)97(2)96 )95(1)90(1)+} 90(1)
LFSRyo | Keyy (+109(1)108(11)107(3)106(16)105(16)104(23)103(17)102(16)101(10)100(7)99(2)98(2)97(4)+} 97(4)
LFSRyy | Keys {+109(2)108(10)107(11)106(16)105(14)104(22)103(15)102(10)101(8)100(9)99(5)98(4)96(1)93(1)+} 93(1)
LESR;o | Keyg (+110(2)109(2)108(3)107(8)106(16)105(14)104(28)103(19)102(10)101(6)100(5)99(6)98(5)97(2)96(2)+} 96(2)
LFSRjo | Key; (+110(1)108(4)107(7)106(19)105(12)104(23)103(22)102(8)101(16)100(6)99(2)98(1)97(3)9 6(1)94( )93(1)91(1)+} 91(1)
LFSRyo | Keyg {+110(1)108(8)107(12)106(13)105(27)104(21)103(12)102(7)101(12)100(7)99(2)98(3)97(2)96(1)+} 96(1)
LFSRy | Keyg {+109(2)108(5)107(10)106(20)105(18)104(17)103(15)102(12)101(10)100(1)99(7)98(7)97 (3)95( )4} 95(1)
LESRyo | Keyig | {+109(2)108(2)107(7)106(16)105(18)104(11)103(14)102(20)101(9)100(9)99(8)98(6)97(3)96(3)} 96(3)
LFSRyo | Kepyy | {+110(1)109(2)108(4)107(10)106(15)105(22)104(17)103(21)102(17)101(8)100(3)99(2 )98(2) 7(2)94(1)92(1)+) 92(1)
LESR1o | Keyip | (+109(2)108(4)107(12)106(20)105(22)104(16)103(18)102(8)101(10)100(4)99(5)98(3)97(2)96(2)+) 96(2)
LESRyo | Keyyz | {+109(1)108(3)107(9)106(15)105(21)104(19)103(22)102(12)101(9)100(4)99(4)98(3)97(1 )96(3)95( )¢} 95(2)
LFSRyo | Keypg | {+109(1)108(2)107(11)106(19)105(18)104(29)103(6)102(13)101(1)100(9)99(10)98(4)97(1)96(1)95(2)94(1)+} 94(1)
LESR1( | Keypys | {(+110(1)109(2)108(6)107(3)106(12)105(21)104(22)103(17)102(20)101(12)100(5)99(2)98(2)97(2)94(1)+} 94(1)
LESR1y | Keyig | (+109(3)108(4)107(10)106(24)105(14)104(21)103(18)102(12)101(10)100(5)99(2)98(1)97(3)94(1)+) 94(1)
LESRyo | Keyyy | (+109(2)108(4)107(7)106(14)105(30)104(18)103(19)102(11) 101(7)100(11)99(3)97(1)96(1)*] 96(1)
LFSRjo | Keyig | {+110(1)109(2)108(4)107(9)106(18)105(14)104(28)103(19)102(11)101(8)100(7)99(4)98(1)97(1)96(1)+} 96(1)
LESR1o | Kepjg | (+109(1)108(5)107(9)106(19)105(17)104(12)103(22)102(16)101(13)100(7)99(2 )98(3)97 )96(1 *] 96(1)
LESRyo | Keyag | (+109(3)108(5)107(13)106(17)105(23)104(12)103(15)102(12)101(10)100(6)99(3)98(3)97(3)96(1)95(2)+} 95(2)
LFSRyo | Keyap | {+108(4)107(13)106(12)105(24)104(17)103(15)102(13)101(7)100(6)99(5)98(6)97(3)96(1)95(1)91(1)+} 91(1)
LESR1o | Keypp | {+109(1)108(8)107(12)106( 19)105(12)104(26)103(11)102(11)101(7)100(5)99(8)98(2)97(4)96(1)95(1) } 95(1)
LESR1o | Keypz | (+109(2)108(2)107(13)106(11)105(19)104(27)103(16)102(8)101(11)100(6)99(8)98(3)97(2)+) 97(2)
LESRyo | Keyps | {+108(5)107(11)106(15)105(18)104(20)103(14)102(16)101(11)100(6)99(3)98(2)97(3)96(3)95(1)x} 95(1)
LFSRyo | Keyas | {+109(1)108(5)107(11)106(21)105(17)104(23)103(14)102(11)101(9)100(7)99(3)98(1)97(1)96(3)95(1)+} 95(1)
LESR1( | Keypg | (+110(1)109(2)108(6)107(8)106(19)105(23)104(15)103(22)102(11)101(6)100(8)99(4)98(1)96(2)+) 96(2)
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LESRjo | Keypy | {+109(1)108(2)107(8)106(15)105(23)104(21)103(11)102(13)101(11)100(6)99(8)98(5)97(2)96(2)x} zgg;
LESRy( | Keypg | (+109(5)108(9)107(9)106(20)105(12)104(19)103(19)102(16)101(9)100(4)99(4)98(2)+} I e
LFSR{( | Keypg | {+109(2)108(4)107(13)106(10)105(18)104(24)103(14)102(9)101(10)100(15)99(3)97(3)95(1)94(1) 0 o
LFSRy; | Keyp (+109(1)108(6)107(8)106(17)105(15)104(15)103(23)102(7)101(17)100(9)99(4)98(2)97(1)96(1)95(1) 3(1)*} i
LFSRy, | Key; (+109(1)108(6)107(6)106(14)105(22)104(23)103(16)102(18)101(9)100(4)99(2)98(1)97(1)96(2)95(2 )9951 );}93( . 2
LFSR;; | Keys (+110(3)109(3)108(7)107(10)106(13)105(25)104(20) 103(14)102(9)101( )100(3)99(3)98(4)97(2)95(1)94(1) 2
LFSR;; | Keys (+108(2)107(10)106(15)105(21)104(23)103(19)102(13)101(8)100(7)99(4)98(1)97(3)96(1)95(1)+} )
LFSRy; | Keyy (+109(6)108(2)107(11)106(19)105(17)104(14)103(20) 102(13)101(8)100( )99(7)96(1)95(1)94(1)93(1)+) 0
LFSRy, | Keys {+109(2)108(1)107(9)106(16)105(16)104(22)103(17)102(20)101(8)100(3)99(4)98(4)97(3 )95(3)495 — 0
LFSRy; | Keyg (+109(2)108(4)107(12)106(12)105(20)104(13)103(20)102(8)101(11)100(9 )99(4)98(4)97(2)96(2) (1) o
LFSRy; | Key; (+109(1)108(4)107(7)106(18)105(21)104(19)103(18)102(12)101(12)100(8)99(4)98(1)96(2)94(1)+} — &y
LFSRy; | Keyg {+108(8)107(12)106(18)105(17)104(20)103(11)102(12)101(9)100(4)99(7 )93(1 97(4)96(2)95(1)94(1)93(1)+} 250
LFSRy; | Keyg {+109(1)108(6)107(14)106(18)105(17)104(20)103(18)102(8)101(9)100(6)99(4)98(3)97(2)96(2)+} e
107(6)106(20)105(27)104(19)103(13)102(7)101(12)100(7)99(4)98(2)97(3)96(2)+}

I B TR e 9(4)98(2)95(1)94(1)93(1)90(1)+} 90(1)
LFSRy; | Keypp | (+109(2)108(6)107(10)106(11)105(20)104(25)103(12)102(14)101(8)100(10)99(4)98( i i
LESRy, | Keyip | {+109(2)108(2)107(9)106(13)105(24)104(18)103(15)102(19)101(10)100(6)99(4)98(3)97(2)95(1)+} &y
LESRy| | Keyz | (+110(1)108(2)107(9)106(17)105(17)104(15)103(14)102(17)101(13)100(12)99(8)98(2)96(1)+} el
LESRy; | Keyiq | {+109(1)108(4)107(11)106(18)105(17)104(28)103(11)102(9)101(10)100(8)99(6)98(1)97(1)96(2)95(1)+} )
LFSRy; | Keyys | (+108(8)107(8)106(8)105(23)104(18)103(11)102(17)101(17)100(7)99(5)98(2)97(1)96(1)95(2)+} — 0
LESRy, | Kepig | (+109(1)108(6)107(10)106(11)105(23)104(23)103(12)102(11)101(9)100(6)99(8)98(3)97(1)96(1)95(1)93(1)92(1) 0
LFSR{; | Keyy7 | {+109(1)108(5)107(11)106(15)105(22)104(16)103(19)102(13)101(12)100(6)99(2)98(3)96(1)95(1)94(1)+} : o
LESRy; | Keyig | {+109(2)108(5)107(10)106(14)105(16)104(19)103(12)102(16)101(14)100(10)99(3)98(2)97(2)96(1)93(1)92(1)+} 2
LFSRy, | Keypjg | {(+110(1)109(2)108(8)107(8)106(18)105(16)104(20)103(13)102(13)101(15)100(6)99(3)98(2)97(3)+} &g
LESRy| | Keypg | (+109(2)108(2)107(7)106(14)105(19)104(18)103(23)102(16)101(12)100(6)99(7)98(1)94(1)+} &l
LESRy; | Keyy; | {+108(6)107(8)106(18)105(18)104(17)103(15)102(10)101(8)100(13)99(11)98(1)97(2)95(1)+} _ &y
LFSRy; | Keypn | {+110(1)109(1)108(4)107(12)106(18)105(19)104(27)103(14)102(7)101(7 )100(6)99(4)98(4)97(3)9 (1)¥} g
LESRy| | Keypz | (+110(2)108(5)107(12)106(16)105(21)104(23)103(16)102(8)101(12)100(2) (4)98(3)97(2)95(1)94 )+) e
LFsR1 K (+109(1)108(6)107(11)106(14)105(21)104(21)103(14)102(15)101(9)100(6)99(3)98(5)97(1)95(1)}

" o 4)98(2)96(1)+} 96(1)
LFSRy; | Keyys | {+109(1)108(6)107(8)106(15)105(28)104(23)103(11)102(12)101(9)100(8 )99( S— g
LESRy| | Keypg | {+109(2)108(5)107(9)106(19)105(15)104(19)103(21)102(8)101(12)100(8 )99(5 98(1)97(2)96(1)94(1 o)
LFSRy; | Keypy | {+109(1)108(6)107(7)106(13)105(19)104(21)103(21)102(15)101(10)100(4)99(4)98(2)97(1)96( »] s
LESRy; | Keyag | {+109(2)108(4)107(15)106(22)105(14)104(18)103(22)102(12)101(5)100(5)99(2)98(5)97(2)+} — &g
LFSRy; | Keypg | (+110(1)109(1)108(7)107(14)106(14)105(19)104(17)103(23)102(13)101(6)100(6)99(1)98(2)97(1)96(2) &
LFSRy, | Keyg (+108(3)107(9)106(20)105(21)104(20)103(16)102(13)101(9)100(4)99(6)98(3)97(2)96(1)95(1)+} : 0
LFSR, | Key; {+111(1)109(1)108(6)107(12)106(16)105(18)104(18)103(13)102(15)101(9)100(6)99(4)98(5)97(3)91(1)+} 2
LFSRj, | Keys (+110(1)109(3)108(7)107(12)106(13)105(15)104(17)103(12)102(14)101(12)100(10)99(3)98(7)97(1)96(1)+} S0
LFSRy, | Keys (+109(2)108(4)107(11)106(18)105(19)104(18)103(19)102(17)101(10)100(7)99(1)98(1)97(1)+} 70
LFSRy, | Keyy (+108(3)107(11)106(19)105(21)104(15)103(24)102(19)101(5)100(4)99(2)98(2)97(1)96(1)93(1)x} 2
LFSR;, | Keys (+109(2)108(4)107(17)106(13)105(25)104(22)103(14)102(8)101(5)100(8)99(3)98(6)95(1 )+} e
LFSRy, | Keyg (+109(2)108(3)107(12)106(14)105(23)104(14)103(21)102(11)101(9)100(7)99(5)98(4) ()94(1)} — &
LFSRy, | Keyy (+111(1)110(1)108(4)107(9)106(20)105(19)104(18)103(14)102(16)101(9)100(6)99(4)97(1)96(2)95(2)94 o0
LFSRy, | Keyg {+110(2)108(6)107(13)106(13)105(22)104(17)103(20)102(13)101(7)100(2)99(9)98(1)9 ( )95(1)+) el
LFSR Key (+108(4)107(5)106(24)105(22)104(20)103(20)102(11)101(5)100(4)99(6)98(2)97(2)96(2)94(1)+}

- ° 6)99(7)98(2)97(1)96(1)95(2)+) 95(2)
LFSRy, | Keyjg | {+109(3)108(2)107(14)106(17)105(20)104(17)103(14)102(13)101(9)100( ot &g
LFSR;, | Keyyp | (+109(2)108(3)107(17)106(20)105(17)104(18)103(9)102(14)101(7)100(9)99(3)98(5)97(1)96(1)94(2) .

8)106(23)105(16)104(20)103(19)102(9)101(8)100(8)99(4)98(3)97(1)96(1)94(1)+} 1)
e e T 7)98(2)97(1)96(1)94(1)93(1)+} 93(1)
LFSRyp | Keyyz | {+109(1)108(5)107(8)106(16)105(24)104(19)103(11)102(12)101(8)100(11)99(7)98( oo 0
LFSRyy | Keyjg | {+109(2)108(3)107(7)106(18)105(20)104(20)103(18)102(13)101(8)100(9)99(5)98(1 )97(3)9 ( )*] a0
LFSR1o | Keyys | (+109(2)108(6)107(11)106(15)105(26)104(13)103(18)102(11)101(11)100( )99( )98(2)97 1)+ e
LESRy, | Keyig | {+109(1)108(5)107(11)106(17)105(23)104(18)103(14)102(11)101(6)100(7) (3)98(6)97( () (1);}4 . 2y
LFSRy, | Keyyy | (+109(4)108(2)107(13)106(15)105(19)104(21)103(14)102(10)101(7)100(7)99(6)98(3)97(2)96(1)95(1)94(2)93(1 a2
LFSR1, | Keyig | {+108(7)107(10)106(13)105(19)104(18)103(25)102(8)101(12)100(6)99(2)98(2)97(2)95(3)94(1)+} &

1 7)107(12)106(13)105(17)104(14)103(21)102(15)101(13)100(5)99(4)98(2)97(3)93(1)+)

T e B TG : 4)98(2)97(3)96(1)95(2)94(1)+} 94(1)
LESRjp | Keyag | {+109(1)108(9)107(8)106(16)105(13)104(26)103(15)102(9)101(8)100(10)99(4)98(2) &y
LFSRyp | Keypy | (+108(5)107(7)106(11)105(24)104(25)103(16)102(12)101(9)100(8)99(3)98(5)97(2 )96(1)%] oel)
LFSRy, | Keypp | {+109(2)108(3)107(14)106(19)105(15)104(15)103(25)102(13)101(5 )100(10)99(3) 2)+) - zu
LESRy, | Keypz | {+109(1)108(7)107(13)106(11)105(25)104(21)103(10)102(13)101(7)100(7)99(6)98 ) ( 96(2)94(1)+) &y
LFSRyp | Keypy | {+109(2)108(4)107(9)106(19)105(24)104(14)103(14)102(16)101(11)100(6)99(3)98(3)97(2 > 6(1)+) _ i
LESR1y | Keyps | {+110(1)109(2)108(4)107(10)106(13)105(14)104(26)103(17)102(15)101(7)10 ( (5) )96(1)94(1)+} 2y
LESR1, | Keypg | (+109(2)108(3)107(8)106(12)105(15)104(16)103(23)102(17)101(14)100(9)99(3)98(1)97(2 ) 6(3)+] ad
LESRy, | Keyay | {+110(1)109(3)108(2)107(10)106(21)105(19)104(17)103(24)102(11)101(6)10 ( ) 9(5)98(2)97(2)+) &g
LFSRyp | Keyog | {+108(11)107(14)106(13)105(15)104(27)103(16)102(8)101(6)100(5)99(7)98(3)97(1)96(1 )95(1)9}4 —_— 20
LESR1y | Keypg | (+109(1)108(6)107(9)106(17)105(14)104(19)103(23)102(14)101(5)100(8)99(6)98(2)97(1)95(1)94(1)93(

104




LESRy3 | Keyg | (+110(1)109(1)108(4)107(7)106(12)105(15)104(19)103(22)102(18)101(8)100(7)9 (7)98( 9)5 1()9)4 (1*)]*} :ig;
LFSRy3 | Key (+110(1)108(4)107(9)106(16)105(20)104(22)103(16)102(17)101(5)100(6)99(5)98(2)97 (3 )% I 2
LFSRy3 | Keyp {+109(1)108(9)107(14)106(13)105(13)104(23)103(9)102(12)101(7)100(9)99(6)98(5)97(4)96(1) 2]
LFSR;3 | Keys | (+109(3)108(6)107(10)106(12)105(15)104(21)103(23)102(11)101(7)L00( 5)99(6)98(4)97 4)94(1)+) )
LFSRy3 | Keys | {+109(3)108(4)107(9)106(12)105(26)104(23)103(18)102(10)101(7)100(5 )99(4 98(4)97(1)96(2)+) o
LFSR13 Key5 [*109(1)108(4)107(11)106 8)105(22)104(28)103(14)102(11)101(12)100(6)99(4)98 6)92(1)*]2 e e
LFSR;3 | Kevg {*109(2)108(6)107(7)106(26)105(15)104(24)103(9)102(9)101(15)100(5)99( ) 8(2)97(3)96(2)95(1) i
LFSRy3 | Key; | (+109(1)108(6)107(9)106(9)105(29)104(14)103(25)102(9)101(7)100(5)99(4)98(6)97(2)96(2)+} o
LFSRy3 | Keyg | {+109(2)108(3)107(5)106(15)105(20)104(29)103(17)102(17)101(5)100(7)99(5)98(2)96(1 )<} _ 0
LFSR;3 | Keyg | [+109(2)108(4)107(14)106(15)105(13)104(23)103(13)102(18)101(9)100(8)99(1)98(3)97(3)96(1) 31< )} i
LFSR;3 | Keyjg | (+108(2)107(8)106(10)105(28)104(23)103(13)102(15)101(12)100(5)99(6)98(2)97(1)96(1)94(1)92(1 )] 2
LFSRy3 | Keyyy | (+109(3)108(3)107(11)106(16)105(11)104(19)103(13)102(21)101(12)100(5 )99(5)98(2)97(4)96(3;]1 i
LFSR;3 | Keyip, | [+109(2)108(4)107(7)106(25)105(13)104(19)103(25)102(12)101(6)100(5)99(3)98(3)97(2)95(1)94(1)+} 0
LESRy3 | Keyys | (+109(3)108(8)107(14)106(16)105(14)104(13)103(17)102(17)101(10)100(6)99(5)98(2)97(2)95(1)+} o
LESRy3 | Keyya | (+109(2)108(1)107(8)106(21)105(24)104(18)103(12)102(14)101(14)100(8)99(2)98(2)97(1)95(1)x] 0
LFSRy3 | Keyys | {+109(2)108(1)107(8)106(15)105(29)104(23)103(14)102(8)101(6)100(12)99(1)98(4)97(2)96(2)94(1)+} a
LFSRy3 | Keyig | {+109(5)108(2)107(8)106(10)105(16)104(23)103(23)102(11)101(11)100(4)99(9)98(2)97(3)92(1)+} — 2l
LESRy3 | Keyyy | (+110(2)109(1)108(5)107(13)106(16)105(16)104(19)103(17)102(14)101(8)100(6)99(1)98(2)97(5)96(1)94( 2
LFSRy3 | Keyyg | (+109(1)108(4)107(14)106(9)105(18)104(24)103(19)102(15)101(13)100(5)99(3)98(1)95(2)} i 2
LFSRy3 | Keyjo | {+110(1)109(2)108(2)107(15)106(5)105(22)104(12)103(15)102(18)101(12)100(11)99(7)98(3)97(1)96(2)+} 20
LFSRy3 | Keypg | (+110(1)108(5)107(14)106(15)105(19)104(15)103(16)102(13)101(11)100(9)99(4)97(3)96(1)94(1)92(1)+} 20
LESRy3 | Keyp | (+109(1)108(5)107(13)106(17)105(13)104(13)103(18)102(13)101(11)100(11)99(7)98(3)97(3)+} g
LFSRy3 | Keypp | {+109(4)108(3)107(13)106(14)105(20)104(16)103(24)102(9)101(7)100(4)99(5)98(1)97(4)96(2)95(1)91(1)+} i
LFSRy3 | Keyps | +111(1)108(5)107(13)106(22)105(20)104(23)103(14)102(7)101(4)100(2 )99(5)98(7)96(2)94(1)93(2)*] a
LFSRy3 | Keypg | {+109(1)108(3)107(8)106(18)105(20)104(21)103(22)102(11)101(12)100(7)99(2)98(3)+} i
LESR;3 | Keyps | (+110(1)108(5)107(12)106(20)105(20)104(21)103(17)102(8)101(10)100(7)99(3)98(2)97(2)+} S o
LFSRy3 | Keyy | 1+109(2)108(10)107(6)106(16)105(17)104(16)103(15)102(8)101(14)100(6)99(9)98(3)97(3)96(1)95(1) 0
LFSR{3 | Keyp7 | (+109(1)108(2)107(15)106(19)105(16)104(19)103(15)102(10)101(9)100(12)99(2)98(2)97(3)96(3)+) o
06(20)105(17)104(18)103(22)102(8)101(12)100(4)99(1)98(3)97(1)96(1)95(3)+)

LFSRy3 | Keyag | (+108(2)107(16)106(20)105(17)104( TS i
LFSRy3 | Keypg | {+108(2)107(14)106(16)105(16)104(21)103(16)102(11)101(11)100(5)99(7)98(4)97(1)96( EROED R A
LFSRy4 | Keyg | (+110(1)109(3)108(3)107(9)106(25)105(15)104(14)103(18)102(11)101(10)100(5 )99(4)98(5)97( )96( a0
LFSRy4 | Keyp (+109(1)108(8)107(8)106(16)105(22)104(18)103(19)102(11)101(6)100(9)99(3)98(1 (5)96(1);]1 i
LFSRy 4 | Keyp, | (+109(2)108(3)107(19)106(14)105(16)104(19)103(10)102(10)101(12)100(10)99(6)98(4)96(2)93( ):; 2
LFSRy4 | Keys | [+108(6)107(12)106(16)105(17)104(17)103(18)102(8)101(13)100(7)99(6)98(3)97(1)96(2)95(1)91(1)+} 0
LFSRy4 | Keyy [*109(3)108(3)107(14)106(17)105(20)104(17)103(17)102(16)101(4)100(8)99(5)97(2)95(2)*]1 — o]
LFSRy 4 | Keys | (+110(1)108(3)107(7)106(23)105(16)104(19)103(20)102(7)101(12)100(8)99(3)98(4)97(3)96(1)94( );90 - i
LFSR;4 | Kevg | (+108(3)107(8)106(21) 105(14)104(14)103(16)102(17)101(13)100(11)99(4)98(1)97(2) 6(1)94(1)92(1)90(1) )
LFSRy4 | Key; | {+110(1)109(1)108(12)107(8)106(12)105(21)104(22)103(11)102(13)101(6)100(9) (7)98(2)96(39)*]3 o
LFSRy4 | Keyg | (+109(2)108(4)107(11)106(15)105(13)104(22)103(14)102(18)101(7)100(8)99(5)98 2)97(1)962(3) 5(3)+) ]
LFSRy 4 | Kepo | (+108(5)107(6)106(18)105(15)104(19)103(20)102(13)101(10)100(8)99(7)98(3)97(1)95(1)94( )*]94 _ 2
LFSRy, | Keypo | {#108(4)107(17)106(17)105(13)104(20)103(16)102(11)101(14)100(2 ) 9(4)9 ( ) 7(2)96(2)95(1)94(1)x) a
LFSRy4 | Keyi; | (+109(1)108(6)107(11)106(15)105(20)104(24)103(13)102(14)101(7)100(6)99 4)97(2)93(61);]95 - 0
LFSRy4 | Keyin | {+110(1)109(1)108(4)107(14)106(24)105(17)104(17)103(18)102(13)101(9) 100( 99(1)98(2)96(1)95( 2
LESRy 4 | Keyyz | (+109(4)108(4)107(10)106(16)105(22)104(17)103(14)102(9)101(11)100(12)99(4)98(1 )97(4)) 2t
LFSRy4 | Keyig | 1+109(2)108(5)107(10)106(14)105(26)104(13)103(11)102(16)101(9)100(8)99(8)98(3)95(2)90(1)+} 0
LFSR{4 | Keyys | (+109(3)108(4)107(8)106(15)105(23)104(22)103(22)102(6)101(11)100(7)99(2)98(3)97(1 )95(1) } — oy
LFSRy 4 | Keyig | (+109(1)108(5)107(10)106(12)105(24)104(16)103(16)102(13)101(11)100(4)99(5)98(4)97(1)96(4)92(1)90( i
LFSRy; | Keyyy | {+109(3)108(3)107(7)106(20)105(18)104(24)103(14)102(20)101(7)100(4)99(2)98(4)97(1)95(1)+} 0
LFSRy4 | Keyig | {+109(1)108(3)107(19)106(21)105(20)104(20)103(12)102(10)101(8)100(6)99(2)98(2)97 (4)} i
LFSR;4 | Keyro | {+109(1)108(2)107(12)106(19)105(19)104(14)103(20)102(9)101(10)100(8)99(9)98(3)97(1)96(1)+] i
LESRy 4 | Kevag | (+108(6)107(11)106(18)105(24)104(19)103(15)102(12)101(10)100(2)99(4)98(4)96(1)94(1)92(1)x] 2
LFSRy4 | Keyy; | [+108(3)107(11)106(16)105(21)104(19)103(15)102(12)101(11)100( ) 9(4)98(5)97(2)96(3)95(1)+} 0
LFSR14 Key22 {x109(2)108(5)107(13)106(11)105(18)104(17)103(25)102(12)101(9 0(3)99(6)98(3)97(2)96(2)*}2 - o
LFSRy4 | Keyp3 | (+109(3)108(6)107(9)106(13)105(16)104(18)103(12)102(14)101(19)100(6)99(5)98(3)97(2)96(1)9 (ZM 2
LFSRy4 | Keypq | (+109(1)108(4)107(13)106(14)105(17)104(20)103(12)102(14)101(8)100(6)99(6)98(5)97(5)95(1)92(2)+} 2
LFSRy4 | Keyos | (+108(12)107(10)106(17)105(25)104(15)103(15)102(6)101(11)100(6)99(6)98(4)97(1)+} 0
LFSR;4 | Keyog | {+108(6)107(9)106(10)105(27)104(27)103(18)102(7)101(10)100(4)99(4)97(3)95(1)94(1)90(1)+} S— i
LESRy 4 | Keypy | (+110(1)109(2)108(3)107(7)106(14)105(15)104(18)103(17)102(19)101(15)100(6)99(4)9 ( )97(2)96(1)95(2) 2
LFSRy4 | Keypg | 1+109(2)108(5)107(14)106(12)105(29)104(14)103(17)102(16)101(5)100(4)99(5)98(3)96 95(1)} a0
LFSR K {+109(2)108(5)107(14)106(14)105(25)104(17)103(19)102(11)101(5)100(9)99(3)98(1)9 ( (1)+)

14 929 0(9)99(2)98(2 ) ( 96(1)95(2)93(1)+) 93(1)
LESR;5 | Keyy | (+109(2)108(4)107(11)106(12)105(23)104(11)103(14)102(20)101(12)10 A 2
LFSR;5 | Key; (+110(2)109(2)108(3)107(12)106(15)105(15)104(17)103(14)102(13)101(8)100(14)99(6)98(3)97(1) o
LFSRy5 | Key, | [+108(5)107(9)106(14)105(23)104(28)103(20)102(7)101(5)100(8)99(5)98(1)97(1)96(1 ) (1))

105




LFSRy5 | Keys (+110(2)109(2)108(4 )107(7)106(19)105(22)104(20)103(15)102(14)101(4)1 0(8)9 (3)98(49)2(62()29)2(21()13191(1)*] :x;
LFSRy5 | Keyy {+108(7)107(12)106(8)105(22)104(14)103(15)102(15)101(10)100(4)99(7)98(8)97(2)96(1) e
LFSR;5 | Keys (+108(4)107(12)106(16)105(13)104(23)103(17)102(11)101(11)100( ) 9(8)98(1)97(3)95(1)+) e
LFSRy5 | Keyg (+109(2)108(3)107(5)106(14)105(20)104(18)103(17)102(19)101(12)100(7)99(2)98(8)94(1)x} S— &
LFSRy5 | Keyy (+109(5)108(5)107(5)106(17)105(18)104(22)103(19)102(13)101(8)100(2)99(6)98(3)97(2)96(1)94(1)90( o0
F 7(16)106(14)105(16)104(18)103(20)102(11)101(8)100(4)99(5)98(2)97(4)96(4)92(1)+} (
e BT e TR 98(4)97(1)96(3)93(1)+} 93(1)
LFSR;5 | Keyg (+109(2)108(4)107(5)106(21)105(20)104(26)103(15)102(12)101(5)100(5)99(4)98(4) I 2y
LFSR Keyio | {+109(1)108(10)107(14)106(10)105(16)104(20)103(17)102(13)101(11)100(7)99(3)98(2)97(2)96(1)94(1) i
- 07(11)106(18)105(18)104(20)103(17)102(16)101(6)100(7)99(3)98(4)94(1)x} (1)
e BT T LBt 3)97(4)96(1)95(1)94(1)+} 94(1)
LESRy5 | Kepip | (+109(1)108(5)107(10)106(15)105(22)104(25)103(15)102(9)101(9)100(3)99(4)98(3)97( o
8(5)107(3)106(13)105(19)104(29)103(16)102(15)101(13)100(11)98(2)96(1)+}
LFSR 5 | Keyis | (+109(1)108(5)107(3)106( I ( S 0
LFSRy5 | Keypq | {+109(2)108(2)107(11)106(21)105(20)104(18)103(18)102(8)101(9)100(6)99(4)98(3 ) I &e
LESRy5 | Kepys | (+109(2)108(5)107(7)106(13)105(20)104(24)103(23)102(6)101(14)100(5)99(2)98(4)97(2)95( ) } Zu
LESRy5 | Keyig | (+110(1)108(4)107(9)106(17)105(20)104(18)103(12)102(19)101(10)100(8)99(6)98(3 ) 7(1)+) 2y
LFSRy5 | Keyyy | {+109(2)108(4)107(12)106(18)105(17)104(22)103(18)102(12)101(11)100(5)98(4)97(2)95(1)x} &l
LFSR5 | Keyig | {+109(1)108(4)107(15)106(13)105(25)104(22)103(11)102(15)101(6)100(9)99(3)98(2)97(1)96(1)+} S— &y
LESR5 | Keyjg | (+109(1)108(2)107(12)106(14)105(15)104(23)103(14)102(17)101(9)100(5)99(5)98(2)97(1)96(4)95(1)92(2) o
LESRy5 | Keyyg | (+109(2)108(4)107(8)106(15)105(24)104(29)103(13)102(9)101(9)100(6)99(5)97(2)96(2)} &g
LFSRy5 | Keypp | {+109(3)108(3)107(10)106(24)105(10)104(18)103(20)102(15)101(7)100(7)99(3)98(5)97(1)96(1)94(1)+} &
LFSR5 | Keypp | (+108(6)107(9)106(17)105(23)104(22)103(17)102(5)101(12)100(8)99(2)98(2)97(4)95(1)+) el
LFSRy5 | Keypz | {(+109(2)108(2)107(8)106(12)105(27)104(20)103(12)102(15)101(7)100(4)99(9)98(5)97(4)96(1)+} e
LESRy5 | Keypy | {+110(1)108(6)107(14)106(17)105(17)104(20)103(18)102(9)101(8)100(5)99(5)98(1)97(4)95(2)94(1)+} &
LFSR5 | Keyps | {+109(2)108(4)107(19)106(13)105(21)104(18)103(14)102(10)101(10)100(6)99(4)98(5)95(2)+} &g
LESR5 | Keypg | (+109(1)108(8)107(6)106(6)105(30)104(14)103(14)102(13)101(17)100(6)99(8)98(2)97(1)96(1)95(1)+) Zh
LESRy5 | Keyyy | (+109(1)108(10)107(10)106(17)105(16)104(8)103(21)102(13)101(14)100(9)99(4)98(3)97(1)95(1)+} &y
LFSRy5 | Keypg | (+109(1)108(5)107(13)106(22)105(20)104(17)103(14)102(15)101(4)100(10)99(3)98(3)96(1)x} 20
LESR5 | Keypg | (+110(1)108(9)107(10)106(13)105(22)104(21)103(13)102(12)101(10)100(6)99(7)98(1)97(3)+}

106




