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*** FIRST MODIFICATION ***
[bookmark: _Ref410295810][bookmark: _Toc390781959]7	Multi-media domain
This clause deals with IRI reporting in the IMS. IRI reporting in the multi-media domain specified in this clause does not depend on the IP-Connectivity Access Network (IP-CAN), defined in TS 23.228 [40], used to transport the CC. When the IP-CAN is the UMTS PS domain, annexes C and G apply for CC interception at the SGSN/GGSN.  However, such CC interception may intercept more than just the CC associated with an IMS based voice service.  Hence, for separated VoIP CC intercept and reporting, refer to Clause 12.
According to TS 33.107 [19], interception shall be supported in the S‑CSCF and optionally in the P‑CSCF where the S-CSCF and the P-CSCF are in the same network. For roaming scenarios where the P-CSCF is in the Visited Network, interception at the P-CSCF is mandatory. For the identification of the intercepted traffic only the SIP-URI and TEL‑URI are available. In the intercepting nodes (CSCF's) the relevant SIP-Messages are duplicated and forwarded to the MF HI2.
For clarification, see following Figure 7.1. If the P‑CSCF and S‑CSCF are in the same network and LI is provided at both P-CSCF and S-CSCF, the events are sent twice to the LEMF.
[image: ]
Figure 7.1: IRI Interception at a CSCF
[bookmark: _Toc390781960]*** NEXT MODIFICATION ***

7.1	Identifiers
Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsections below.
For the delivery of CC and IRI the SGSN, GGSN and CSCF's provide correlation numbers and target identities to the HI2 and HI3. The correlation number provided in the PS domain (SGSN, GGSN) is unique per PDP context and is used to correlate CC with IRI and the different IRI's of one PDP context. However, where separated delivery of IMS based VoIP is required, to ensure that the CC related to an IMS based VoIP call is intercepted and reported separately from other PS domain services while being correlated to the IMS based VoIP IRI, refer to Clause 12.
Interception is performed on an IMS identifier(s) associated with the intercept subject including identifiers such as SIP‑URI and Tel‑URI, ETSI EN 300 356 [30].

[bookmark: _Toc390781961]*** NEXT MODIFICATION ***

7.1.1	Lawful interception identifier
For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).
Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.
The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.
The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.
The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, a unique LIID for each target identity of the interception subject or a single LIID for multiple target identities all pertaining to the same interception subject. 
Note that, in order to simplify the use of the LIID at the LEMF for the purpose of correlating IMS signalling with GSN CC, the use of a single LIID in association with potentially numerous IMS identities (SIP and TEL URIs) is recommended.
If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.
In case the LIID of a given target has different values in the GSN and in the CSCF, it is up to the LEMF to recover the association between the two LIIDs.
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*** NEXT MODIFICATION ***
7.1.3	Correlation number
Two parameters are defined to enable further correlation than can be accomplished via a LIID alone.  The first is called a Correlation number while the second is simply called Correlation.  The Correlation number was initially defined to carry a GPRS Correlation Number and is limited to those access types that support a PDP Context.  Subsequently, the Correlation parameter was defined to enable a more general correlation, however, it is also limited to use with a PDP Context.  Hence it is for further study how correlation is accomplished for LTE and WLAN access bearers except when Clause 12 is used for separated IMS VoIP intercept and delivery.  Both parameters are intended to help associate an IMS VoIP bearer to the IMS VoIP SIP session.  The value used in the Correlation number parameter or the Correlation parameter may be generated by the CSCF.  
See clause 6.1.3 for a definition of the GPRS Correlation Number.
The GPRS Correlation Number is unique per PDP context and used for the following purposes:
-	correlate CC with GSN IRI,
-	correlate different GSN IRI records within one PDP context.
As an example, in the UMTS system, the Correlation Number may be the combination of GGSN address and charging ID. 
NOTE 1:	
It is an implementation matter how the CSCF generates a Correlation number parameter value. However, in this releaseT he CSCF should use the gPRSCorrelationNumber ASN.1 parameter as a container.
For a GPRS/UMTS access, iIf two PDP contexts are used for the communication (one for signalling and one for bearer) also two correlation numbers may be delivered via the CSCFs.
Different identifiers may be used for correlating a target's various SIP messages such as:
-	LIID;
-	implementation dependent number.
NOTE 2:	The implementation dependent number may be e.g. a 'Call-id'. However, when a CSCF acts as a back-to-back user agent a CSCF can have different 'Call-id' values for different legs of signalling. Therefore some other number would be needed in such a case.
NOTE 3:	The LIID may be used to associate SIP messages with respective GSN IRI records. In case the target is only permitted to have has a single SIP session with a single CC bearer active at any time, the LIID is sufficient to correlate IMS IRI records with GSN IRI records. In all other cases, e.g., the target has is permitted to have multiple SIP sessions active concurrently, a combination of the LIID and an implementation dependent number may be used to correlate the IMS IRI records with the GSN IRI records.
In case the LIID of a given target has different values in the GSN and in the CSCF, it is up to the LEMF to recover the association between the two LIIDs.
SIP correlation number is used to correlate events of one specific SIP session.

*** NEXT MODIFICATION ***

[bookmark: _Toc390781970]7.5	IRI for IMS
In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on SIP message with call forwarding configuration information.
The IRI may be subdivided into the following categories:
1.	Control information for HI2 (e.g. correlation information).
2.	Basic data context information, for standard data transmission between two parties (e.g. SIP-message).
3.	Information needed to decrypt media traffic between the parties.
For each event, a Record is sent to the LEMF, if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.
Table 7.1: Mapping between IMS Events and HI2 Records Type
	Event
	IRI Record Type

	SIP-Message
	REPORT

	Media Decryption Keys Available	
	REPORT

	Start of interception for already established IMS session 
	REPORT




A set of information is used to generate the record. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new IEs are available and if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.
Once IRI only interception is underway, LEMF receives IMS specific IRI only (SIP IRI) from CSCF. LEMF does not receive CC, and therefore it is not possible to correlate IMS specific IRI with CC. 
Once IRI and CC interception is underway, LEMF receives IMS specific IRI both from a GSN and from a CSCF. LEMF receives SIP messages also from a GSN within CC. 
In certain cases, however, SIP messages may be encrypted between UE and CSCF. In these cases LEMF needs to receive unencrypted SIP messages in IMS specific IRI provided from CSCF.
In some cases the CC is encrypted according to one of the IMS media security solutions specified in 3GPP TS 33.328 [54]. In these cases the LEMF receives encrypted CC and decrypts it based on the decryption information received over the HI2 interface.
NOTE 1: Delivery of decrypted CC in the above scenario is FFS.
NOTE 1a: GSN has no possibility to decrypt SIP messages based on the IMS security architecture.
NOTE 2:	Security mechanisms for protecting delivery of key material over the HI2 in line with 3GPP TS 33.328 [54] are FFS.

Table 7.2: Mapping between IMS Events Information and IRI Information
	Parameter
	Description
	HI2 ASN.1 parameter

	Observed SIP URI
	Observed SIP URI
	partyInformation (sip-uri)

	Observed TEL URI
	Observed TEL URI
	partyInformation (tel-uri)

	Event type
	IMS Event
It indicates whether the IRI contains an unfiltered SIP message, a filtered SIP message or the media decryption keys.
	iMSevent

	Event date
	Date of the event generation in the CSCF
	timeStamp

	Event time
	Time of the event generation in the CSCF
	

	Network identifier
	Unique number of the intercepting CSCF
	networkIdentifier

	Correlation number
	Unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. Parameter of Rel. 5 and on
	gPRSCorrelationNumber

	Correlation
	Correlation number; unique number for each PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
ASN.1 as: iri-to-CC

Signalling PDP context correlation number; unique number for signalling PDP context delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context and the IRI. 
Used in the case two PDP contexts are used.
ASN.1 as: iri-to-CC

SIP correlation number; either Call-id or some implementation dependent number that uniquely identify SIP messages of the same SIP session. 
ASN.1 as: iri-to-iri
	correlation

	Lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	SIP message
	Either whole SIP message, or SIP message header (plus SDP body, if any). SIP message header (plus SIP message body part conveying IRI such as SDP) is used if warrant requires only IRI. In such cases, specific content in the SIP Message (e.g. 'Message', etc.) must be deleted; unknown headers shall not be deleted. For intercepts requiring IRI only delivery, depending on national regulations, SMS content may be excluded while SMS headers (which convey information including originating and destination addresses, SMS centre address) are included, if available.
	sIPMessage

	Media-decryption-Info
	Session keys and additional info for the decryption of the CC streams belonging to the intercepted session.

This field is present if available at the DF/MF
	mediaDecryption-info
Contain for each key the follow triplet:
           cCCSID,
           cCDecKey,
           cCSalt (optionally)

	SIP message header offer
	Header of the SIP message carrying the SDP offer (NOTE 4).

	sipMessageHeaderOffer

	SIP message header answer
	Header of the SIP message carrying the SDP answer (NOTE 4).

	sipMessageHeaderAnswer

	SDP offer
	SDP offer used for the establishment of the IMS session (NOTE 4).
	sdpOffer

	SDP answer
	SDP answer used for the establishment of the IMS session (NOTE 4).
	sdpAnswer

	MediaSec key retrieval failure indication 
	Provides the information that the procedure to get encryption keys from the KMS failed
	mediaSecFailureIndication



NOTE 1:	LIID parameter must be present in each record sent to the LEMF.
NOTE 2:	Details for the parameter SIP message. If the warrant requires only signaling information, specific content in the parameter 'SIP message' like IMS (Immediate Messaging) has to be deleted/filtered.  It should be noted that SDP content within SIP messages is reported even for warrants requiring only IRI. 
NOTE 3:	In case of IMS event reporting involving the Correlation number parameter, the gPRSCorrelationNumber HI2 ASN.1 parameter, which is also used in the IRIs coming from UMTS PS nodes, is used as container. 
NOTE 4: This parameter is applicable only in case of start of interception for an already established IMS session.
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7.5.1	Events and information
This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.
The IRI events and data are encoded into records as defined in the Table 7.1  Mapping between IMS Events and HI2 Records Type and Annexes B.3 and B.9 Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI Record there is a set of events and associated information elements to support the particular service.
The communication events described in Table 7-1: Mapping between the IMS Event and HI2 Record Type and Table 7.2: Mapping between IMS Events Information and IRI Information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.
Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M)	- required for the record,
conditional (C)	- required in situations where a condition is met (the condition is given in the Description), or
optional (O)	- provided at the discretion of the implementation.
The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.
Table 7.3: SIP-Message REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the interception target (if available).

	observed TEL-URI
	C
	TEL URI of the interception target (if available).

	event type
	M
	Provide IMS event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	OC
	If available and not included in the SIP-message.

	Correlation
	OC
	If applicable for this communication

	SIP message
	M
	The relevant SIP message or SIP message header.



If transfer of ticket related information, as specified in 3GPP TS 33.328 [54], is detected by the MF/DF via an intercepted SIP messages analysis during an IMS session, the DF/MF, after extracting and collecting the exchanged tickets and getting the corresponding decryption keys info from the KMS, as specified in 3GPP TS 33.107 [19], shall send a Media Decryption key available IRI REPORT to the LEMF containing the information needed to decrypted the media: 
Table 7.4: Media Decryption key available REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the interception target (if available).

	observed TEL-URI
	C
	TEL URI of the interception target (if available).

	event type
	M
	Decryption Keys Available

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	Network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	C
	Provided if available

	Correlation
	C
	Provided if available

	mediaDecryption-info.CCKeyInfo. 
cCCSID
	C
	Uniquely map the session key to the SRTP streams to decrypt.
There could be several SRTP streams (audio, video, etc.)  with different decryption keys and salt for a media session. The field reports the value from the CS_ID field in the ticket exchange headers as defined in the IETF RFC 6043 [61]  Provided if available.. 

	mediaDecryption-info. CCKeyInfo.cCDecKey
	C
	Decryption key in both media directions. Provided if available.

	mediaDecryption-info. CCKeyInfo.cCSalt
	C
	Provided if available.

	mediaSecFailureIndication
	O
	May be provided in case of failure




If Start of interception for an already established IMS session event is detected by the MF/DF, the DF/MF shall send a Start of Interception for already established IMS Session IRI REPORT to the LEMF containing the parameters listed  in table 7.5:
 
Table 7.5: Start of interception for already established IMS session REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the interception target (if available).

	observed TEL-URI
	C
	TEL URI of the interception target (if available).

	event type
	M
	Start of interception for already established IMS session

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	Network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	C
	Provided if available

	Correlation
	C
	Provided if available

	Sip message header offer
	C
	Provided if available 

	Sip message header answer
	C
	Provided if available

	SDP offer
	C
	Provided if available

	SDP answer
	C
	Provided if available



*** END OF MODIFICATIONS ***






image1.wmf
Visited /Home Network

S

-

CSCF

P

-

CSCF

GGSN

SGSN

DF2

MF HI2

LEMF

CC

IRI 

DF3

MF HI3

HI 2

HI3


