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Abstract of the contribution: This contribution analyzes the security threats on MB2-U interface and proposes to implement integrity protection on this interface.
1 Introduction
In SA3#75 meeting an Editor’s note is added into GCSE specification, which is “The formulation of a requirement along the line "Ensure that user plane messages originated from the GCS AS are integrity protected" in order to mitigate DoS attacks is ffs.” This paper gives a security analysis on MB2-U interface and deletes this Editor’s note.
2 Analysis
2.1 Procedure for MB2-U

In the CT3#78 meeting, CT3 has decided to use UDP protocol to transport user plane data in MB2-U interface.The figure below is the user plane protocol stack on MB2-U reference point.
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Based on the procedure defined in TS29.468, when receiving an MBMS bearer allocation request via MB2-C reference point, the BM-SC will allocate an IP address and unique UDP Port value for the MBMS bearer. Then BM-SC sends the IP address and UDP Port value to GCS AS in the response message. Therefore, GCS AS can forward user plane data to BM-SC via MB2-U interface according to the received IP address and UDP Port value.
2.2 Security for MB2-U 
For Release 12 GCSE security, application layer security is applied as end-to-end security, the user plane data are transparently transported between the GCS AS and the UE, so the BM-SC only forward application layer data transparently.
Obviously, the user plane data will contain data related to different services from different GCS ASs. If there is no security mechanism on MB2-U interface, especially the integrity protection of user plane data, BM-SC can not check whether the GCS ASs are authorized to send the related service data. Because the allocated IP address and UDP Port value are not ciphered but exposed to everyone, an attacker can easily get them and accordingly send fake data to BM-SC via MB2-U interface. 

This would cause two security problems:

· If attackers maliciously send a lot of fake data requests to BM-SC, BM-SC need to map these data into the proper MBMS bearers and send them to UEs, and this would cost resources of BM-SC and radio interface. This leads to the result that BM-SC can not process the service datas from authorized GCS ASs and send them to the destined UEs. As a result, DoS attack on the BM-SC may occur.
· Another issue is that BM-SC need to multicast or broadcast the data received via MB2-U interface to large amounts of UEs. If the data received via MB2-U interface is fake, all the UEs would receive fake data. As the application security is used between UE and GCS AS, the received fake data can not be integrity checked and/or deciphered, and UE would drop these data. So this causes a lot of UEs being busy and wastinge UEs’ electricity.
If integrity protection is provided on MB2-U interface, the BM-SC and authorized GCS ASs can share a same security context, so then BM-SC can integrity check the data received via MB2-U interface. If the validation is failed, BM-SC can drop these data immediately, no network resources will be consumed and UEs will not be impacted.
Form above analysis, the integrity protection shall be provided on MB2-U interface. However, how to establish security mechanism on MB2-U need to be further studied.
3 Proposal
It is kindly proposed to add the following PCR into the TR33.888.
***********************************Start the First Change****************************************
6.6.2
Threats

As defined in 3GPP TS 23.468 [8], MB2 reference point exists between the GCS AS and the BM-SC.

The MB2 reference point provides the ability for the application to:

-
Request the allocation/deallocation of a set of TMGIs,

-
Request to activate, deactivate, and modify an MBMS bearer.

The MB2 reference point provides the ability for the BM-SC to:

-
Notify the application of the status of an MBMS bearer.
The precise information flow between GCS AS and BM-SC is fully specified in TS 23.468 [8]. 
In activate MBMS bearer procedure, MBMS broadcast area is sent from GCS AS to BM-SC in Activate MBMS Bearer Request and TMGI and IP address(es)/port(s) of BM-SC is sent from BM-SC to GCS AS in Activate MBMS Bearer Response. 
If the information including TMGI and IP address(es)/port(s) sent from BM-SC to GCS AS is tampered by attackers, UEs can not receive correct eMBMS media packets. If MBMS Service area information from GCS AS to BM-SC is tampered by attackers, eMBMS media packets will be broadcasted in wrong area. In order to avoid above attacks, the signalling messages between the BM-SC and the GCS AS should be integrity protected.

If confidentiality protection is not provided to MB2 interface, attackers can eavesdrop and obtain TMGI and MBMS broadcast area sent over MB2. According to MBMS broadcast area, the attacker can easily know where the public safety officers are and then launch an attack. After obtaining TMGI, the attacker can also monitor the MSI and receive the DL data on the MTCH corresponding to the TMGI. Thus it allows attackers to attack Group Communication. Based on above analysis, the signalling messages between the BM-SC and the GCS AS should be confidentiality protected.
For MB2-U interface, the user plane data will contain data related to different services from different GCS ASs. 
If there is no security mechanism on MB2-U interface, especially the integrity protection of user plane data, BM-SC can not check whether the GCS ASs are authorized to send the related service data. Because the allocated IP address and UDP Port value are not ciphered but exposed to everyone, an attacker can easily get them and accordingly send fake data to BM-SC via MB2-U interface. 

This would cause two security problems:

· If attackers maliciously send a lot of fake data requests to BM-SC, BM-SC need to map these data into the proper MBMS bearers and send them to UEs, and this would cost resources of BM-SC and radio interface. This leads to the result that BM-SC can not process the service datas from authorized GCS ASs and send them to the destined UEs. As a result, DoS attack on the BM-SC may occur.

· Another issue is that BM-SC need to multicast or broadcast the data received via MB2-U interface to large amounts of UEs. If the data received via MB2-U interface is fake, all the UEs would receive fake data. As the application security is used between UE and GCS AS, the received fake data can not be integrity checked and/or deciphered, and UE would drop these data. So this causes a lot of UEs being busy and wasting UEs’ electricity.

If integrity protection is provided on MB2-U interface, the BM-SC and authorized GCS ASs can share a same security context, then BM-SC can integrity check the data received via MB2-U interface. If the validation is failed, BM-SC can drop these data immediately, no network resources will be consumed and UEs will not be impacted.
6.6.3
Security requirements

The BM-SC and the GCS AS shall be able to mutually authenticate each other.
The signalling messages between the BM-SC and the GCS AS shall be integrity and confidentiality and replay protected.

Double encryption above the network layer should be avoided.
The user plane message between the BM-SC and the GCS AS shall be integrity protected.

*********************************End of the First change****************************************
*********************************Start the Second Change***************************************
8
Potential security requirements for Rel-12

Generic requirements:

According to SA1 requirements (3GPP TS 22.468, [2]):

· "The system shall support at least the same security level for Group Communication (e.g. for Authentication, Integrity, Confidentiality and Privacy) as a 3GPP LTE packet data bearer."

· According to SA1 requirements (3GPP TS 22.468 [2]), security mechanisms defined shall be compatible with stage 1 requirements for performance and scalability.

MBMS Delivery specific GCSE security requirements:

· The BM-SC and the GCSE AS shall mutually authenticate each other.

· The signalling messages between the BM-SC and the GCS AS shall be integrity and confidentiality protected.

· The signalling messages between the BM-SC and the GCS AS shall be replay protected.
· The user plane message between the BM-SC and the GCS AS shall be integrity protected.
· The BM-SC may apply access control on the messages initiated by the GCS AS. 

· Similarly the GCS AS may apply access control on the messages initiated by the BM-SC.

NOTE 1: MBMS security may or may not be used independent of GCSE.


NOTE 2: It is assumed that LTE access security mechanisms at the air interface are used.

NOTE 3: No requirements are given on Rx and SGi, which are generic interfaces and therefore not specified in the scope of GCSE. 
NOTE 4: The assumption of Rel-12 specification work in 3GPP is that application layer security in the sense of end to end security between UE and UE or UE and GCS AS is supported by a third party. Thus, the security of MB2-U is out of scope in Rel-12.
********************************End of the Second change***************************************
