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Abstract of the contribution: This pCR analyzes security threat of IMS AKA key theft and proposes the method of session key protection.
1. Introduction

It left an Editor's Note in TR 33.871as follows:

It is FFS how the effects of key theft can be limited by e.g. binding the IMS AKA credentials to the web page and/or TLS tunnel (I.e. similar to what is done in Web GBA).
To solve the problem of this EN, this contribution proposes the realted security analysis and the pCR how to protect the IMS AKA session keys securely.
2. Discussion

The IMS AKA procedure is performed with the usage of HTTP Digest AKAv2 with TLS. 
Due to using HTTP Digest AKAv2, the session keys CK and IK are used to calculate the Authenticaiton response as defined in RFC 4169 [X1].

Due to using TLS instead of IPsec, there is no channel binding so that the session keys CK and IK would not provide the confidentiality and integrity. 

So in WebRTC, if there is no use of the CK and IK keys, except for the computation of the HTTP Digest password, it should have no the problem about CK and IK keys theft problem.
However ,in the case that the session keys CK and IK are directly used for creating additional security within IMS AKA authentication or some other security mechanism, it would cause the key theft. 
To protect the IMS AKA session keys CK and IK, they can not be directly re-used for additional security uses within IMS AKA authenticaiton or some other security mechanisams. If it has to use the session keys, session keys IK' and CK' are derived from the original keys IK and CK such as IK' = PRF(IK, "http-digest-akav2-integritykey") and CK' = PRF(CK, "http-digest-akav2-cipherkey") as specified in RFC 4169.
3. pCR 

***
BEGIN CHANGES
***
X. Reference

 [X1]
IETF RFC 4169: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA) Version-2".
***
NEXT CHANGE
***
Y.1 How to limit the key theft effects when IMS AKA is used
In WebRTC, there is no use of the CK and IK keys, except for the computation of the HTTP Digest password. So it should have no the problem about CK and IK keys theft problem. 
But in case they will be used in any cases, in order to avoid the keys theft, it is recommended not to directly re-use such keys for addtional security within IMS AKA authenticaiton or some other security mechanisams.
In the case that it has to use the session keys CK and IK, e.g. to the web page and/or TLS tunnel, we can do the derivation as below as specified in RFC 4169:

IK' = PRF(IK, "http-digest-akav2-integritykey")
 CK' = PRF(CK, "http-digest-akav2-cipherkey")
Then we can use session key CK’ and IK’ to the web page and/or TLS tunnel, rather than the session key CK and IK.
***
END OF CHANGES
***
