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3GPP SA3 proposes to re-use LTE encryption algorithms to protect one-to-many traffic between ProSe UEs.
SAGE has no objection to the LTE algorithms being reused in this way.  It does mean that the same algorithm will be used with more keys – and in this case, with a slightly more predictable first initialisation vector, making a rainbow table attack slightly more worthwhile – but still nowhere near enough in practice to carry out a multiple-target Time/Memory Tradeoff attack.

One slight modification could potentially be made to increase resistance further against rainbow table attacks.  The current proposal has the first 16 bits of the input value COUNT set to zero, and the last 16 bits equal to a packet counter which starts from zero.  An attacker can potentially take advantage of this, precomputing keystream sequences produced from many different keys, all with a zero COUNT input, and building a large look-up table to use in attacks.  If the first 16 bits of COUNT were instead set to a variable value – for instance, setting them to 16 bits from the PTK identifier – then packet streams wouldn’t all start with an all-zero COUNT, and this precomputation becomes less feasible.  If a modification of this kind can be made “for free” then we recommend it; otherwise there’s no need to worry (the secret key is long enough to give enough practical protection).
A concrete example to illustrate the point about IVs and rainbow table attacks

Suppose you have 230 users all using 128-EEA1, on 220 occasions each, with different keys every time, but all starting with the same all zero IV.  Suppose (unrealistically) that the attacker can observe the initial keystream generated in every case.  Say that the attacker wins if she can recover the key for ANY subscriber on ANY occasion (this is what we mean by a “multiple target” attack).  Then the attacker can build a rainbow table covering 278 keys, and will have a decent chance of winning the game.

Those assumptions were extremely favourable towards the attacker, of course – and even then she had to do 278 work in building the table.  So this isn't feasible in practice, and it's not necessary to be worried about it.

But on the other hand, if the IV were not always the same – for instance, if 16 bits of the IV were variable, as suggested above – then the rainbow table would have to cover 294 key+IV pairs to have the same effect.

