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	Reason for change:
	According to TS 23.009, clause 7.1, the BSS AP message A-HO-REQUEST is created by the anchor-MSC and is sent to the target BSS (via the new MSC). The same clause also requires that the A-HO-REQUEST shall contain all information needed by the target BSS to establish the radio channel. 
The present specification states that it is the new (non-anchor) MSC that shall calculate the Kc128 in case an 128-bit algorithm is included in the allowed set. Further, it is stated that the new MSC shall forward the Kc128 together with the 64-bit Kc to the target BSS. This requires that the new MSC would have to  inject the Kc128 in the BSS AP message A-HO-REQEST as the message passes by the new MSC, which violates the requirement in TS 23.009 mentioned above.

Deriving the Kc128 in the anchor MSC, in addition to aligning with the requirement in TS 23.009, align also with how the 64-bit Kc is signalled within the network.

	
	

	Summary of change:
	A correction is made so that the anchor-MSC performs the Kc128 calculation when necessary. The change only affects the E-interface between two MSCs.
It is further clarified that inclusion of the 64-bit Kc is conditional as specified in TS 48.008, chapter 3.2.2.10: “The key shall be present if at least one of the A5/1 or A5/3 encryption algorithms is permitted.”.

	
	

	Consequences if not approved:
	If the functionality is not in line with the how the rest of the keys are derived (CK, IK and the 64-bit Kc, there is a risk for misimplementations and interoperability problems leading to lost calls.
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	Other comments:
	This CR is identical to S3-140270 except for that the partial sentence "…shall calculate the Kc128 from the CK/IK as described in Annex B.5 of TS 33.102 [18], and shall…" is here shown using tracked changes.


*** BEGIN CHANGES ***
4.7
Handover

When a handover occurs, the necessary information (e.g. key Kc, initialization data) is transmitted within the system infrastructure to enable the communication to proceed from the old BSS to the new one, and the Synchronization procedure is resumed. The key Kc remains unchanged at handover.

Handover involving both a 64-bit Kc and a 128-bit Kc128 is slightly more complex. 

· In case of a handover between two BTSes connected to the same BSC, the BSC signals both the selected algorithm and the ciphering key to the target BTS. If the BSC signals the use of a ciphering algorithm requiring a 128-bit ciphering key to the target BTS, the BSC sends Kc128 to the target BTS. If only a 64-bit Kc is in the BSS, no ciphering algorithm (e.g., A5/4) requiring a 128-bit ciphering key shall be signalled from BSC to the target BTS.
· In case of a handover between two BSSes connected to the same MSC/VLR, the MSC/VLR signals the allowed ciphering algorithms to the target BSC. If one of the allowed ciphering algorithms requires a 64-bit ciphering key, the MSC/VLR shall send the 64-bit Kc to the target BSS. Additionally, if one of the allowed ciphering algorithms requires a 128-bit ciphering key, the MSC/VLR shall also send the 128-bit Kc128 to the target BSS. If an MSC/VLR supporting Kc128 could only obtain a 64-bit Kc for the MS, the MSC/VLR shall not include any ciphering algorithm (e.g., A5/4) requiring a 128-bit ciphering key in the allowed ciphering algorithms list. If the target BSC signals the use of a ciphering algorithm requiring a 128-bit ciphering key to the target BTS, the BSC sends Kc128 to the target BTS.

· In case of a handover between two BSSes connected to different MSC/VLRs, the initial MSC/VLR shall send the allowed ciphering algorithms to the target MSC/VLR. If one of the allowed ciphering algorithms requires a 64-bit ciphering key, the initial MSC/VLR shall also send a 64-bit ciphering key to target MSC/VLR. . If one of the allowed ciphering algorithms requires a 128-bit ciphering key, the initial MSC/VLR shall also calculate the 128-bit ciphering key Kc128 from the CK/IK as described in Annex B.5 of TS 33.102 [18], and shall sendit to the target MSC. If the initial MSC/VLR can only obtain a 64-bit ciphering key for the MS, the anchor MSC/VLR shall not include any ciphering algorithm requiring a 128-bit ciphering key in the allowed algorithms list. The target MSC shall send the 64-bit Kc and/or the 128-bit Kc128, as received from the initial MSC/VLR, to the target BSS. If the target BSC signals the use of a ciphering algorithm requiring a 128-bit ciphering key to the BTS, the BSC sends Kc128 to the target BTS.
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