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*** FIRST CHANGE ***
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [38] and the following apply:

AN
Access Network

ASN.1
Abstract Syntax Notation, Version 1

ASE
Application Service Element

BER
Basic Encoding Rules

CC
Content of Communication

CSCF
Call Session Control Function

DF
Delivery Function

DSMIP
Dual Stack MIP

EPS
Evolved Packet System

e-PDG
Evolved PDG

E-UTRAN
Evolved UTRAN

FTP
File Transfer Protocol

GGSN
Gateway GPRS Support Node

GLIC
GPRS LI Correlation

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

GTP
GPRS Tunnelling Protocol

HA
Home Agent

HI
Handover Interface

HI1
Handover Interface Port 1 (for Administrative Information)

HI2
Handover Interface Port 2 (for Intercept Related Information)

HI3
Handover Interface Port 3 (for Content of Communication)

HLC
High Layer Compatibility

HSS
Home Subscriber Server

IA
Interception Area

IA5
International Alphabet No. 5

IAP
Interception Access Point
IBCF
Interconnecting Border Control Function
ICI
Interception Configuration Information

IE
Information Element

IIF
Internal Interception Function
IM-MGW
IMS Media Gateway
IMEI
International Mobile station Equipment Identity

IMS
IP Multimedia Core Network Subsystem
IMS-AGW
IMS Acess Gateway
IMSI
International Mobile Subscriber Identity

INI
Internal network interface

IP
Internet Protocol 

IP-CAN
IP-Connectivity Access Network

IPS
Internet Protocol Stack

IRI
Intercept Related Information

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

LI
Lawful Interception

LIID
Lawful Interception Identifier

LLC
Lower layer compatibility

LSB
Least significant bit

MAP
Mobile Application Part

ME
Mobile Entity

MF
Mediation Function
MGCF
Media Gateway Control Function
MIP
Mobile IP

MME
Mobility Management Entity

MS
Mobile Station

MSB
Most significant bit

MSISDN
Mobile Subscriber ISDN Number

MSN
Multiple Subscriber Number

NEID
Network Element Identifier

NID
Network Identifier

NO
Network Operator

OA&M
Operation, Administration & Maintenance

P‑CSCF
Proxy Call Session Control Function

PDG
Packet Data Gateway

PDN
Packet Data Network

PDN-GW
PDN Gateway

PDP
Packet Data Protocol

PLMN
Public land mobile network

PMIP
Proxy Mobile IP

PSTN
Public Switched Telephone Network

ROSE
Remote Operation Service Element

Rx
Receive direction

S‑CSCF
Serving Call Session Control Function

SGSN
Serving GPRS Support Node

SDP
Session Description  Protocol

SIP
Session Initiation Protocol

SMAF
Service Management Agent Function

SMF
Service Management Function

SMS
Short Message Service

SP
Service Provider

S-GW
Serving Gateway

TAU
Tracking Area Update

TCP
Transmission Control Protocol

TI
Target identity

TLS
Transport Layer Security

TP
Terminal Portability

T-PDU

tunneled PDU
TrGW
Transit Gateway
Tx
Transmit direction

UI
User Interaction

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

UTRAN
Universal Terrestrial Radio Access Network

VPN
Virtual Private Network

*** NEXT CHANGE ***
X
3GPP IMS-based VoIP Services

X.1 
Identifiers

X.1.1
Overview

Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the communication information, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsections below. 

X.1.2
Lawful Interception Identifier

See clause 7.1.1.

X.1.3
Network Identifier

See clause 7.1.2.

X.1.4
Correlation Number

For a given target, the Correlation Number is unique per VoIP session and used for the following purposes:

· Correlate CC with IRI,
· Correlate different IRI records and different CC data within one VoIP session. 
For IMS-based VoIP, the S-CSCF and optionally, the P-CSCF provide the IRI events. For IMS-based VoIP, the functional element that provides the CC interception depends on the call scenario and network configuration. 

As described in TS 33.107 [19], CC interception is done by one of the following functional elements (referred to as CC Intercept Function):

· PDN-GW/GGSN

· IMS-AGW

· TrGW

· IM-MGW.

And, the trigger to perform the CC interception at the above functional elements may be provided by the following functional elements (referred to as CC Interception Triggering Function):

· P-CSCF for PDN-GW/GGSN

· P-CSCF for IMS-AGW

· IBCF for TrGW

· MGCF for IM-MGW.

For the delivery of CC, the CC Intercept Triggering Function provides the Correlation Number to the CC Intercept Function.   This Correlation Number is delivered to the LEMF on the handover interface HI3 and is also contained in the Correlation Number delivered to the LEMF on the handover interface HI2. 

X.2
Performance, reliability and quality

Refer to clause 7.2 for the details. 

X.3
Security aspects

Refer to clause 7.3 for the details. 

X.4
Quantitative aspects

Refer to clause 7.4 for the details. 

X.5
IRI for IMS-based VoIP

IRI for VoIP shall be based on the procedures defined in 7.5 IRI for IMS.

X.6
CC for IMS-based VoIP

Annex B.X provides the definitions of the data structures to be used for the delivery of CC for IMS-based VoIP.  However, for PDN-GW based interception of CC for IMS-based VoIP, optionally, the data structures defned in B.10 can be used if the combined delivery option is not required. In the same way, for GGSN based interception of CC for IMS-based VoIP, optionally, the data structures defined in B.10 or B.4 can be used if the combined delivery option is not required. When the data structures defined in the B.10 or B.4 are used, the PDN-GW/GGSN shall use the Correlation Number received from the P-CSCF to correlate different CC data within a single VoIP session. 
The Correlation Number received from the P-CSCF shall be used in the CC data sent over the handover interface (HI3).  

When Annex B.X is used, the value contained in VoIP Correlation Values shall match the value used on the HI2 interface as the CorrelationValues.

*** NEXT CHANGE ***
B.2
3GPP object tree
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Figure B.1: 3GPP object tree

*** NEXT CHANGE ***
B. X
Contents of Communication (HI3 IMS-based VoIP)
VoIP-HI3-IMS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) hi3voip(12) r12(12) version-0(0)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS

LawfulInterceptionIdentifier,

TimeStamp

FROM HI2Operations 


{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) hi2(1) version18(18)}-- from ETSI HI2Operations TS 101 671, version 3.12.1
National-HI3-ASN1parameters

FROM Eps-HI3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi3eps(9) r8(8) version-0(0)}
-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi3voipDomainId OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3voip(13) r12(12) version-0(0)}

Voip-CC-PDU
::= SEQUENCE 

{

 
voipLIC-header

[1] VoipLIC-header, 


payload



[2] OCTET STRING

}

VoipLIC-header ::= SEQUENCE 

{


hi3voipDomainId


[0]
OBJECT IDENTIFIER,  -- 3GPP VoIP HI3 Domain


lIID




[2] LawfulInterceptionIdentifier OPTIONAL,


voipCorrelationNumber
[3]
VoipCorrelationNumber, -- Contained in CorrelationValues [HI2]


timeStamp



[4]
TimeStamp OPTIONAL,


sequence-number


[5]
INTEGER (0..65535),


t-PDU-direction


[6] TPDU-direction,


national-HI3-ASN1parameters

[7] National-HI3-ASN1parameters OPTIONAL,


--  encoded per national requirements


ice-type



[8] ICE-type OPTIONAL,



-- The ICE-type indicates the applicable Intercepting Control Element in which



-- the VoIP CC is intercepted.

...

}

VoipCorrelationNumber ::= OCTET STRING 

TPDU-direction ::= ENUMERATED

{


from-target 
(1),


to-target 

(2),


combined

(3), -- Indicates that combined CC (i.e., from/to-target)delivery is used.


unknown


(4)

}





ICE-type ::= ENUMERATED {


ggsn


(1),


pDN-GW          (2),

    aGW 


(3),


trGW


(4),


mGW



(5),
    other


(6),


unknown


(7),


 

...

}
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