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Abstract of the contribution:

1. Introduction
In the scope of 3GPP TR 33.871 and WebRTC IMS Client authentication with IMS subscription re-using existing IMS authentication mechanism, the use of IMS AKA is described in section 6.1.1.3. This contribution aims to complete the description of the solution and solve the associated Editor’s Notes. 
This contribution relies on analysis provided in S3-140818 and proposes the usage of HTTP Digest AKAv2 (as defined in RFC 4169) instead of HTTP Digest AKA. 

2. Proposal: pseudo-CR to 3GPP TR 33.871 on Security for WebRTC 
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--------------------------------------------------------START of 2nd CHANGE----------------------------------------------------------

6.1.1.3
Use of IMS AKA
When the WIC has access to the USIM/ISIM in the UE, IMS AKA scheme is used for authenticating WebRTC IMS Client, as described in figure 6.1.1.3-1. 
The IMS AKA procedure is performed as specified in section 6.1 of 3GPP TS 33.203 [5] with the usage of HTT Digest AKAv2 as defined in [xx] (instead of HTTP Digest AKA) and without security association set-up. The protection of IMS signalling between the WIC and the eP-CSCF is provided by the secure WebSocket connection. The WebRTC IMS Client forwards necessary IMS AKA information to the UICC application in charge of the IMS AKA authentication for WebRTC. This UICC application sends back the results of the AUTHENTICATE command executed to perform the IMS AKA authentication, as defined in section 8 of 3GPP TS 33.203 [5].
Editor's Note: Due to the non-setup of security association in the re-use of IMS AKA for WebRTC, the description of WebRTC access to IMS in 3GPP CT1 and CT4 specifications will detail the changes applied to the SIP messages parameters used to set up the security mode in regular IMS.

It is optional to have in the UICC an ISIM application that would be dedicated to WebRTC usage in order to maintain a clear separation between WebRTC Client and regular IMS UEs. This ISIM application dedicated to WebRTC could have separate subscription in the HSS (with unique IMPI and key K). In this way an attack will have an isolated impact and only affect the WebRTC IMS Client. 

The ME needs to be able to apply access control policy to the WIC before granting the access to the UICC application in charge of the IMS AKA authentication for WebRTC. 
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Figure 6.1.1.3-1: WebRTC client authentication using IMS AKA
NOTE:
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/). The protection mechanism works under the assumption that the browser is not under the attacker's control, which means that the contents of the Origin header can be trusted.



Editor's Note: The security properties of solution using IMS AKA without IPsec and relying on TLS tunnel set up for WebSocket is ffs.

Editor's Note: It is ffs how the effects of key theft can be limited by e.g. binding the IMS AKA credentials to the web page and/or TLS tunnel (i.e. similar to what is done in Web GBA).

Editor's Note: Precision on how the ME could apply access control policy to restrict access to UICC is ffs.


--------------------------------------------------------END of 2nd CHANGE----------------------------------------------------------

4. Conclusion

We kindly ask SA3 to review and agree this contribution. 

Companion CR to 3GPP TS 33.203 is proposed in contribution S3-140xxx. 
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