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Abstract of the contribution: Add a security requirement to section 5.3 to clarifiy the authentication requirement for interfaces including W1, W2, and W4.
Introduction  
For the authentication requirements, it can be considered according to the differet interfaces with different scenarios:
· Interface W1(WIC-WWSF): 
· Scenario 1: one-way authentication 
In scenario 1, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. In order to download the JS from the WWSF, WIC needs to authenticate the server based on the server certificate using TLS connection.
· Scenario 2:  mutual authentication 
In scenario 2, the WIC needs to authenticate the server based on its certificate. Meanwhile, the WWSF needs to authenticate the user using its web credential. Another option is that the WAF authenticates the user's web identity instead of the WWSF.
· Scenario 3:  mutual authentication except for the anonymous usecase which WWSF authorizes the WIC without authenticating the user
In scenario 3, the WIC makes the authenticaiton of the server based on its certificate. The WWSF authenticates the user using a web identity and authentication scheme, or authorizes the WIC without authenticating the user.
· Interface W2(WIC- eP-CSCF):
· Scenario 1: mutual authentication 
   In scenario 1, the WIC authenticates the eP-CSCF based on this certificate due to the TLS connection, and uses an IMS authentication mechanism (e.g. SIP digest) to authenticate with IMS.
· Scenario 2: mutual authentication
In scenario 2, the WIC authenticates the eP-CSCF based on this certificate due to the TLS connection. Moreover, the eP-CSCF validates the token of the WIC and determines its IMPI/U.
· Scenario 3: mutual authentication
 In scenario 3, the WIC authenticates the eP-CSCF based on this certificate due to the TLS connection. Moreover, the eP-CSCF validates the token of the WIC and determines its IMPI/U.
· Interface W4(WWSF-WAF):
· Scenario 2: mutual authenticaiton
The WWSF locates in the third party network, and WAF belongs to the operator:  the WWSF needs to authenticate the WAF at fist, then the WAF verifies the WWSF whether it is authorized to access a particular user's IMS account.
Both the WWSF and the WAF belong to the third party network or operator: they need to make mutual authenticaiton by using the private way (e.g. through the physical link).
· Scenario 3: mutual authentication
The WWSF needs to authenticate the WAF at fist, then the WAF verifies the WWSF whether it is authorized to access a particular user's IMS account.
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***	BEGIN CHANGES	***
[bookmark: _Toc386122958]5.3	Security requirements
Requirements for Support of WebRTC IMS Client access to IMS are specified by SA1 in 3GPP TS 22.228 [2]. Additional potential architectural requirements identified by SA2 are stated in 3GPP TR 23.701 [5].
The following security requirements apply to the first registration scenario described in clause 6.1.1:
· REQ x: For the reference interface W1 (WIC to WWSF), one way authentication (WIC needs to authenticate WWSF) is required. For the interface W2 (WIC to eP-CSCF), mutual authentication is required. 
The following security requirements apply to the second registration scenario described in clause 6.1.2:
· REQ 1: An IMS service provider shall ensure that a third party authentication service authenticating a WebRTC IMS Client (WIC) and authorizing it to register with an IMS network using certain IMS identities has been granted the right to do so by the IMS subscriber owning these IMS identities. In case of a potential security breach affecting that third party, IMS subscribers that did not grant any right to that third party shall not be affected.
· REQ 2: An IMS service provider should be able to identify and mitigate security anomalies or security breaches at one entity providing a third party authentication service selectively, without affecting clients associated with other entities providing a third party authentication service.
· REQ 3: To prevent a third party authentication service from providing authorization information to a WebRTC IMS Client (WIC) without having been authorized by the IMS service provider to do so, an IMS service provider shall be able to identify the granting third party authentication service each time the IMS subscriber registers with the IMS network through the W2 interface. The identity of the third party authentication service shall be determined from the authorization information securely received by the IMS network over W2.
· REQ 4: An IMS service provider relying on a third party authentication service for WebRTC IMS Clients (WIC), shall securely determine from the received authorization information the IMPI and IMPU of the authenticated WIC attempting to register with the IMS network.
NOTE: In a use-case where IMPI is associated with multiple IMPUs, IMPI to IMPU association check when I-CSCF User Registration Query is processed by the HSS, is not enough. For ex., a user who has authenticated to the WWSF as sip:bob-impu1@operator.com but changes "To" field in the W2 REGISTER message to sip:bob-impu2@operator.com, will not be detected by the IMS network. It is therefore necessary to determine IMPU and IMPI of the authenticated user from the received authorization information.
· REQ 5: It shall be ensured that the authentication service has enough information to guarantee that the user is entitled to use the IMS private identity IMPI determined from the user's web identity authenticated by the authentication service. 
· REQ y: For the interface W1 (WIC to WWSF) mutual authentication is required, unless the user's web identity is authenticated by the WAF, in which case only one-way authentication is required. For the interfaces W2 (WIC to eP-CSCF), and W4, if present, (WWSF to WAF), mutual authentication is required.
The following security requirements apply to the third registration scenario described in clause 6.1.3:
· REQ 6: The authentication service shall provide authorization information to the eP-CSCF (possibly via the WIC) that allows the IMS core to ascertain that the WIC in possession of this authorization information is authorized to access IMS using the associated public and private IMS identities presented during registration or retrieved from the authentication service through undefined means. 
· REQ 7: An IMS service provider shall ensure that the private IMS identity provided in the authorization information from REQ 6 belongs to an IMS subscription in the pool of IMS subscriptions uniquely assigned to the WWSF.
· REQz: For the interfaces W2 (WIC to eP-CSCF), and W4, if present, (WWSF to WAF), mutual authentication is required. For the W1interface, mutual authentication is required, except for the case of anonymous user. In the case of anonymous user, one way authentication (WIC needs to authenticate WWSF) is required.
***	END OF CHANGES	***
 
