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1. Overall Description:
SA3 thanks CT3 for their LS C3-141326/S3-140718. In the LS, CT3 informed SA3 that the normative work for the Representational State Transfer (REST) reference point (Rx) between Application Function (AF) and Protocol Converter (PC) has started, and further requested SA3 to evaluate available options to secure this interface and contribute to the normative work.
SA3 has evaluated the applicability of NDS Authentication framework (NDS/AF) [TS 33.310] for providing security on the Rx interface. This framework defines Public Key Infrastructure (PKI) based authentication using IPSec and TLS. 
CT3 has chosen REST over HTTP as the transport layer for the Rx reference between the AF and the PC. Taking this and other factors into consideration, SA3 has come to a conclusion that TLS with mutual authentication enabled, is the most appropriate choice to this interface. 
In view of this fact, SA3 recommends CT3 to use REST over HTTPS to provide confidentiality and integrity protection on the interface between the AF and the PC. It is further recommended that mutual authentication be enabled in TLS for authenticating and allowing only an authorized 3rd party AF to access the PC.
SA3 kindly requests CT3 to document this SA3 recommendation in the new TS that CT3 is planning to use for this work item.
2. Actions:

ACTION: 
SA3 kindly asks CT3 to take the above information into account.
3. Date of Next TSG-SA3 Meetings:
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