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1. Overall Description:

3GPP SA3 thanks ITU-T SG 17 for their Liaison on “LS on request to comment a draft Recommendation ITU-T X.msec-8 on a 'Secure application distribution framework for communication devices - COM 17 – LS 109 – E [S3-140721]
It is recommended that before this work is approved, that the authors of the ITU-T X.msec-8 first conduct a review of the existing market and include relevant security-related measures from existing mobile application stores. It appears that a number of measures that exist within the market today to protect users and developers are not included in this Recommendation which would leave it trailing behind the status quo.

In addition, it is recommended that the ITU reach out to the GSM Association’s security group to understand their work on preventing mobile malware with respect to application stores and secure application distribution.

SA3 note that the examples of checking items for application review may be difficult to test and should remain in an informative annex.   

Since Set-top-box (STB) is in the scope of the recommendation SA3 note that ETSI and the ITU have specifications or recommendations for devices that perform the function of an STB.
· Security services and mechanisms for customer premises networks connected to TISPAN NGN http://www.etsi.org/deliver/etsi_ts/187000_187099/187021/03.01.01_60/ts_187021v030101p.pdf ( Clause 6) 

· X.1196 : Framework for the downloadable service and content protection system in the mobile Internet Protocol television environment http://www.itu.int/rec/T-REC-X.1196-201210-I 
The ETSI specification has recently been updated to add a requirement on security compliance and robustness rules applicable to the application to be installed. These are detailed and specific to the application and could be used in conjunction with the examples in the Annex of ITU-T X.msec-8  
 SA3 note that clause 9.4 of   ITU-T X.msec-8   covers removal of malicious applications from devices as well as the application servers  
· “If a problematic or malicious application is found, application distribution sites remove installed application from the application distribution sites.

· If a problematic or malicious application is found, application distribution sites send the information to communication devices, and the communication devices remove its installed application under the user’s consent.

· If a problematic or malicious application is found, application distribution sites send a request removing the installed application to users “      
So SA3 comments in “LS to ITU-T SG 17 on Draft Rec. ITU-T X.sbb, Security capability requirements for countering smartphone-based botnet” - COM 17 – LS 101 – E” also apply here. 
2. Actions:

None  
3. Date of Next SA3 Meetings:
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